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Editorial

A ratio tecnoldgica...

|II

Num mundo transformado numa “aldeia global”, cruzamo-nos em qualquer rua, de qualquer sitio, com o
transeunte, com pessoas que caminham sds, com auscultadores nos ouvidos, e vao fazendo diferentes
expressoes faciais, alegres ou sorumbaticas. Certamente que vao a ouvir algo que os alegra ou entristece

e transmitem-no involuntariamente. Mas vao a ouvir...

Gracas a comunicac¢do, o homem consegue desenvolver-se e desenvolver o mundo, construir e apreciar
mensagens gque transmitem o seu pensamento, os seus sentimentos, emocdes e acdes e, em simultaneo,
torna-o capaz de compreender os outros. As maos e os olhos sdo entendidos como o fundamento
sensorial de referéncia. Em contrapartida, vivemos numa época em que algumas pessoas, nao sei se
muitas, atribuem menos importancia ao livro que acabam de comprar que ao reldgio digital que lhes é

enviado como brinde dessa compra...

Mas, com expressoes faciais alegres ou sorumbaticas, vdo a ouvir e ouvir é uma das capacidades do
homem e de muitos animais. O ouvido é um dos cinco sentidos que permite captar as sensacées que
chegam do mundo exterior. Através do ouvido apercebemo-nos de sinais sonoros, que podem ser suaves,

brandos, fortes ou asperos.

Cruzamo-nos, também, com gente a caminhar s, embora a olhar para o telemével. Do mesmo modo
fazem expressoes faciais que exteriorizam perante o infinito. A alegria ou a admiragdo para o que estdo

a olhar.

Mas olhar ndo é ver e ouvir ndo é escutar ou, se quisermos, ndo é saber ouvir. O homem passa a maior
parte do tempo a ouvir. Com frequéncia ouve, mas ndo escuta, isto é, ndo se preocupa em atender aos
sons que o cercam. O ouvido contacta com ruidos e em muitos casos nem sequer se sente perturbado.
Infelizmente, muitas vezes, a continuidade e intensidade de tais ruidos conduzem a uma progressiva
perda da capacidade auditiva. Essa dificuldade de audicdo torna-se negativa para a compreensdo daquilo

que escutal.

1 Moreira, V.; Pimenta, H. (1994) Encontro Literario, Porto Editora, p. 27
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Nao discuto a légica do uso correto de cada um dos equipamentos, de som ou de imagem, enquanto se
caminha, mas ambos os passeantes usam tecnologias que agora estao generalizadas e, elas mesmo, sdo
incentivadoras do incremento do seu uso, mesmo que correndo o risco de atropelamento ao passar

distraido numa passadeira.

Atualmente, como sempre aconteceu, ha comunicacdo oral é necessario que o destinatario seja capaz de
saber escutar e ouvir bem, tanto mais que descodificar uma mensagem nao é apenas ouvi-la e, por vezes,
ser capaz de reproduzi-la na integra. Isso pode ser apenas resultado de uma boa capacidade de
compreensdo genérica. Para que o ato de escuta resulte em pleno é necessario ter atenc¢ao, concentragao,

motivagdo, sentido critico, interesse pelo que se ouve e, porque ndo, uma certa sedugdo.

A comunicacdo unilateral implica a atuacdo de um emissor, enquanto o recetor é passivo. E o exemplo
daqueles com quem me cruzo no passeio e apenas emitem expressoes faciais difusas. Em contrapartida,
a comunicacdo bilateral exige reciprocidade entre emissor e recetor, que se vém na necessidade de

alternarem os papeis. A isto chama-se “conversar”.

A minha experiéncia, ao ter-me potenciado o contacto com colegas, professores e estudantes, mostrou-
me poder ser a escola, o dia a dia na universidade, um espago de festa e de suor, de alegria e de rigor, de
valores humanos plasmados em direitos e em deveres, um espag¢o e um tempo de realismo e de sonho,
de ventura e de aventura, um espaco fértil de relacdo de comunicacdo mutuamente clarificada e

assumida, ganhando uma dimensdo que estd para além das mecanicistas intera¢des da ratio tecnoldgica.

Este é um desafio de crescimento, de maturagcdo da maturidade, que o ensino superior aconselha e que

aqui incentivamos.

Vale a pena pensar nisto...

Lino Tavares Dias

Janeiro 2024
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BIBLIOMETRIC ANALYSIS ON CYBERSPACE SECURITY - NIS DIRECTIVES

Cladudia Borgguen'
José Morais?

Mario Lous33

Abstract

The impact of security in cyberspace has been increasing, motivating companies to reconsider their
security strategies. In addition, people from various countries who are aware of this growth are seeking
to present studies in various journals that allow them to identify elements that contribute to the
consolidation of the concept of security in cyberspace. With this reality in mind, this study, supported by
a bibliometric analysis of security in cyberspace based on articles published in the last eight years, aims
to analyze the evolution of scientific research, identify the most influential scientific publications on topics
related to cyberspace security, and detect research opportunities in the field. The study also discusses
the implementation of the legal framework for security in cyberspace and the NIS Directive, aspects that
European companies should consider in their cybersecurity strategy. The study's conclusions highlight the
multifaceted nature of cybersecurity challenges and the need for a holistic and collaborative approach to
strengthening digital resilience, with an emphasis on promoting a culture of awareness encouraged at the
organizational and social level by policymakers, industry leaders, and researchers.

Keywords: Security in cyberspace; Cybersecurity; NIS Directive; Legal regime; Bibliometric analysis.

ANALISE BIBLIOMETRICA SOBRE SEGURANGCA DO CIBERESPACO - DIRETIVAS NIS

Resumo

O impacto da seguranca no ciberespaco tem vindo a aumentar, motivando as empresas a reconsiderar as
suas estratégias de seguranca. Além disso, pessoas de varios paises que estdo atentas a este crescimento
procuram apresentar estudos em diversas revistas que lhes permitam identificar elementos que
contribuem para a consolidacdao do conceito de seguranga no ciberespaco. Tendo esta realidade em
mente, este estudo, apoiado numa analise bibliométrica da seguranca no ciberespaco baseada em artigos
publicados nos ultimos oito anos, tem como objectivo analisar a evolugdo da investigacdo cientifica,
identificar as publicacBes cientificas mais influentes sobre temas relacionados com a seguranca do
ciberespaco, e detectar oportunidades de pesquisa na area. O estudo discute também a implementacdo
do quadro juridico para a seguranga no ciberespaco e a Diretiva NIS, aspectos que as empresas europeias
devem considerar na sua estratégia de ciberseguranca. As conclusdes do estudo destacam a natureza
multifacetada dos desafios de ciberseguranca e a necessidade de uma abordagem holistica e colaborativa

L ISPGAYA /Instituto Superior Politécnico Gaya, Portugal
2 CEOS.PP; ISPGAYA /Instituto Superior Politécnico Gaya, Portugal
3 CID ISPGAYA; ISPGAYA /Instituto Superior Politécnico Gaya, Portugal
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para reforgar a resiliéncia digital, com énfase na promocdo de uma cultura de sensibilizagdo incentivada
a nivel organizacional e social por decisores politicos, lideres industriais e investigadores.

Palavras-chave: Seguranca no ciberespaco, Ciberseguranca, Diretiva NIS, Regime juridico, Analise
bibliométrica.

Introduction

In the last few years, the security of cyberspace has become a fundamental issue for the European Union
(EU), demonstrating a strong commitment to promoting a global, open, stable, and secure cyberspace.
This commitment is evident in the stance taken by the EU in international security debates related to
cyberspace (Salvaggio & Gonzalez, 2022). One of the main initiatives in this field is the Network and
Information Security Directive (NIS), which aims to raise the general level of cybersecurity in the EU
(Drivas et al., 2020). The NIS Directive establishes a mandatory reporting regime for operators of essential
services and digital service providers, reflecting the EU's determination to strengthen cybersecurity
(Franke et al., 2021). Additionally, under the NIS Directive, the European Commission has adopted a
comprehensive cybersecurity package to further strengthen the EU's resilience and response to
cyberattacks (Maglaras et al., 2020). However, according Cesarec (2020), challenges remain in achieving

the highest level of cybersecurity in all EU Member States, indicating gaps in their capabilities.

The legal landscape around cyberspace security in the EU has changed significantly, particularly with the
introduction of the NIS Directive and the General Data Protection Regulation (GDPR) (Urquhart &
McAuley, 2018). The NIS Directive (Directive (EU) 2016/1148) imposes specific obligations on Member
States to improve the cybersecurity posture across the EU (Drivas et al., 2020). In addition, the proposed
NIS Directive 2 seeks to modernize the current EU legal framework on cybersecurity and address the
limitations of the NIS Directive (Chiara, 2022). Despite these regulatory efforts, there is still a lack of
stakeholders in the EU cybersecurity ecosystem, which highlights the need for greater engagement and

collaboration (Bederna & Rajnai, 2022).

The increasing exposure to cyber threats due to global interconnectivity requires the adoption of
cybersecurity standards and frameworks (Ponsard et al., 2021). The European Union Cybersecurity Act
and the NIS Directive play key roles in assisting EU internal market organizations in resisting and
recovering from cyber threats (Ferguson, 2022). The NIS Directive is the first EU legal instrument that
focuses on incident notification and information sharing as key requirements, highlighting the importance
of such information for cyber defense (Ducuing, 2021). Furthermore, the protection of cyberspace has
emerged as one of the top security priorities for governments around the world (Carrapico & Farrand,

2016).
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This paper is divided into four parts. The first part reviews the literature on cybersecurity, information
security, and the NIS Directive. The next part presents the methodology and the research questions,
followed by an analysis of the results obtained from the bibliometric analysis. Finally, the final

considerations are presented.

1. Literature review
1.1. Cybersecurity

Cybersecurity encompasses the protection of networks and information systems against unauthorized
access, use, disclosure, disruption, modification, or destruction of data (Ferguson, 2022). It involves
implementing measures to ensure the confidentiality, integrity, and availability of data and services,
particularly in critical sectors such as energy, healthcare, and essential services (Biasin & Kamenjasevi¢,
2022; Skias et al., 2021). The NIS and NIS 2 Directives play a crucial role in defining the threshold for
reporting cybersecurity incidents and promoting improvements in the cybersecurity of essential services

(Schmitz-Berndt, 2023; Wallis & Johnson, 2020).

The dynamic nature of cybersecurity requires taking advantage of information on cyber threats to develop
a risk framework that supports decision-making and resilience against them (Riesco & Villagra, 2019).
Additionally, compliance with the NIS Directive requires the development of cybersecurity maturity
assessment frameworks to evaluate and improve cybersecurity measures (Drivas et al., 2020). This is
exemplified in the case of Greece, where the National Cybersecurity Authority and a cybersecurity
framework were created to align with the NIS Directive and ensure the security of critical infrastructure

(Maglaras et al., 2020).

1.2. Information security

The term "Information Security" encompasses the protection of data and information systems against
unauthorized access, use, disclosure, disruption, modification, or destruction. It involves ensuring the
confidentiality, integrity, and availability of information, as well as the systems and processes that store,
process, and transmit that information (Schmitz-Berndt & Schiffner, 2021). Information security is crucial
for safeguarding sensitive data, such as personal and financial information, intellectual property, and
organizational data, from unauthorized access and cyber threats (Wallis & Johnson, 2020). It also involves
implementing measures to prevent, detect, and respond to security incidents, including cyberattacks,
data breaches, and other security breaches (Skias et al., 2021). In addition, “Information Security” is
closely linked to compliance with regulations and standards, such as the NIS Directive, which aims to

improve the overall level of cybersecurity in the European Union (Wallis & Johnson, 2020). The NIS

Politécnica . N°30 . Dezembro de 2023 Pag. 8


http://www.ispgaya.pt/

Instituto Superior Politécnico Gaya ;

www.ispgaya.pt
https://doi.org/10.58086/625w-1k44

Directive gives Operators of Essential Services (OES) responsibility for ensuring the security of networks
and information systems, underlining the need for an objective-oriented approach to implementing

security and protection standards (Ponsard et al., 2021).

Generally, information security, in the context of the NIS Directive, plays a key role in strengthening the
cybersecurity posture of essential services, promoting early detection and adequate mitigation of
cybersecurity incidents, and fostering a dynamic risk framework to address emerging cyber threats
(Riesco & Villagra, 2019). Therefore, understanding and defining “Information Security” is essential for
organizations to effectively comply with the NIS Directive and contribute to the overall cybersecurity

resilience of critical infrastructure and essential services (Bagnato, 2020).

1.3. NIS Directive

The Network and Information Systems (NIS) Directive is the first EU legal instrument to focus on incident
notification and information sharing as key requirements, based on studies showing the importance of
such information for cyber defense (Ducuing, 2021). It defines critical infrastructures and operators of
essential services, boosting improvements in the cybersecurity of services (Bagnato, 2020; Wallis &
Johnson, 2020). It also modernizes the EU's legal framework on cybersecurity and seeks to strengthen the
EU's resilience and response to cyberattacks (Ferguson, 2022). The private sector has seen a change in its
role in NIS regulation, moving from being the subject of regulation to becoming an active player in
policymaking, providing technical expertise for network resilience (Carrapico & Farrand, 2016). In
addition, the NIS Directive poses challenges in practice, requiring compliance frameworks and

cybersecurity maturity assessments (Biasin & Kamenjasevic¢, 2022).

The NIS Directive has been reformed, leading to the proposal of the NIS 2 Directive, which seeks to
modernize the existing EU legal framework on cybersecurity while correcting the shortcomings that
prevented the NIS Directive from unlocking its full potential (Chiara, 2022). Furthermore, the NIS Directive
has implications for various sectors, including healthcare, as seen in the context of the cybersecurity
challenges arising from the Al Act and the NIS 2 Directive proposals for medical devices (Biasin &
Kamenjasevi¢, 2022). The literature also emphasizes the importance of dialogue, partnership, and
capacity building for network and information security, highlighting the changing role of the private sector
from regulatory object to regulatory shaper in the context of the NIS Directive (Carrapico & Farrand,
2016). Overall, the NIS Directive represents a significant step taken by the EU to strengthen the security
of networks and information systems, with implications for various sectors and an emphasis on incident

reporting, information sharing, and the modernization of cybersecurity legal frameworks.
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1.4. Concept relationship

In summary, these three terms are interlinked: the NIS Directive is a legislative measure that establishes
standards and requirements for “Information Security” in the EU. In turn, “Information Security” is a
subset of the broader field of “Cybersecurity”, which encompasses all measures taken to protect digital
data and systems. Thus, it can be said that the NIS Directive is part of “Information Security” and that
“Information Security” is part of “Cybersecurity” (cf. Figure 1).

Figure 1

Relationship between “Cybersecurity”, “Information Security” and the “NIS Directive”

Cybersecurity

Information Security

NIS Directive

Source: own.
Table 1.
Concepts of “Cybersecurity”, “Information Security” and “NIS Directive”
Concept Description Authors

Cybersecurity involves protecting networks and information Drivas et al. (2020);

systems, particularly in critical sectors, by implementing measures to  Schmitz-Berndt (2023);
Cybersecurity  ensure data confidentiality, integrity, and availability and developing  Skias et al. (2021)

a risk framework and maturity assessment framework in compliance

with the NIS Directives.

Information Security, in the context of the NIS Directive, involves Bagnato (2020); Ponsard

Information protgcting dgta gnd in_formation syste_n)s, ensuring th_eir - et al. (2021); _Schmitz-
Security confidentiality, integrity, and availability, safeguarding sensitive Berndt & Schiffner

data, preventing, detecting, and responding to security incidents, and  (2021)

strengthening the cybersecurity posture of essential services.

The NIS Directive, the first EU legal instrument focusing on Carrapico & Farrand

incident notification and information sharing, defines critical (2016); Chiara (2022);

NIS Directive infrastructures and operators of essential services, modernizes the Ducuing (2021)

EU’s cybersecurity legal framework, and has been reformed into the
NIS 2 Directive to address its shortcomings and expand its
implications to various sectors.
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2. Methodology

Bibliometric analysis, a quantitative method for evaluating scientific production, has become increasingly
popular due to its reliability and efficiency. Zupic and Cater (2014) state that in recent years, there has
been an increasing emphasis on advancing theory and practice through bibliometric research (Mukherjee
et al., 2022), contributing to a deeper understanding of academic production and its impact. This method
involves processing bibliometric data from databases such as Scopus and Web of Science to provide an
overview of published scientific articles. According to Ellegaard and Wallin (2015), using statistical tools,
researchers can carry out a systematic and transparent review process, allowing bibliographic data to be
aggregated to identify the main themes and research trends. However, it is important to note that
bibliometric analysis has limitations, such as the consideration of qualitative elements like the impact

factor of a journal (Hicks et al., 2015).

The methodology for bibliometric analysis often follows the PRISMA guidelines, which provide a 27-point
checklist and a flowchart for preparing systematic reviews and meta-analyses (cf. Figure 2). These
guidelines cover several aspects, including the study title, abstract, introduction, methods, results,
discussion, and financing, as well as points related to the search strategy, study selection, and data
extraction. For Moher (2009), the use of such guidelines guarantees a rigorous and standardized approach

to bibliometric analysis, increasing the reliability of the results.

1.1. Research questions

This paper, supported by a bibliometric study, focuses on cyberspace security and the respective

implementation of the NIS Directive, and aims to answer the following four research questions:

— RQ1: How has the implementation of the legal regime for security in cyberspace and the NIS Directive
evolved in academic research over the last eight years?

— RQ2: Which articles stand out most in this topic of study (more citations)?

— RQ3: What are the main focuses of the investigation implementation of the legal regime for security

in cyberspace and the NIS Directive?

1.2. PRISMA method

Figure 2 presents the methodology used in the research, based on the PRISMA method. It is observed
that six stages were considered to carry out the research: selection of the database; definition of search
terms; specification of search criteria; selection of analysis software; analysis and presentation of results;

and synthesizing the results.
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Figure 2
Methodology

2"d Step: define the search term.
—— > (NIS AND directive) AND (cybersecurity OR s
ecurity).

15t Step: select a database.
The Lens.

V

3rd Step: specify the search criteria.
Time range: 2016-2023
Search: title and abstrac.
Publication type: articles, books, book
chapters, conference. _
Field of study: “Computer Security”,
“Computer Science”, “Directive”, “European

”ou

Union", "Information Security”, “Critical

” o u

Infrastructure”, “Risk Analysis”.

!

5th Step: analyze and present results.

4th Step: select the analyzing software.
VOSviewer.

6th Step: synthesize the results.
Analyze annual scientific production, journal
contributions, countries, and authors, as
well as the number of articles, citations, and
keywords.

Summarize the results from the graphics and
tables according to the propositions and
present the conclusions.

Source: own.

1.3. Database

The selection of the database for the bibliometric analysis is crucial, and platforms with an extensive
collection of patents and academic scientific articles provide valuable data for researchers and students
in various fields of science, technology, engineering, and mathematics. Thus, the database chosen was
The Lens, a free and open data platform with 144.3 million patents and 252.1 million academic scientific
articles and research papers in the fields of science, technology, engineering, and mathematics for

researchers and students (The Lens, n.d.).

1.4. Search terms

The terms chosen for the search were "NIS Directive" and "Cybersecurity" from a conjunctive perspective,
using the AND operator between the words. So, the query was as follows: (nis AND directive) AND

(cybersecurity OR security).
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1.5. Search criteria

The analysis focused on the last eight years, i.e., the search was restricted to publications between 2016
and 2023. Consideration was given to the technical-scientific quality of the type of publication: journal
articles, books, book chapters, and conferences. In addition, to obtain specific results within the scope of

this study, the following areas of study were selected: "Computer Security", "Computer Science",

"Directive", "European Union, Information Security", "Critical Infrastructure", "Risk Analysis".

A total of 340 publications were obtained. A preliminary analysis of the results revealed that some
publications did not focus on the research area. So, the search was refined using the fields title, abstract,
keywords, and area of study, and 141 publications were obtained. Finally, VOSviewer software version

1.6.20 was used to analyze and visualize the data obtained.

3. Analysis of results
3.1. Descriptive analysis (RQ1 and RQ2)
This study includes 141 documents over a period of eight years, i.e., between 2016 and 2023.

Figure 3 shows the volume of annual scientific production resulting from the research carried out,

considering the elements presented in steps 2 and 3 of Figure 2.

Figure 3
Number of publications by type of document

30—

25—

20—

10—
| _..
(i) ] ] ] T ] I
2017 2013 2019 2020 2021 202

2018

Document Count

I
2 2023 2024

Date Published
Document Type

Book Book Chapter [l Conference Proceedings Article
M Journal Article

Source: The Lens.
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It can therefore be seen that the annual scientific output about the NIS Directive is growing. Considering
that 7 documents were published in 2016 and 26 in 2023, the growth is 271%. Attending Table 2, the
biggest annual increase was seen in 2022, with 31 publications (two book chapters, six conference

proceedings, and 18 articles).

Table 2.

Number of publications by type and year
Year Books Book Chapters Conferences Articles Total
2016 - 1 - 6 7
2017 - 1 - 6 7
2018 - 1 1 12 14
2019 3 3 10 16
2020 2 2 3 11 18
2021 - 8 2 12 22
2022 - 6 4 21 31
2023 - 2 6 18 26

Source: The Lens.

The statistics also show that these documents were published in 20 different journals (cf. Figure 4). Table
3 shows the top 5 journals (International Cybersecurity Law Review; SSRN Electronic Journal; arXiv
(Cornell University); Computer Law & Security Review; European Journal of Nuclear Medicine and

Molecular Imaging) that accounted for 31 publications.

Figure 4
Publications by journal
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Table 3
Top 5 journals by number of publications
Journal Field N“'T‘be'.‘ of
publications
International Cybersecurity Law  Cybersecurity, data security, technology, 15
Review legislation, and regulation.
SSRN Electronic Journal Social Sciences, Economlcsf, Law, Corporate 9
Governance and Human Sciences.
Physics, mathematics, computer science,
arXiv (Cornell University) quantitative blo_Iogy, quantitative finance, 7
statistics, electrical engineering and systems
science, and economics.
Law, telecommunications regulation, intellectual
Computer Law & Security property, cybercrime, surveillance and security, e- 4
Review commerce, outsourcing, data protection, e-privacy,
EU and public sector IT policy.
European Journal of Nuclear . . - .
Medicine and Molecular Physics, dosimetry, radiation biology, 3

Imaging radiochemistry, and pharmacy.

Source: The Lens.

Figure 5 shows the most active countries in scientific production and research, noting that the countries

of the European Union and the United Kingdom have the highest number of publications.

Figure 5
Scientific production by country

Source: The Lens.

Politécnica . N°30 . Dezembro de 2023 Pag. 15


http://www.ispgaya.pt/

Instituto Superior Politécnico Gaya ;

www.ispgaya.pt
https://doi.org/10.58086/625w-1k44

Complementing Figure 5, Table 4 illustrates the five countries with the greatest scientific production
according to the terms researched. This analysis identifies the countries where there is the greatest
concern when investigating the issue of implementing the NIS Directive. It should be noted that the
countries with the highest number of publications are on the European continent. This may be because

the NIS Directive is, precisely, a European directive.

Table 4

Top 5 countries by number of publications
Countr Number of

y publications

Belgium 12
United Kingdom 11
Germany 7
Italy 7
Luxembourg 7

Source: The Lens.

RQ1: Over the past eight years, academic research into the application of the cyberspace security legal
regime and the NIS Directive has evolved, resulting in an increasing number of publications covering a
wide range of topics (e.g., computer security, scientific computing, business, law, and political science),

especially in countries on the European continent.

RQ2: According to Figure 6, there are two articles that stand out, with more than 30 citations. They are:
"Dialogue, partnership and empowerment for network and information security: the changing role of the
private sector from objects of regulation to regulation shapers", from Carrapico and Farrand (2017), and

"Leveraging cyber threat intelligence for a dynamic risk framework" form Riesco and Villagra (2019).
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Figure 6.
Top citations by publication
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Table 5 shows the five authors who contributed most to scientific production. Sandra Schmitz-Berndt and
George Drivas are the authors with the greatest scientific production, with six publications, followed by
Argyro Chatzopoulou, Chris Johnson, and Costas Lambrinoudakis, each with four publications. Again, most

authors are based in Europe.

Table 5

Top 5 authors by number of publications
Author Number of publications
Sandra Schmitz-Berndt 6

George Drivas

Argyro Chatzopoulou
Chris Johnson

Costas Lambrinoudakis

Source: The Lens.

A b bdMO

3.2. Keyword analysis (RQ3)

According to Wang and Chai (2018), keyword analysis is an important method for identifying the most
relevant publications in a research area, helping to recognize trends and gaps. By examining the most
frequent keywords, such as “European Union”, “NIS Directive”, “Regulation” and “Cybersecurity”, it is
possible to gain insight into the current focus of the area of investigation. For example, the analysis reveals
that the most cited keywords are “NIS Directive” and “Cybersecurity”, indicating a significant emphasis
on regulatory frameworks and cybersecurity measures. This suggests a growing concern about the

security of information systems and the need for regulatory compliance in the context of cybersecurity.
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By examining the most frequent keywords in publications related to these topics, researchers can gain a
comprehensive understanding of the evolving landscape of cybersecurity regulation in the European
Union. This approach can shed light on the impact of the NIS Directive on cybersecurity practices and the
EU's regulatory framework, thus identifying potential areas for further research and development in this
critical area. Using the computer tool VOSviewer, Figure 7 shows the occurrence of the authors' keywords.
A minimum of 10 occurrences of a keyword was considered, resulting in a total of 42 keywords distributed
across 3 clusters. The largest cluster is the red one, with 10 words in which the keyword "Security" stands
out, with 24 occurrences. It is followed by the green cluster with nine words. In this cluster, the keyword
"Directive" stands out, with 25 occurrences. Finally, the blue cluster, with seven words, where the
keyword "NIS Directive" stands out, with 25 occurrences.

Figure 7

keywords occurrence
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Table 6 presents the keywords that make up each cluster. In the next section of the paper, each of the

clusters is analyzed.

Table 6
Keywords by Cluster
Cluster Keywords
Red “data”; “gdpr”; “general data protection regulation”; “obligation”; “privacy”; “proposal”; “regulation”;
“risk”; “security”; “service”
Green “analysis”; “directive”; “european union”; “implementation”; “information”; “information security”;
“legislation”; “nis”; “system”
Blue 99, ¢ %, ¢ %, ¢ 9%, €6

“critical infrastructure”; “cyber security”’; “cybersecurity”’; “essential service”; “information system”;

“nis directive”; “operator
Source: VOSviewer.
3.2.1. Red cluster
The keyword sets "data", "gdpr", "general data protection regulation", "obligation", "privacy", "proposal",

"regulation”, "risk", "security" and "service" cover and interconnect crucial topics in the context of
cybersecurity regulation and the NIS Directive. The General Data Protection Regulation (GDPR) has a
significant impact on data processing and privacy practices, requiring organizations to comply with strict
regulations to ensure the protection of personal data (Torre et al., 2019). GDPR compliance involves
several obligations and risks related to data security and privacy, which are essential components of
cybersecurity and NIS Directive regulation (Mekovec & Peras, 2020). Remember that, according to Koltay
(2016), GDPR also led to a paradigm shift in data governance, emphasizing the importance of data quality,

literacy, and management to meet regulatory requirements.

Furthermore, GDPR has triggered the need for organizations to implement robust security measures to
protect personal data, thus emphasizing the importance of data security in the context of cybersecurity
and NIS Directive regulation (Peloquin et al., 2020). The regulation also requires a comprehensive
understanding of GDPR principles and requirements, leading to an assessment of GDPR compliance and
its implications in various domains, including, for example, higher education institutions (Penev, 2019).
Overall, the set of keywords underscores the multifaceted nature of the GDPR and data-related topics,

highlighting their role in shaping cybersecurity practices and regulatory compliance.
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3.2.2. Green Cluster

The set of keywords "analysis"; "directive"; "european union"; "implementation"; "information";
"information security"; "legislation"; "nis" and "system" covers interconnected and important topics in
the context of cybersecurity and the regulation of the NIS Directive. The NIS Directive, which is the first
piece of legislation at the EU level on cybersecurity, aims to achieve a high common level of network and
“Information Security” across the European Union. It requires member states to adopt a national strategy
for the security of networks and information systems and establishes security and notification

requirements for operators of essential services and digital service providers (Pravdiuk, 2023).

Implementing the NIS Directive involves developing and applying information security policies, complying
with legal requirements, and adopting information security practices in organizations. This process is
essential to ensuring the effectiveness of information security measures and promoting a culture of
security awareness and compliance (Park & Chai, 2018). In addition, the NIS Directive highlights the need
for functional modeling of information security culture status monitoring systems to assess and improve
the level of security in organizations, thus contributing to the overall security of information systems and

critical infrastructures (Voitsekhovska et al., 2022).

The NIS Directive also highlights the importance of governance and legislation in relation to information
security, seeking to simplify it while at the same time addressing the complexities and challenges

associated with ensuring effective governance structures and practices (Fitzgerald & Peltier, 2016).

In summary, the NIS Directive highlights the multifaceted nature of cybersecurity and information security
governance, highlighting the interconnected themes of legislation, implementation, analysis, and culture
in the context of ensuring the security and resilience of critical infrastructure, information systems, and

organizations in the European Union.

3.2.3. Blue Cluster

The set of keywords "critical infrastructure"; "cyber security"; "cybersecurity”; "essential service";
"information system"; "nis directive" and "operator" encompass interconnected and crucial themes in
the context of cybersecurity regulation and the NIS Directive. The NIS Directive emphasizes the protection
of essential services and information systems, which are integral components of critical infrastructure. It
is essential to define critical infrastructures, as they include assets or systems vital to social functions,

health, security, and economic well-being, the disruption of which would have a significant impact

(zlateva & Hadjitodorov, 2022). Additionally, the protection of essential services is crucial to preventing
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attacks and limiting the spread of damage caused by malware, highlighting the importance of

cybersecurity in safeguarding critical infrastructure and essential services (Sato et al., 2019).

The integration of information systems into critical infrastructure and essential services is essential to
guaranteeing the effective management and protection of these systems. Information systems play a
fundamental role in the management and optimization of critical infrastructure resources, thus
contributing to the global governance of information systems (Falih et al.,, 2019). Furthermore, the
development of a multidisciplinary cybersecurity workforce is crucial to address the complex challenges
associated with protecting critical infrastructure and essential services against cyber threats (Hulatt &
Stavrou, 2021). This highlights the importance of a qualified workforce in implementing cybersecurity

measures and safeguarding critical infrastructure, information systems, and essential services.

The NIS Directive and cybersecurity practices are also interlinked with the concept of "operator" and the
management of information systems in the context of essential services and critical infrastructures
(Korablyov & Lutskyy, 2022). The directive highlights the need for a systemic approach to optimizing
information technology resources within the framework of information systems governance, aligning
with the interconnected themes of "information system" and "essential service" (Falih et al., 2019). The
set of keywords therefore underlines the multi-faceted nature of cybersecurity and the regulation of the
NIS Directive, emphasizing its key role in safeguarding essential services and critical infrastructure against

cyber threats.

4. Limitations and future research

The results obtained were a consequence of the choices made in stages one to three, as presented in the
methodology section, namely the database used and, above all, the words used to support the search.

These choices are therefore a limitation of the work carried out.

In future work, it would be relevant to explore the contributions that technology can make to the
implementation of cyberspace security regulations. It is important to keep abreast of technological
developments. It is therefore suggested that a study be carried out between new technologies, namely

Artificial Intelligence and the Internet of Things, and the implementation of NIS 2 in organizations.
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5. Conclusion

This bibliometric review paper has provided a comprehensive analysis of the current state of
cybersecurity, security in cyberspace, and the application of the NIS and NIS 2 directives. The analysis has
highlighted the growing importance of cybersecurity in the digital age as well as the evolving nature of

threats in cyberspace.

Firstly, the review highlighted the growing importance of cybersecurity in protecting critical
infrastructure, digital services, and personal data. The multiplication of digital technologies and
interconnected systems has increased the vulnerability of organizations and individuals to cyber threats.
As evidenced by bibliometric analysis, there has been an increase in research output and academic
publications focused on cybersecurity, reflecting the growing attention and resources devoted to
addressing cyber risks. This underscores the urgency of implementing robust cybersecurity measures to

mitigate potential disruptions and protect sensitive information.

Secondly, the review clarified the main components and objectives of the NIS and NIS 2 directives,
underlining their role in strengthening the resilience of essential services and digital infrastructures. The
directives aim to strengthen cooperation between EU member states, promote risk management
practices, and build incident response capabilities to effectively tackle cyber incidents. The review
revealed a growing body of literature examining the implications and challenges associated with
implementing these directives, highlighting the importance of regulatory frameworks in enhancing

cybersecurity preparedness and response.

Additionally, the review highlighted the imperative need to promote a culture of cybersecurity awareness
and resilience, both at the organizational and societal levels. Effective cybersecurity measures require not
only technological solutions but also a proactive and vigilant mindset on the part of users and

stakeholders.

In conclusion, this literature review article has provided valuable insights into the current landscape of
cybersecurity, security in cyberspace, and the application of the NIS and NIS 2 directives. The findings
highlight the multifaceted nature of cybersecurity challenges and the need for a holistic and collaborative
approach to strengthening digital resilience. As the digital ecosystem continues to evolve, it is imperative
that policymakers, industry leaders, and researchers remain vigilant and proactive in addressing cyber

threats and advancing cybersecurity capabilities.
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BIBLIOMETRIC STUDY ON THE DEVELOPMENT AND IMPLEMENTATION OF
CYBERSECURITY IN AUTONOMOUS VEHICLES

Henrique Teixeira?
Mdrio Lous&?

José Morais?

Abstract

The main objective was to examine the trajectory of scientific research in this domain, identify the most
influential publications related to cybersecurity in autonomous vehicles and pinpoint research
opportunities, supported by the PRISMA method. Additionally, the study explores cybersecurity themes
in autonomous vehicles, emphasizing the significance of concepts like blockchain, machine learning, and
deep learning essential in formulating business strategies. Furthermore, the research identifies influential
scientific publications, predominant journals, the most productive countries, and authors with the most
publications on cybersecurity in autonomous vehicles. It identifies research opportunities organized into
two distinct clusters to provide a comprehensive understanding of the current state of research in this
field and offer insights for companies and academics interested in contributing to future advancements
in the cybersecurity of autonomous vehicles. The article demonstrates that cybersecurity is a fundamental
area for the development and implementation of secure and reliable autonomous vehicles.

Keywords: V2X (vehicles-to-everything) network security; 5G and 6G; mobility security; communication
network security; attack prevention.

ESTUDO BIBLIOMETRICO SOBRE O DESENVOLVIMENTO E IMPLEMENTACAO DA
CIBERSEGURANCA EM VEICULOS AUTONOMOS

Resumo

O objetivo principal foi examinar a trajetdria da investigacdo cientifica neste dominio, identificar as
publicacGes mais influentes relacionadas com a ciberseguranca em veiculos auténomos e identificar
oportunidades de investigacdo, apoiadas pelo método PRISMA. Além disso, o estudo explora temas de
seguranca cibernética em veiculos auténomos, enfatizando a importancia de conceitos como blockchain,
aprendizado de maquina e aprendizado profundo, essenciais na formulagdo de estratégias de negdcios.
Além disso, a pesquisa identifica publicacGes cientificas influentes, periddicos predominantes, os paises
mais produtivos e os autores com mais publicacGes sobre seguranca cibernética em veiculos auténomos.
Identifica oportunidades de investigacdo organizadas em dois clusters distintos para fornecer uma
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2 CID ISPGAYA; ISPGaya /Instituto Superior Politécnico Gaya, Portuga
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compreensao abrangente do estado atual da investigacdo neste campo e oferecer insights para empresas
e académicos interessados em contribuir para avancos futuros na seguranca cibernética de veiculos
autonomos. O artigo demonstra que a ciberseguranca é uma drea fundamental para o desenvolvimento
e implementacao de veiculos auténomos seguros e fidveis.

Palavras-chave: seguranca de rede V2X (veiculos para tudo); 5G e 6G; seguranca da mobilidade;
seguranca de redes de comunicacao; prevencao de ataques.

Introduction

Technological advances are profoundly redefining the autonomous vehicle landscape, influencing the way
we move, and raising essential cybersecurity considerations. As interconnection and automation become
integral parts of autonomous vehicles, new challenges and opportunities arise in ensuring cybersecurity
(Bathla et al., 2022). The rapid pace of technological advances in the autonomous vehicle landscape raises
critical cybersecurity considerations, making them increasingly susceptible to a wide range of cyber
threats (Sun et al., 2022). The growing dependence on various autonomous systems and their interaction
with intelligent systems in urban traffic infrastructure has further expanded the threat landscape, making

cybersecurity a growing concern (Chattopadhyay et al., 2021).

There are several factors that influence the adoption of autonomous vehicles, where efficiency and trust
in technologies play essential roles. Acheampong and Cugurullo (2019) state that vehicle efficiency,
convenience, driving experience, and trust in autonomous technologies are crucial for the acceptance and
adoption of these technologies. By prioritizing cybersecurity in autonomous vehicles, businesses and the
automotive industry can strengthen their strategies for responding to cybersecurity threats. The growing
presence of digital capabilities through 6G technology requires a robust approach to ensure the continued

safety of autonomous vehicles (Algarni & Thayananthan, 2023).

This paper aims to guide future research on crucial elements contributing to the advancement of the
cybersecurity concept in autonomous vehicles. Divided into four parts, it reviews the current literature
on cybersecurity in this context, presents the methodology used, analyzes the results obtained from
bibliometric analysis, and concludes with final considerations. This article is supported by bibliometric
analysis, focusing on cybersecurity in autonomous vebhicles, and seeks to answer the following four

questions:

— RQ1: How has the concept of cybersecurity in autonomous vehicles evolved in academic research over
the past 20 years?

— RQ2: What are the most influential scientific publications on cybersecurity in autonomous vehicles?
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— RQ3: What are the main authors and papers in scientific publications on cybersecurity in autonomous
vehicles?

— RQ4: What are the main focuses of research in the field of cybersecurity in autonomous vehicles?

2. Literature review
2.1. Cybersecurity

Cybersecurity has received significant attention in recent years due to the increasing number of threats
and continuous efforts by cybercriminals to overcome security barriers. According to Taherdoost (2022),
the process involves protecting sensitive data against unauthorized access, damage, or theft. Sabillon
(2018) defines cybersecurity as the protection of information assets, dealing with threats to information
processed, stored, and transported by interconnected information systems. Additionally, Sallos et al.
(2019) tells us that cybersecurity is increasingly being recognized as a "knowledge problem," emphasizing
the need to understand vectors, mechanisms, and trends related to knowledge to address cybersecurity

challenges.

As the digital landscape continues to evolve, the importance of cybersecurity in various domains such as
health, critical infrastructure, and the automotive industry has become increasingly prominent.
Cybersecurity, in the digital era, stands out for its importance and complexity, increased by its
interdisciplinary nature. Its areas of application are diverse, from industry to education and health. For
example, according to Gordon et al. (2022), cybersecurity is identified as a necessity for the provision of
reliable healthcare, especially in the context of robotic surgery. In the automotive industry, according to
Wang et al. (2021), there has been an increase in the development of solutions to address increasing
incidents of security threats. At the same time, several cybersecurity practices emerged, presenting
variations between different industrial areas regarding risks and respective mitigations (Héroux & Fortin,

2020).

2.2. Autonomous vehicles

Autonomous vehicles can transform urban transportation systems, providing safer roads, improving
mobility, and enhancing traffic efficiency (Li et al., 2022). According to Qu et al. (2022), autonomous
vehicles are equipped with sensors that can perceive environmental information to make informed
decisions. For example, lane change is the most common scenario (Wu et al., 2020). In the decision-
making process, Guo (2023) states that continuous learning is frequent, incorporating risk awareness and

replicating human behaviors to ensure intuitive understanding by other road users.
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The implementation of autonomous vehicles raises important considerations in terms of policies,
responsibility, and security (Alheeti et al., 2016). According to Nees (2016), there is a need for policies and
changes in infrastructure to prepare cities for the integration of autonomous vehicles into existing urban
transportation systems. Additionally, Nyholm and Smids (2016) ensure that the security of autonomous
vehicles and their communication networks is crucial to preventing intrusions and attacks. Autonomous
vehicles, according to Muhammad et al. (2020), have the potential to significantly impact road

transportation systems, traffic flow, and user acceptance.

Table 1 summarizes the concepts of cybersecurity and autonomous vehicles.

Table 1
Cybersecurity and Autonomous Vehicles Concepts
Concept Description Authors
Cybersecurity Refers to a set of activities and other measures aimed at protecting Fischer, 2016;
computers, computer networks, hardware, related devices, software, Reegard et al., 2019;
and the information they contain and communicate, as well as other  Veale et al., 2020
elements in cyberspace, from attacks, disruptions, or other threats.
Autonomous Refers to vehicles capable of operating and moving without the need  Kato et al., 2015;
Vehicles for direct human intervention. The autonomy of vehicles can vary at Wachenfeld &
different levels, from driver assistance to complete autonomy, where ~ Winner, 2016; J.
the vehicle can travel the entire route without requiring human Wang et al., 2020

intervention.

3. Methodology

Bibliometric analysis is a valuable tool for assessing the impact and influence of scientific production in
various areas. It involves, for example, the statistical analysis of published articles and their citations to
measure their impact (Baraibar-Diez et al., 2020). However, it is important to note that bibliometric
analysis has limitations. It is retrospective in nature, and developments in the literature only become
apparent after some time has passed (Coombes, 2023). Bibliometric analysis methods are employed to
provide a comprehensive perspective on published scientific articles. This approach is based on
processing bibliometric data collected from databases such as Scopus, The Lens, or Web of Science. In
recent years, there has been an increase in the application of bibliometric methods in research papers,

driven by their reliability and, above all, their effectiveness (Mukherjee et al., 2022).

The methodological foundation of this bibliometric analysis was established using the PRISMA method,
which provides a set of guidelines for the preparation of systematic reviews and meta-analyses (Page et

al., 2023).

To carry out this study, the database selected was The Lens, a free and accessible data source containing
151.9 million patents and 266.4 million scientific articles and research works in various areas (The Lens,

n.d.).
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The keywords "cybersecurity" and "autonomous vehicles" were used for the complex boolean search,
employing the AND and OR operators between the two expressions to encompass more literature. The
analysis focused on the last 20 years, restricting publications to the period between 2004 and 2023. To
obtain more specific results for this study, subjects such as "Control and Systems Engineering,"

"Automotive Engineering," and "Computer Networks and Communications" were selected, along with the

study fields "computer science," "engineering," "computer security," "Control (management)," and
"Control engineering," resulting in a total of 3028 publications. For the analysis and visualization of the

obtained data, VOSviewer version 1.6.19 software and The Lens analysis tool were used.

The analysis covers the distribution of publications over the 20 years analyzed, identifying the five types
of considered documents: books, conference proceedings, book chapters, journal articles, and
conference papers. The top 10 journals contributing the most publications, the top 10 countries with the
highest production, the top 10 prominent authors, and the top 10 most cited articles are highlighted.
Finally, co-authorship analysis, co-citation analysis, keyword analysis, and cluster analysis of keywords are

part of stage five (cf. Figure 1).

Figure 1 presents the methodology used in the research, based on the PRISMA method, consisting of six
stages (database selection; definition of search terms and Boolean terms and operators; definition of

search criteria; selection of analysis software; analysis and presentation of results; synthesis of results).
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Figure 8
Methodology
1stStep - Database selection
The Lens
2"d Step - Definition of search terms selection of terms and boolean operators:
cybersecurity OR (vehicles AND autonomous)
( 3rd Step - Definition of search criteria h

Period: 2004-2023
Search: Title and Abstract
Publication type: journal article, conference proceedings article, book
Chapter subject: Automotive Engineering, Computer Networks and Communications, Control and
Systems Engineering
Fields of study: Computer Science, Engineering, Computer Security, Control (management), and
\ Control Engineering )

4th Step - Selection of analysis software
VOSviewer and The Lens

-
5th Step - Analysis and presentation of results
Annual scientific production analysis, contributions from journals, countries, and authors, along with

the quantity of articles, citations, and keywords.
"

6th Step - Synthesis of results
Summary of results from graphs and tables, aligned with propositions, and presentation of
conclusions.

4. Analysis

4.1. Evolution of academic research over the last 20 years on the concept of cybersecurity in
autonomous vehicles (RQ1)

This study covers a total of 3280 documents over a 20-year period, spanning from 2004 to 2023. Figure 2
illustrates the annual volume of scientific production resulting from the conducted research, considering
the elements presented in steps 2 and 3 of Figure 1. Thus, it is possible to observe an increase in annual
scientific production on the topic of "Cybersecurity in Autonomous Vehicles". In 2004, 31 documents were
published, while in 2023, this number rose to 678, representing a growth of 2187%, with a steady annual
increase from 2011 onwards.
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Figure 2
Evolution of the number of publications by document type
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4.2. Most influential scientific publications on cybersecurity in autonomous vehicles (RQ2)

The results indicate that 3028 documents were published in 110 different journals, with the top 10
representing 82% of the total with 2484 publications (cf. Figure 2 and Table 2). IEEE occupies first place
with 909 publications in the areas of engineering, automotive industry, and security.

Table 2
Top 10 Journals by Number of Publications
Number of
Journal Fields publications
Institute of Electrical and Engineering; Automotive Industry; Security.
. . 909
Electronics Engineers (IEEE)
Elsevier BV Academic and Governmental; Health; Industry. 592
Springer Science and Business  Engineering; Medicine; Computing; Mathematics.
. 221
Media LLC
MDPI AG Computing; Mathematics; Behavioral Science. 220
Wiley Computing and Technology; Earth, Spaces, and Environment. 135
Hindawi Limited Mathematics, Engineering, and Computing; Social Sciences 94
and Education.
Informa UK Limited Science, Technology, and Medicine; Humanities and Social 92
Sciences.
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Number of
Journal Fields publications
Inderscience Publishers Computer Science and Mathematics; Risk Management,
Security, and Emergencies; Science, Engineering, and 82
Technology.
Institute of Electrical and Engineering; Automotive Industry; Security. 31
Electronics Engineers Inc.
Emerald Sustainability; Health; Mathematics. 55

In Figure 4, it shows the most active countries in the production of scientific publications in this area,
highlighting China and the United States of America with the highest number of publications.

Figure 4
Scientific Production by Country

Complementing the representation in Figure 4, Table 3 shows the top 10 leading countries in terms of
production in research dedicated to the topic of cybersecurity in autonomous vehicles.

Table 3

Top 10 Countries with the greatest number of publications
Country Number of publications
China 876
USA 611
United Kingdom 188
Canada 148
Australia 143
Republic of Korea 110
France 88
India 86
Germany 80
Italy 74
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4.3. Main authors and papers of scientific publications on cybersecurity in autonomous vehicles (RQ3)

Table 4 highlights the main authors in scientific production, revealing Dan Wang as the most productive
author with twenty-six publications. Following, Zhouhua Peng and Chuan Hu appear with twenty-five and
eighteen publications, respectively. It is observed that many of the authors presented in Table 4 are from
the Asian continent, especially China, indicating their leadership in scientific production in the context of
research that addresses the terms “cybersecurity” or “autonomous vehicles”.

Table 4

Number of Published Articles per Author
Authors Number of publications  Affiliation
Dan Wang 26 Dalian Maritime University, China
Zhouhua Peng 25 Dalian Maritime University, China
Chuan Hu 18 Southeast University, China
Chen Lv 17 Nanyang Technological University, China
Kegiang Li 12 Tsinghua University, China
Amir Khajepour 11 Beijing Institute of Technology, China
Balazs Németh 11 Hungarian Academy of Sciences, Hungary
Bidyadhar Subudhi 10 National Institute of Technology, India
Amr Mohamed 9 University of Ontario Institute of Technology, Canada
Antoénio M Pascoal 8 University of Lisbon, Portugal

According to Zupic and Cater (2015), the co-authorship method can reveal patterns of collaboration and
productivity among researchers. A total of 173 authors were found in the context of the analysis, each
having at least five published documents. Out of these authors, 96 were selected, divided into 14 clusters,
with a total of 260 connections. Figure 5 demonstrates the connections among them. The green cluster
features the author with the most co-authorships, Zhouhua Peng.

Figure 5
Author Relationships per Document
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The articles with the highest number of citations are "Planning and decision-making for autonomous
vehicles" (Schwarting et al., 2018), with 538 citations, and "Perception, planning, control, and
coordination for autonomous vehicles" (Pendleton et al., 2017), with 403 citations. It is also noted that
the most cited paper is the one with the highest average annual citations (107.6).

Table 5
Top 10 Most cited papers

. Year of I
Article .. Citations  Average*
publication

Chwarting, W., Alonso-Mora, J., & Rus, D. (2018). Planning and
decision-making for autonomous vehicles. Annual Review of Control, 2018 538 107.6
Robotics, and Autonomous Systems, 1(1), 187-210.
Pendleton, S., Andersen, H., Du, X., Shen, X., Meghjani, M., Eng, Y.,
Rus, D., & Ang, M. (2017). Perception, planning, control, and 2017 403 67.2
coordination for autonomous vehicles. Machines, 5(1), 6.
Arslan, G., Marden, J. R., & Shamma, J. S. (2007). Autonomous
vehicle-target assignment: A game-theoretical formulation. Journal 2007 374 23.4
of Dynamic Systems, Measurement, and Control, 129(5), 584-596.
Amer, N. H., Zamzuri, H., Hudha, K., & Kadir, Z. A. (2017). Modelling
and control strategies in path tracking control for autonomous
ground vehicles: A review of state of the art and challenges. Journal
of Intelligent & Robotic Systems, 86(2), 225-254.
Sarker, I. H., Kayes, A. S. M., Badsha, S., Algahtani, H., Watters, P., &
Ng, A. (2020). Cybersecurity data science: an overview from machine 2020 235 78.3
learning perspective. Journal of Big Data, 7(1).
Qiao, L., & Zhang, W. (2017). Adaptive non-singular integral terminal
sliding mode tracking control for autonomous underwater vehicles. 2017 223 37.2
IET Control Theory and Applications, 11(8), 1293-1306.
Peng, Z., Wang, D., Li, T., & Han, M. (2020). Output-feedback
cooperative formation maneuvering of autonomous surface vehicles
with connectivity preservation and collision avoidance. IEEE
Transactions on Cybernetics, 50(6), 2527-2535.
Faessler, M., Fontana, F., Forster, C., Mueggler, E., Pizzoli, M., &
Scaramuzza, D. (2016). Autonomous, vision-based flight and live
dense 3D mapping with a quadrotor micro aerial vehicle. Journal of
Field Robotics, 33(4), 431-450.
Yuan, C., Licht, S., & He, H. (2018). Formation learning control of
multiple autonomous underwater vehicles with heterogeneous
nonlinear uncertain dynamics. IEEE Transactions on Cybernetics,
48(10), 2920-2934.
Bingham, B., Foley, B., Singh, H., Camilli, R., Delaporta, K., Eustice, R.,
Mallios, A., Mindell, D., Roman, C., & Sakellariou, D. (2010). Robotic
tools for deep water archaeology: Surveying an ancient shipwreck 2010 183 14.1
with an autonomous underwater vehicle. Journal of Field Robotics,
27(6), 702-717.

* The average was calculated based on the interval between the year of publication and the year 2023.

2016 261 37.3

2019 205 51.3

2015 193 24.1

2017 193 32.2
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4.4. Main areas of research on cybersecurity in autonomous vehicles (RQ4)

The co-occurrence analysis of the authors' keywords is presented in Figure 6, reflecting the strong
connection between cybersecurity and the control system. Keywords with a minimum occurrence of 20
were considered, resulting in a total of 59 keywords distributed across two clusters (cf. Figure 6 and Table
6). The most prominent cluster is the red one, with 30 keywords, where "cybersecurity" is the dominant
keyword, recording 323 occurrences. In the green cluster, the keyword "controller" stands out, with 456

occurrences. Table 6 presents the two clusters (red and green) obtained and their respective keywords.

Table 6
Keywords per Cluster
Cluster Keywords
“Attack”, “autonomous car”, “blockchain”, “cavs”, “communication technology”, “congestion”,
“connected autonomous”, “connected vehicle”, “connectivity”, “cyber attack”, cyberattack”,
“cybersecurity”, “cybersecurity risk”, deep learning”, “detection”, “integrity”, “inteligente
transportation”, “lidar”, “machine learning”, “mixed traffic”, “mobility”, “object detection”,
“security”, “smart city”, “threat”, “traffic”, “traffic condition”, “traffic efficiency”,
“transportation” e “v2v”.
“agv”, “autonomou”, “autonomous ground vehicle”,
coII|S|on avoidance”, “control law”, “control system”,
“gps”, “mapping”, “navigation system”, “orientation”, “path planning”, “path tracking”, “path
tracking control”, “proposed controller”, “reference trajectory”, “tracking”, “tracking control”,
“trajectory”, “trajectory planning”, “trajectory tracking”, “trajectory tracking control”, “vehicle
model”, “vehicle speed” e “velocity”.

1-Red ” o« n

” u ” ou ” o u

autonomous navigation”, “collision”,
”, “controller”, “dynamic environment”,
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Figure 6
Keyword Co-occurrence Network
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4.4.1. Cluster 1 — Red

The cluster presents keywords such as "attack", "detection"”, "traffic", "mobility", and "connected
autonomous vehicle", which are interconnected with the context of this paper, specifically with

cybersecurity.

According to Craigen et al. (2014), cybersecurity encompasses a wide range of tools, policies, concepts,
and technologies aimed at protecting individuals, organizations, and governments from online threats.
For Da Veiga (2016), cybersecurity is essential to protecting intelligent resources in cyberspace. Matheu
et al. (2020) argue that cybersecurity involves the use of various technologies and protocols to connect
physical devices to online infrastructure, especially in scenarios such as the Internet of Things. In this
context, Karagiannis et al. (2022) state that the National Institute of Standards and Technology launched
the National Initiative for Cybersecurity Education with the aim of providing a systematic framework for
education and learning in cybersecurity and establishing concepts and practices adopted by professionals.
According to Gcaza and von Solms (2017), the notion of cybersecurity is also linked to the urgency of
safeguarding multiple resources simultaneously against a variety of cyber threats, influencing

cybersecurity strategies and culture.
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To address cybersecurity concerns in connected Autonomous Vehicles (AVs), it is crucial to consider
potential attacks, detection methods, traffic management, and the impact on mobility. For Liu et al.
(2022), AVs are susceptible to various attacks, posing serious security risks. Detection of attacks in AVs
can be achieved through advanced technologies such as blockchain or Bayesian attack graphs (Fu et al.,
2022; Queralta et al., 2020). These technologies enhance autonomy and provide real-time data for precise
location and environment updates, thus improving the detection of potential cyber threats. AVs have the
potential to mitigate traffic congestion, increase road safety, and reduce fuel consumption and emissions
(Montanaro et al., 2019). However, Martin-Gasulla et al. (2019) state that the initial incorporation of AVs
with low penetration rates may result in more limited traffic capabilities. It is essential to develop
comprehensive traffic analysis methods and traffic management strategies to ensure the gradual
introduction of AVs into existing traffic systems (Zhou et al., 2022). Additionally, the connectivity of AVs,
from vehicle to vehicle and infrastructure to vehicle, can significantly improve traffic management and
safety by collecting information from nearby vehicles and infrastructures, enhancing their perception

capabilities and decision-making processes (Yamazato, 2017).

4.4.2. Cluster 2 — Green

The cluster presents keywords such as "controller", "control system", "collision", "trajectory", "tracking",
"path planning"”, and "autonomous ground vehicle" which are interconnected with the context of this

article, specifically with autonomous vehicles.

The development of controllers for autonomous vehicles has increasingly improved their collision
prevention capabilities (Tiwari et al., 2021). These controllers are essential to enable autonomous vehicles
to navigate complex traffic scenarios and avoid collisions with other vehicles and obstacles (Lin et al.,
2020). According to Matous et al. (2021), the development of collision prevention systems for
autonomous vehicles has been a key area of development, aiming to provide these vehicles with the
ability to react to sudden changes in their environment and avoid potential collisions. Additionally, Lin et
al. (2020) highlights the importance of integrating trajectory replanning and vehicle-to-vehicle
information interaction in collision prevention control systems. For Guo, J. et al. (2018), an adaptive
trajectory control approach based on neural networks was proposed for autonomous vehicle collision

prevention control systems, demonstrating stability using Lyapunov theory.

However, Evtukov et al. (2018) argue that attention should be focused on addressing cybersecurity
vulnerabilities to prevent external interference with the control unit of an autonomous vehicle. The
complexity of data and traffic behaviors in autonomous vehicle networks may enable various types of

attacks (Aldhyani & Alkahtani, 2022). To address these challenges, Vitale et al. (2021) propose the
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development of methodologies to assess the vulnerabilities and impacts of potential cyberattacks on

autonomous vehicles.

5. Results

Scientific interest in the field of cybersecurity in autonomous vehicles has been growing over the past 20
years, from 2004 to 2023. In 2004, there were 31 publications, which increased to 678 publications in
2023, representing a growth of 2187%. The year 2012 marked an annual growth of 168%, after which
scientific production maintained an upward trend. The significance of cybersecurity in autonomous
vehicles has been reinforced due to the emerging availability of technologies such as blockchain, machine
learning, and deep learning, as well as the use of technologies like 5G and 6G, making vehicles increasingly

interconnected with each other and their environmental context.

Bibliometric analysis revealed that China, the United States, the United Kingdom, and Canada are the
most active in producing scientific publications on the topic. This analysis aligns with the level of
investment and prioritization of research and development in the area that these countries demonstrate,

such as the creation of regulatory policies as indicated using keywords like "guidance law," "regulation,"

or "law".

Consumer perspectives play a crucial role in the widespread acceptance and adoption of autonomous
vehicles. Trust in security, along with other aspects such as reliability and user experience, will significantly
influence consumers' willingness to adopt autonomous vehicles. Keywords such as "control design,"

"awareness," and "cybersecurity awareness" represent the importance in their regard.

By analyzing existing literature, the article provides a comprehensive perspective on the current state,
highlighting key themes, trends, and identified security gaps, such as the use of artificial intelligence and
environmental connectivity, contributing to reinforcing the need for research by academics and

investment by companies.

Aspects such as cybersecurity, reliability, and regulation were identified as key areas. Thus, automotive
companies can benefit from this analysis, which identified fundamental elements to be addressed in the

cybersecurity of autonomous vehicles.

6. Limitations and future research

As in any study, the present research has some limitations that need to be recognized but may represent

a starting point for future work. The results obtained reflect the choices made in steps one to three (Figure
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1), as described in the methodology section. This includes the selection of the database and the keywords

used in the search. Therefore, these decisions represent an inherent limitation of the paper.

For future research, it would be relevant to explore the contributions that technology can provide to
boost cybersecurity in autonomous vehicles. The results suggest conducting a study that investigates the
relationship between vehicle-to-vehicle and environmental communication and their predictive

capabilities.

7. Conclusions

Cybersecurity is a fundamental challenge for the development and implementation of safe and reliable
autonomous vehicles. Challenges include the vulnerability of control systems, the possibility of cyber-
attacks, and the lack of specific regulations. The development of new security technologies, cooperation
between industry and researchers, and collaboration between education and public awareness are

opportunities for development.
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Abstract

This bibliometric study addresses the importance of endpoint security in companies, considering the
growing use of information technologies, both in business and personal use. It highlights the need to
protect endpoints such as computers, mobile devices, servers, and loT devices. Endpoint security
encompasses measures such as monitoring the files and binaries on and running on the machine using
antivirus, data encryption, and threat detection solutions. The literature review highlights the importance
of terminology and best practices, highlighting the application of graph-based approaches to strengthen
security in medical information networks. Tools such as EDR are cited as essential, especially for small and
medium-sized companies. The study emphasizes the importance of business continuity in the face of
cyber threats, highlighting the role of artificial intelligence, machine learning, and frameworks. It takes a
bibliometric approach, using a specific database to collect bibliometric data on scientific publications
published between 2017 and 2023. As a basis for the study, the words “cybersecurity”, “endpoint
security”, “business continuity”, and “business” were used. Various analyses of bibliometric results are
also presented, including the number of publications by type of document, the scientific journals with the
highest number of publications, the countries with the highest number of publications, the number of
publications per author, the most cited articles, and the occurrence of identified keywords.

Keywords: Endpoint Security; Business continuity; Vulnerability; Risk; Security threats.

ESTUDO BIBLIOMETRICO SOBRE A IMPORTANCIA DA SEGURANGA DE ENDPOINT
NAS EMPRESAS

Resumo

Este estudo bibliométrico aborda a importancia da seguranca de endpoint nas empresas, considerando o
crescente uso de tecnologias de informacdo, tanto no uso empresarial quanto pessoal. Ele destaca a
necessidade de proteger terminais como computadores, dispositivos méveis, servidores e dispositivos
loT. A seguranca de endpoint abrange medidas como monitoramento de arquivos e binarios e em
execucdo na maquina usando antivirus, criptografia de dados e solu¢des de deteccdo de ameacas. A
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revisdo da literatura destaca a importancia da terminologia e das melhores praticas, destacando a
aplicacdo de abordagens baseadas em graficos para fortalecer a seguranca nas redes de informacao
médica. Ferramentas como o EDR sdo citadas como essenciais, principalmente para pequenas e médias
empresas. O estudo enfatiza a importancia da continuidade dos negdcios diante das ameacas
cibernéticas, destacando o papel da inteligéncia artificial, do aprendizado de maquina e dos frameworks.
Adota uma abordagem bibliométrica, utilizando uma base de dados especifica para coletar dados
bibliométricos sobre publicacdes cientificas publicadas entre 2017 e 2023. Como base para o estudo,

7 “"

foram utilizadas as palavras “ciberseguranca”, “endpoint security”, “businesscontinuity” e “business”
foram usados. Sdo também apresentadas diversas andlises de resultados bibliométricos, incluindo o
numero de publica¢des por tipo de documento, as revistas cientificas com maior numero de publicac¢des,
0s paises com maior niumero de publicagdes, o nimero de publicagdes por autor, os artigos mais citados,
e a ocorréncia de palavras-chave identificadas.

Palavras-chave: Seguranca de Endpoint; Continuidade dos negdcios; Vulnerabilidade; Risco; Ameacas a
seguranga.

Introduction

The growing use of information technology has made endpoint security a major concern for companies.
Also, with the increase in devices connected to the internet and the rise in cyber threats, it has become
essential to guarantee the security of endpoints on a company's network (Shao et al., 2023). Endpoint
security encompasses a series of measures designed to protect the various entry points into a network,
such as computers, mobile devices, servers, and loT devices. As companies continue to embrace digital
transformation in their businesses, the need to apply robust security measures to their endpoints
becomes essential to safeguard sensitive data and ensure business continuity in whatever area of the
business it falls under (Yevseiev et al., 2023). With the help of antivirus installed directly on the endpoints,
data encryption software, IPS (Intrusion Prevention Systems), Endpoint Threat Detection and Response
solution, and NGFW (Next Generation Firewall), greater security of an organization's endpoints is possible,

ensuring a greater likelihood of a minimum of false positives or false negatives (Chochliouros et al., 2021).

In this bibliometric study, the main objective is to explore the importance of endpoint security in
companies, based on several bibliographic analyses carried out in various scientific articles related to this
topic. To this end, a review was carried out of the existing literature on endpoint security, business
continuity, and cybersecurity. The number of publications by type of document, the scientific journals
with the highest number of publications, the countries with the highest number of publications, the
number of publications per author, the most cited articles, and the occurrence of identified keywords

were analyzed.
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1. Literature review
1.1.Endpoint Security

The endpoint security approach refers to the act of protecting the devices used by end users, such as
computers, mobile devices, servers, and loT devices, from potential security threats. It involves
implementing measures to protect these devices from unauthorized access, data breaches, malware, and
other cyber threats (Sharma et al., 2021). The history of endpoint security goes back to the early days of
network computing, when the priority was to protect endpoints connected to the network from external
attacks. As technology has evolved, the number of mobile devices and the growing sophistication of cyber
threats have increased significantly, causing this concept to evolve to encompass a wide range of security
measures aimed at protecting end users' devices and the data they contain (Sarker, 2023). The
importance of terminology and good practices in the general IT field was highlighted by Coravos et al.
(2020). It is relevant for endpoint security, since the terminology used in this field is crucial for

understanding and applying effective security measures.

Itis also essential to guarantee the security of endpoints, as this is something with a high level of criticality
within cybersecurity, especially in the context of emerging technologies such as the Internet of Things
(loT) and cyber-physical systems (CPS). The increasing complexity and connectivity of endpoints has raised
some concerns about the vulnerability of these devices to cyber threats (lbrahim et al., 2022). According
to Angel (2022), the application of graph-based approaches has been proposed to strengthen the security
of medical information networks against cyber threats, demonstrating the potential of these methods to
significantly improve the performance and capacity of security operations teams. On the other hand, the
use of EDR (Endpoint Detection and Response) tools has been referred to as an essential component of
information security policies and strategies, particularly in small and medium-sized companies (Noronha
et al., 2022). Companies can adopt some approaches combined with some physical tools and equipment
to ensure greater endpoint protection, such as EDR, antivirus, NGFW, Domain Name System (DNS)

protection and email gateway security (Houhamdi & Athamena, 2021).

1.2.Business continuity

Business continuity is a critical aspect for companies to ensure that their operations are not interrupted,

especially by cyber threats caused by malicious agents (Zheng & Omote, 2022).

Based on the literature review on this concept, the importance of assessing the robustness of computer
systems to prevent and mitigate risks and computer attacks is emphasized, highlighting the need to

implement and apply effective business continuity measures (Kafi & Akter, 2023). Some of these
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measures involve creating and applying incident response plans to protect financial information and
maintain business continuity. Additionally, Simonovich (2020) presents the challenges that companies
face in defending their assets, indicating the need for sustainable cybersecurity practices to achieve

business continuity in an organization.

In the context of cybersecurity, Sarker (2023) stresses the important role of artificial intelligence (Al),
particularly machine learning, in recognizing patterns and predicting malicious activity to avoid disruption
and ensure business continuity. Furthermore, George et al. (2021) emphasizes the need for companies,
regardless of their involvement in cybersecurity, to adopt sophisticated detection and response

mechanisms so that their operations and business continuity are safeguarded.

The evolving nature of cybersecurity threats in general, such as ransomware, malware, and social

engineering, requires proactive recovery measures and continuous readiness.

This highlights the importance of recovering from a ransomware attack and planning considerations to
mitigate downtime and ensure business continuity (Chen et al., 2021). Rizvi et al. (2022) also stresses the
need for progressive frameworks and machine learning techniques to effectively classify and detect
malware, especially in zero-day attacks, contributing to the overall goal of maintaining business

continuity.

It should also be noted that with the exponential increase in employees working remotely, new challenges
have been introduced, as Skilji¢ (2020) discusses Croatia's response to the increase in cyber threats in the
context of remote work, highlighting the risks to business continuity. By implementing real-time
monitoring of network traffic in these companies, files that possibly contain viruses or whose
corresponding hash is unknown, activities in modern network environments gain a more robust layer of
protection, providing not only reactive action on the part of information security analysts but also

proactive (Kebande et al., 2021).

1.3.Vulnerability

Vulnerability in the context of cybersecurity refers to a weakness in computer systems, networks, or
applications that can be exploited by malicious agents, thus compromising the confidentiality, integrity,
or availability of information and resources (Walker-Roberts et al., 2020). These vulnerabilities can come
from various sources, such as software failures, incorrect configurations of computer programs, network
equipment, or even computers and human errors, thus posing significant risks to the security of

organizations and employees themselves (Victor et al., 2023). The constant increase in the use of loT
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devices within companies has made them an attractive target for hackers, who are actively trying to

exploit these vulnerabilities to launch attacks in a wide variety of ways and techniques.

To reduce the risk of a company being the target of a cyber-attack because its systems and software
contain vulnerabilities, various approaches and technologies have been developed. Machine learning, in
particular Al based on machine learning, has shown promise in recognizing patterns and predicting
potential malicious activities, thus helping to prevent and detect threats to the proper functioning of
systems (Mandal et al., 2021). Additionally, Jia et al. (2022) points out that another measure has been
developed that will contribute to advances in cybersecurity. Specifically, the development of lightweight
DDoS (Distributed Denial-of-Service) schemes in software-defined networking (SDN) contexts has
demonstrated reduced false alarm rates, thus improving the ability to effectively identify and respond to

DDoS attacks.

In the event of a computer attack, such as ransomware, recovery and imaging operations are crucial.
Learning from these incidents can improve planning to prevent and mitigate future attacks, highlighting
the importance of preparedness and response strategies. In addition, the robustness of malware
detection models is a critical area of study, since evaluating the resilience of these models is essential to

ensuring their effectiveness in real-life scenarios (Shahhosseini et al., 2022).

1.4.Endpoint Security, Business Continuity and Vulnerability

Within the area of cybersecurity, the concepts of Endpoint Security, Business Continuity, and Vulnerability
complement each other and are all related, although they are different. Endpoint security plays a
fundamental role in a company's business continuity. If endpoints are compromised due to vulnerabilities
in systems or software, the normal operation of the organization can be interrupted and even incur losses
for the company. Therefore, ensuring the security of these endpoints by identifying and correcting known

vulnerabilities is a proactive measure to maintain continuity of operations (Ayub et al., 2023).

Table 1 presents descriptions of the three concepts of Endpoint Security, business continuity and

vulnerability.
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Table 1
Concepts of Endpoint Security, Business Continuity and Vulnerability
Concept Description Authors
Endpoint Described as the approach of protecting the various endpoints, such Gao et al. (2021)
Security as computers, mobile devices, servers, and loT devices, that are Goldsack et al.
connected to a network. It involves protecting these endpoints from (2020)
unauthorized access, data breaches, ransomware attacks, and other Heino et al. (2022)
threats. Endpoint security solutions are crucial for organizations to
protect the integrity, confidentiality, and availability of the network
and data.
Business Refers to the strategic and tactical capacity of an organization to Bolpagni (2022)
Continuity ensure the continuity of its operations during and after a catastrophe | Teichmann et al.
or any other significant disruption. It involves a proactive plan to (2023)
ensure that critical operations continue to function, even after serious | Yang et al. (2022)
security incidents or disasters have occurred, and is considered a
fundamental aspect of cyber resilience. This concept becomes
important within cybersecurity since organizations need to guarantee
the continuity of their operations even in the face of cyber threats
and attacks.
Vulnerability Described as a weakness in a computer system or program that can Baiardi & Tonelli
be exploited by malicious agents to compromise the confidentiality, (2021)
integrity, or availability of the systems or data processed. Taddeo (2019)
Vulnerabilities can come in many forms, including software, Tan et al. (2020)
hardware, and human factors. They can also be exploited through
different attack vectors, such as malware, phishing, social
engineering, and DDoS (Distributed Denial-of-Service). Identifying and
mitigating vulnerabilities is crucial to maintaining system security and
preventing unauthorized access and data breaches.

2. Methodology

Bibliometric analysis is an important method for assessing the impact and influence of scientific articles
in a specific field. It involves the quantitative analysis of publications, including citation counts, authorship
patterns, and journal impact factors. This approach provides information on the productivity and impact
of researchers and the evolution of scientific knowledge in each discipline. For a concise analysis,
bibliometric data is usually collected from databases such as The Lens, Scopus, or the Web of Science

(Aapro et al., 2020).
Taking the theme of this article as a reference, a series of research questions were posed:

e RQ1: How has the topic of endpoint security evolved in academic research over the last six
years?
e RQ2: Who are the main authors, countries, and articles in scientific publications related to the

topic of endpoint security?

e RQ3: What are the main areas of research in the field of endpoint security?
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For this bibliometric study, the PRISMA method was used, which consists of a verification of 27 items and
a four-phase flowchart, thus helping to guide the researcher through the systematic review process, from

the definition of relevant studies to the final inclusion of studies (Zhang et al., 2022).

The database "The Lens" was used, which is widely used as a cost-free platform with millions of patents
and scientific articles in the most varied fields of study. This data can then be exported so that it can be
processed as the researcher sees fit (The Lens, n.d.). The keywords used in “The Lens” as search categories

Y s VN

were “cybersecurity”, “endpoint security”, “business continuity”, and “business”.

With these search criteria, a total of 158 publications were obtained. However, to further delimit the
desired publications, with the aim of making them current, some filters were used. In particular, the
publication dates of the articles were limited to 2017-2023, and only articles, books, book chapters, and

conferences were considered. With these filters, 141 publications were obtained.

To aid this research, the Boolean operators "AND" and "OR" were used strategically with the search terms
mentioned in Table 2 (2" step). Several graphs generated by "The Lens" platform were extracted and
included in this document for a more in-depth bibliometric study. Version 1.6.20 of the "VOSviewer"
software was also used to carry out the analysis and visualization of the most used terms, referring to the
bibliometric data extracted. The following table shows the methodology used in this bibliographical study,

in which the PRISMA method was used.

Table 2.
PRISMA methodology applied to bibliometric studies
1t step Select the database The Lens
2" step Define the search term(s) cybersecurity AND (endpoint AND (security AND (business AND
(continuity OR business))))
3" step Specify the search criteria Time period: 2017-2023; Type of publications: articles, books, book
chapters, conference: Field of study: cybersecurity, business.
4t step Select analysis software VOSviewer
5t step Present and analyze the Analysis resulting from the results of the bibliometric data collected,
results regarding scientific publications, authors, number of citations,
articles, and keywords.
6% step Summarizing the results Based on the results of the graphs and tables, summarize and

present conclusions.

3. Bibliometric analysis
3.1. Evolution of academic research over the last six years on the topic of endpoint security (RQ1)

In the six-year period between 2017 and 2023, 141 publications were recorded. According to Figure 1,

7 o«

there has been an increase in the number of publications on the topic’s “cybersecurity”, “endpoint

) “

security”, “business continuity”, and “business” over the past six years, especially between 2020 and
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2021. This period coincided with the increase in cyber-attacks on companies around the world, thus

B
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creating the need to publish in this area (Wan et al., 2022).

Figure 1
Number of publications by type of document
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3.2. Main authors, countries, and articles in scientific publications related to the topic of endpoint

security (RQ2)

Figure 2 presents the 10 scientific journals with the most publications, with "Datenschutz und
Datensicherheit - DuD" leading the list with 24 publications.

Figure 2
10 Journals with the most publications
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Document Count

Among the 10 countries with the highest number of publications of scientific material, the United States

appears with 18 publications, followed by India with 17 (cf. Table 3).
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Table 3

Countries with the most publications
Country Number of publications
United States of America 18
India 17
China 10
United Kingdom 10
Italy 7
Saudi Arabia 7
Australia 6
Spain 5
Spain 4
Ireland 4

Figure 3 shows the 10 authors with the most publications, with no major difference between them. The
author with the most publications under the defined terms is Andrea Coravos, with three from the
Harvard-MIT Center for Regulatory Science, associated with digital medicine. The following six authors
have two publications, showing that there is no author or authors who stand out with many publications
in this area.

Figure 3
Number of publications per author
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Document Count

Table 4 presents the data corresponding to the 10 publications with the highest number of citations. The
first article on the list was cited 217 times and published in 2020. The second and third articles on the list
were cited 181 and 140 times, respectively. Next, the fifth most cited publication has 73 citations, almost
half compared to the previous publication. It appears that the three articles with the highest number of

citations are associated with the health area, more specifically digital medicine.
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Table 4.
10 most cited articles
Year of Number of
Title DOI publication times cited
Verification, analytical validation, and 10.1038/s41746-020-0260-4 2020 217
clinical validation (V3): the foundation
of determining fit-for-purpose for
Biometric Monitoring Technologies
(BioMeTs)
Developing and adopting safe and 10.1038/s41746-019-0090-4 2019 181

effective digital biomarkers to improve

patient outcomes

Digital health for optimal supportive 10.1007/s00520-020-05539-1 2020 140
care in oncology: benefits, limits, and

future perspectives

Internet of Things: information security 10.1007/s10586-018-2823-6 2018 73
challenges and solutions

A Systematic Review on Al-based 10.1007/s10639-021-10597-x 2021 56
Proctoring Systems: Past, Present and

Future

Modernizing and designing evaluation 10.1038/s41746-020-0237-3 2020 54

frameworks for connected sensor

technologies in medicine

Threats on the horizon: understanding 10.1007/s11227-019-03028-9 2019 46
security threats in the era of

cyberphysical systems

A Review on the Security of the 10.1007/s11277-021-08348-9 2021 39
Internet of Things: Challenges and

Solutions

Self-Service Cybersecurity Monitoring 10.1109/access.2019.2930000 2019 34
as Enabler for DevSecOps

Provenance-Aware Knowledge 10.1007/s41019-020-00118-0 2020 33

Representation: A Survey of Data
Models and Contextualized Knowledge
Graphs

3.3. Main areas of research in the field of endpoint security (RQ3)

Analyzing the keywords of scientific publications is important to understand the focus and scope of the
work. By examining the keywords used by authors, researchers can gain insights into key themes,
concepts, and areas of interest in each field of study. According to Ghadi et al. (2021), this process can
help find and identify relevant literature, understand current trends, and establish connections between

different pieces of research.

Based on the collection of bibliometric data and its processing in the “VOSviewer” software, 12 keywords
cited by the authors of the analyzed publications were identified, as can be seen in Figure 4. The most
frequent keywords were “security” with 33 occurrences and “attack” with 32. Considering the theme of

this study and the two most cited keywords, these terms are linked to the scope of the study since the
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importance of endpoint security is intrinsically linked to security and attack, because when trying to

defend or protect something, there is a risk of some type of attack (Rao & Deebak, 2023).

As a result of analyzing the occurrences of keywords, three clusters were identified, as shown in Table 5

and Figure 4.
Figure 4.
Keyword occurrences
neer
appligation
attack intenet
challenge
f k technelo o
ramewor haelogy SE)Q]Flty
report
risk cybersecurity
vulnegability
Table 5
Keywords for each Cluster
Cluster Keywords
Red “application”, “attack”, “challenge”, “internet”, “network”, “security”, “technology”
Green “framework”, “report”, “risk”
Blue “cybersecurity”, “vulnerability”

3.3.1. Red cluster

In this cluster, the keywords "application", "attack", "challenge", "internet", "network", "security" and
"technology" were identified, which are connected and important in the role of endpoint security in

organizations.

The keyword "application" is widely discussed in the context of semantic web applications, provenance,
and knowledge representation. Applications play a very active role in endpoint security (Sikos & Philp,

2020).
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Regarding "attack", several articles delve into different aspects of cyber-attacks, including strategies for
attacking precision timing protocols, attacks on SCADA systems, and detecting zero-day attacks (Alghamdi

& Schukat, 2021).

The “challenge” is addressed in the context of cybersecurity considerations for the health area, robotic
surgery, loT applications, and the ethical challenges of Al applications in cybersecurity, which highlight

the challenges posed by cybersecurity threats in various domains (Bhavsar et al., 2023).

"Internet" and "network" are interconnected keywords discussed in the context of loT applications, cloud-
based access control policies, and the design of dynamic, self-adaptive systems for predictive risk analysis

in cyberspace (Nagajayanthi, 2022).

Regarding “security”, this is a central theme in several publications, including those that focus on precision
timing protocol attack strategies, cybersecurity monitoring, and strengthening the continuous integration

workflow (Elhag et al., 2022).

The keyword "technology" is addressed in the context of extracting knowledge from unstructured
information, antivirus applications for the detection of JAR malware, and the creation of a dynamic and
self-adaptive system for the predictive analysis of cyber risk (Takko et al., 2023). These articles highlight
the role of technology in knowledge extraction, malware detection, and predictive risk analysis in

cybersecurity.

3.3.2. Green cluster

In the green cluster, the keywords “framework”, “report”, and “risk” are mentioned. "Framework" has
been widely mentioned in the literature. Several frameworks have been proposed, particularly to analyze
the predictability of cyber risks in critical environments where a cyber-attack must be avoided at all costs

(Krishnan et al., 2023).

The keyword “report” is also significant in the context of cybersecurity in the sense that endpoint security
incident reports and vulnerability reports are important and fundamental in this area. (Radanliev et al.,

2020).

“Risk” is a key word in this area of cybersecurity, as it is essential to identify and plan the mitigation of

risks associated, in this case, with endpoints (Aghamohammadpour et al., 2023).
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3.3.3. Blue Cluster
The blue cluster includes the keywords are “cybersecurity” and “vulnerability”.

“Cybersecurity” refers to the protection of information technology assets against threats that may
compromise their confidentiality, integrity, and availability. According to Diaz et al. (2019), with increasing
dependence on technology, several sectors, including healthcare, face new risks, making cybersecurity

considerations essential.

“Vulnerability” is a key concept in this cybersecurity context, particularly regarding detecting and
mitigating potential weaknesses in systems. One of the main objectives of this area and the theme
presented in this study is to try to reduce existing vulnerabilities in physical systems and devices. One way
to do this is to update the operating system versions to the most recent and restrict the user to certain

access and functionalities of the software or the system itself.

4. Conclusions

The bibliometric study carried out on the importance of endpoint security in companies provided a
comprehensive view of trends, challenges, and advances in this crucial area of cybersecurity. The growing
digital transformation of companies and the increase in cyber threats reinforce the importance of
endpoint security. Protecting the various entry points into the network, such as computers, mobile
devices, and servers, is crucial to safeguarding sensitive data and ensuring the continuity of the company's

business.

In this study, the literature review highlights the diversity of security measures, from antivirus to
advanced solutions such as EDR, IPS, and NGFW. The combination of these measures helps strengthen
endpoint security by minimizing false positives and negatives. Business continuity stands out as one of
the key points in this area. Incident response plans, the adoption of artificial intelligence and machine
learning, and the need for sustainable cybersecurity practices are measures highlighted to help ensure

operational resilience.

Endpoint security, business continuity. and vulnerability, although distinct concepts, are interlinked in
cybersecurity. Endpoint security plays a crucial role in business continuity, and the identification and

proactive correction of vulnerabilities are fundamental to avoiding interruptions in operations.

The bibliometric analysis carried out showed an increase in the number of publications over the last six

years, reflecting the importance of endpoint security in several areas (e.g., medicine, industry, and
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commerce) to guarantee business continuity. Countries such as the United States of America, India, and

China have led in terms of the number of applications in this area.

As with any study, this research has some limitations that need to be recognized. However, they may
represent a starting point for future work. The search terms, the area of the most cited articles, and the

number of articles themselves can be considered limitations of this bibliometric study.

Taking the present study as a starting point, new lines of investigation can be outlined. For example,
exploring detection strategies and evaluating the effectiveness of endpoint security practices. Another
line of investigation may focus on security techniques and mechanisms, depending on the operating

systems and the different types of endpoint devices used, to guarantee business continuity.
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UM CISNE NEGRO NA SOCIEDADE DA POS-NORMALIDADE E DA POS-VERDADE.
AS IMPLICAGOES DA COVID-19 NA BUSCA PELA VERDADE

Hugo Miguel Carvalho?!

Jo3o Carlos Santos?

Resumo

Neste conceptual paper analisamos a presente era como um sistema definido pelas suas relagbes, que
sdo representadas como inputs e outputs. Portanto, quando falamos sobre esta era enfatizamos algumas
condicbes especificas do sistema que nos conduzem para a pés-normalidade e pds-verdade. Tentamos
dar sentido ao presente e descobrir o futuro da verdade através da influéncia de acontecimento de
impacto desproporcionado ou de eventos raros e aparentemente inverosimeis, como se verifica, no caso
da COVID-19. Analisamos igualmente as razdes que conduzem a pessoa humana, individualmente ou
coletivamente, a ndo ver ou ndo querer ver a importancia destes eventos no desenrolar da Histéria e

desenvolvimento da humanidade.

Palavras-chave: COVID-19; Pds-normalidade; Pds-verdade; Fake News

A BLACK SWAN IN THE SOCIETY OF POST-NORMALITY AND POST-TRUTH. THE
IMPLICATIONS OF COVID-19 IN THE SEARCH FOR TRUTH.

Abstract
In this conceptual article, we analyze the present era as a system defined by its relations, which are
represented as inputs and outputs. Therefore, when we talk about this era, we emphasize some specific
conditions of the system that lead us to post-normality and post-normality. We try to make sense of the

present and discover the future of truth through the influence of events of disproportionate impact or rare
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and seemingly improbable events, as seen in the case of COVID-19. We also analyze the reasons that lead
the human person, individually or collectively, to not see or not want to see the importance of these events

in the course of the history and development of humanity.

Keywords: COVID-19, Post-normality; Post-truth; Fake News

Introdugao

Estavamos longe do aparecimento da primeira pandemia do século XXI quando Ziauddin Sardar
publicou o seu importante artigo Welcome to Postnormal Times (Sardar,2010) onde propunha uma nova
abordagem tedrica para desenvolver um melhor entendimento de como a prdpria mudanca estava a ter
um resultado importante na definicdo do presente. Sardar defendia que varios “artefatos” humanos, como
sejam - significado, verdade, conhecimento, ordem mundial, governance, entre outros — encontravam-se
em profundo estado de transformacdo de conceitos classicos para modernos, de visdes pés-modernas para

III

pds-normais. E eis aqui, como humanidade em 2021 a vivermos um “novo norma

“Tudo o que era 'normal’ evaporou-se; entrdmos em tempos pés-normais, o periodo intermediario
em que velhas ortodoxias estdo a morrer, novas ainda ndo surgiram e nada realmente faz sentido. Para se
ter nogdo de um futuro vidvel, é preciso apreender o significado desse periodo de transicdo caracterizado
por 3 c's: complexidade, caos e contradigdes. Essas forgas impulsionam e sustentam tempos pds-normais
gue levam a incerteza e diferentes tipos de ignorancia que tornam a tomada de decisGes problematicas e
aumentam os riscos para os individuos, a sociedade e o planeta. Tempos pds-normais exigem, este artigo
argumenta, que abandonemos as ideias de "controlo e gestdo" e repensemos as nog¢des acalentadas de
progresso, modernizagdo e eficiéncia. O caminho a seguir deve ser baseado nas virtudes da humildade,
modéstia e responsabilidade, requisito indispensdvel para viver com a incerteza, a complexidade e a
ignorancia. Teremos que nos imaginar a sair de tempos pds-normais e entrar numa nova era de normalidade
- com uma bussola ética e um amplo espectro de imaginag¢des da rica diversidade de culturas humanas.”

(Sardar,435,2010).

III

Na verdade, ndo foi a pandemia COVID-19 que nos introduz neste “novo normal”. A vivéncia da
humanidade nestes tempos “pds-normais” ja se encontrava em crescimento. Quase sem perceber ja
tinhamos entrado numa época em que pouca coisa pode ser confidvel ou nos transmite confianca. Had muito
que viviamos cercados pela incerteza, rdpida mudanca, realinhamento de poderes, agitacio e um
generalizado comportamento cadtico. Os velhos conceitos estdao mortos, mas ainda temos capacidade para

compreender o sentido dos novos conceitos que nascem no caos. A humanidade ainda pensava que vivia

num equilibrio global de poderes, que com todas as suas imensas imperfeicdes, mantinha uma aparéncia
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de lei e ordem pacificas. O homem queria manter esse sonho mesmo contra as evidéncias. Uma parte da
humanidade queria continuar a acreditar naquela ilusdo de que viviam em comunidades coerentes e coesas,

onde acreditavam que o futuro dos seus filhos estava seguro. Para esta parte da humanidade o “antigo

IH IM

normal” nada mais era do que uma ilusdo. O “novo normal” ja era ha muito vivido pela parte mais pobre da

humanidade.

A humanidade continua com dificuldade em assumir que vive hd ja algum tempo um largo periodo
de transi¢cdo, sem poder basear-se no conforto do conhecimento do nosso passado e sem confianga em
definir caminhos para um futuro sustentavel. Evoluimos nesta fase entre escolhas perigosas e sonhos
visionarios, mas vacilantes e indecisos sobre a nossa capacidade ou vontade de os concretizar. O ser humano

continua preso no paradoxo de uma realidade teimosa e de uma ilusdo resiliente.

Vivemos numa época pds-normal entre o “velho” que resiste a morrer e o “novo” que ainda batalha
por nascer e onde nada é dado como certo. Mas, o homem tem uma enorme dificuldade para situar-se
entre o “nunca mais “e o “ainda ndo” numa incerteza dialética. Lidamos mal com a verdade de que a
incerteza é parte fundamental da realidade. Por isso, criamos qualquer tipo de ilusdo para acreditar que

somos capazes de prever os fatos e mudar o curso da histéria.

A histéria demonstra a nossa incapacidade para aprender com os erros de previsdo e a falta de

consciéncia sobre os mesmos.

Vivemos num mundo globalizado que esta interligado e é interdependente em todos os seus niveis,
do local ao global, em todas as etapas das nossas vidas, o que regularmente e ininterruptamente, origina

uma mudanga pds-normal com uma rapidez nunca vista.

Em principio, esta mudanca pds-normal ndo deveria gerar efetivamente um acontecimento pds-
normal, enquanto resultado da mudanca como tal. No entanto, nesta humanidade globalizada e
interligada, com uma diversidade de elementos interatuando com relagbes nao lineares, produzem

contradigdes estruturais e ampliam a complexidade do sistema.

A nossa sociedade, como um sistema, é agora muito mais do que a soma de todas as suas partes;
e, portanto, ndo pode ser escrutinada pelas suas partes, dado que estas mesmas partes pela sua veloz

interagdo vdo-se auto-organizando em novos padrdes e estruturas complexas.

Esta pandemia COVID-19 seria assim um acontecimento pds-normal decorrente desta légica de
evolugao do sistema baseada na Complexidade, Contradi¢cdes e Caos. A complexidade e as contradi¢gdes
do sistema que construimos como humanidade geram ciclos de feedback positivo cada vez mais velozes
gue levam ao Caos. Por isso, consideramos, que a maioria dos analistas esta incorreto quando falam em

recuperagao e esperam por cendrios que retornem ao seu antigo conceito de “normalidade”.
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Perdemos tempo precioso quando deviamos estar a projetar o novo rumo da humanidade. Os
préximos anos vao relembrar-nos que esta pandemia foi apenas um convite a reflexdo antes do
aparecimento do verdadeiro problema. A Peste Negra do séc. XIV promoveu mudancas que foram
emergindo ao longo de séculos. Sendo esta sociedade capaz de criar como sistema ciclos de feedback
cada vez mais velozes, as consequéncias emergirdo muito mais rapidamente. Esta sociedade interligada
origina que os efeitos borboleta se amplifiquem com imensa rapidez. Devemos considerar, e baseando-
nos em Habbermas (1987) e na sua Teoria da A¢do Comunicativa, que a nossa sociedade, foi caindo numa
progressiva coloniza¢do do mundo da vida pelo sistema, ou seja, a modernizagao social levou a que este
caisse sob a dependéncia do sistema. Assistimos, entdo, ao crescimento de subsistemas cada vez mais
complexos, cujos imperativos de monetarizacao e a burocratizacdo se opdem contra o préprio mundo da

vida. Esta é a realidade que temos de enfrentar.

Criamos demasiados Cisnes Negros (Taleb, 2007), que se formam nesta Complexidade,
ContradicOes e Caos, para quem nao sabe lidar com racionalidade com acontecimentos inesperados e
raros com grandes ramificacées. Muitos podem afirmar que é quase impossivel de prever um Cisne Negro,
sendo, portanto, acontecimentos dificilmente mitigaveis. Realcamos, no entanto, que um Cisne Negro
apenas se vislumbra com clareza quando observado com um certo distanciamento. Nesse caso, o

acontecimento torna-se dbvio e inevitavel. Relembramos as palavras de Steve Jobs (2015).

“Vés, ndo conseguirdo ligar os pontos apenas a olhar para a frente; vds, sé conseguirdo ligd-los se
olharem pra tras. Entdo, terdo de confiar que os pontos se vao ligar algum dia no futuro. Vds, tém de
confiar em algo — no seu instinto, destino, vida, carma, o que for. Esta abordagem nunca me desapontou,

e fez toda diferenca na minha vida”.

Quando desejamos entender a pds-normalidade e os fenédmenos, somos obrigados a enfrentar
incertezas e os erros, imprecisdes e inexatiddes no nosso entendimento e razdao que expdem a
precaridade de todos 0s nossos preconceitos; somos assim obrigados a reavaliar as nossas ideias, crencas
e perspetivas sobre o sistema que construimos enquanto humanidade. Quem desejar entender a pos-
normalidade tem de voltar a ser um descobridor por marés nunca antes navegados. Porque os eventos e

problemas pds-normais ndao podem ser controlados ou geridos - eles apenas podem ser navegados.

A pandemia COVID-19 engloba todas as caracteristicas de um processo de mudanga pds-normal:
velocidade, propdsito, escala e simultaneidade. Mas serd um acontecimento pds-normal? Acreditamos

qgue sim, dado que é o resultado da intera¢do das forcas de Complexidade, Contradi¢des e Caos.

Voltamos a reiterar a nossa ideia de que poderemos ser muitos resilientes na ilusdo, mas a teimosia
da realidade ird sempre prevalecer. Ndo é apenas porque um fato ndo aconteceu ou que nao queremos

que acontega que ele n3do acontecera. Um Cisne Negro implica sempre uma enorme catastrofe que
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devemos assumir que ird ocorrer de forma a prepararmo-nos o melhor possivel. A pergunta seguinte seria

6bvia.

1. “Quem poderia conceber que seriamos afetados por uma pandemia como o COVID-19?

Na época dos novos antibiéticos, os microbiologistas Macfarlane Burnet e David White previram
em 1972 que o mais provavel sobre o futuro das doencas infeciosas é que serd muito enfadonho. (Burnet,
1972). No entanto, reconheceram que iria sempre existir o risco do surgimento totalmente inesperado
de uma nova e perigosa doenca infeciosa, mas nada do tipo marcou os ultimos cinquenta anos. As

epidemias, neste periodo, interessavam apenas aos historiadores.

Os tempos mudaram assim como as nossas perspetivas. Desde o herpes a doenca do legionario na
década de 1970, a VIH, ébola, a sindrome respiratdria aguda grave (SARS) e agora Covid-19, as doencas
contagiosas continuam a ser um risco existencial. Os historiadores continuam atentos a esta evolugao,

assim como ao seu contexto e circunstancias locais. (Jones, 2020)

Charles Rosenberg, baseou-se em Albert Camus (Camus,1972) e concebeu uma estrutura de uma

pandemia (Rosenberg,1989) que se desenvolveria em trés fases.

Concebemos, desta forma uma nova interpretagao, baseado em Rosenberg. Numa primeira fase,
perante sinais muitos ténues, o ser humano influenciado por um desejo absurdo de negagdo ou de ilusdria
autoconfianga homocéntrica, ou mesmo perante o imperativo e a necessidade de defender o seu status
quo politico e econdmico, decide ignorar o dbvio até que a evolugdo da pandemia e o nimero crescente

da taxa de mortalidade o faga acordar da autoilusao.

A segunda fase, inicia-se perante o reconhecimento do caos instalado. Toda a pandemia pressiona
a sociedade onde eclode de forma a tornar evidentes as falhas nas estruturas que, de outra forma, ndo
seriam evidentes ou se encontravam demasiado escondidas. Este é o aspeto positivo de mudanca que
uma pandemia origina, pois obriga a uma andlise social sobre o que realmente é relevante e valorizado

pela sociedade. O caos nunca tem uma ac¢ao destruidora per si, mas de regeneracdo e co-criagao.

Perante esta pressdo, a sociedade “pds-normal” exige agora rapidas explicagdes cientificas,
econdmicas, morais e mesmo teoldgicas — o que originam apressadas respostas publicas geralmente mal
fundamentadas por falta de previsdo. A histéria demonstra-nos que, corremos um maior risco perante o
panico e o medo exagerado e com a consequente elaborac¢do de planos e prioridades mal fundamentadas.
S3o inumeros os exemplos histéricos de sociedades que se focam numa ameacga existencial menor,

ignorando riscos existenciais muito maiores, sejam eles ocultos ou demasiado visiveis.
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N3ao devemos igualmente esquecer que um dos aspetos mais dramaticos e absurdos da resposta a
uma pandemia é sempre o desejo de atribuir responsabilidades a algo ou alguém. A estigmatizacdo é
parceira intima de todas as pandemias. Nao nos surpreendamos por esta culpabilizacao, pois trata-se de
um mero mecanismo de defesa para as manifestacdes do Ego diante das exigéncias das outras instancias
psiquicas do ser humano (como seja a ansiedade, o medo ou a necessidade de sobrevivéncia), que
tendem a desencadear sentimentos inconscientes, provocando reagcdes menos racionais e objetivas que
buscam reduzir as manifesta¢cdes iminentemente perigosas ao Ego. Falamos de mecanismos como a
compensacdo, expiacdo, fantasia, formacdo reativa, identificacao, isolamento, negacdo, projecao e
regressao, que sao perigosas quando afetam a humanidade em larga escala face a um acontecimento
inesperado e que coloca em causa a sua existéncia. O estado instintivo ou “selvagem” do homem nunca

esteve completamente controlado e delimitado pelas normas civilizacionais. O homem evolui mediante

o confronto de paradoxos — e, ndo como num processo retilinio de civilidade, pois a barbarie ainda
murmura inconscientemente no seu amago. Por isso, o ser humano ndo lida bem com Cisnes Negros,

mesmo quando é o seu progenitor.

Esse discurso de culpabilizacdo do outro e/ou de vitimizacdo baseados nestes mecanismos de
defesa psiquica reflete-se posteriormente nas divisdes sociais existentes aos niveis da religido, ra¢a, etnia,
classe ou identidade de género. Os governos, como sempre o fizeram na histdria, respondem através da
forca da sua autoridade, impondo medidas publicas compulsérias, como sejam a quarentena ou
vacinagdo obrigatdria. Simplesmente, temos uma perspetiva histérica onde observamos institui¢des ou
pessoas com poder e privilégio (nem sempre baseadas em sélidos conhecimentos ou comprovadas
evidéncias cientificas e raramente baseados numa comunicacdo clara e coerente) impondo intervencgées
sobre pessoas sem poder ou privilégio, criando e alimentando uma dinamica que alimenta ainda mais o
medo e o conflito social. (Jones, 2020). Outro fator de stress sobre a sociedade verifica-se nas analises
histéricas de pandemias em que se observa que as intervengdes cientificas / médicas e de saude publica

muitas vezes nao cumprem com as suas promessas.

Tudo isto alimenta a que as respostas privadas sejam crescentemente fundamentadas em
considerandos fundamentalistas, conspirativos, e totalmente absurdos, baseadas numa perspetiva de
“pos-verdade” onde se estabelece o berco das fake news. As respostas ao surto tornam-se assim mais

perigosas, pungentes e catastroficas do que a prépria doenga.

Gostavamos de relembrar que sob a capa da “normalidade”, é possivel esquecer que os valores
gue orientam a humanidade ndo se concretizam na pratica. Por isso, torna-se necessario um “novo

III

normal” ou uma pés-normalidade. Esta segunda fase da pandemia é uma porta entreaberta para algo

novo. Por exemplo, compreendemos na leitura de Ensaio sobre a cegueira (Saramago, 1995) e La peste
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(Camus,1947) uma tentativa deliberada de simbolizar a agudez da crise como um meio de transmissdo da
necessidade do compromisso permanente com um verdadeiro humanismo. Saramago criou uma nova
peste (a cegueira branca) que descortinasse a aparéncia de humanidade dos dias atuais. A luta contra as
doenca é a alegoria da necessidade de construir um humanismo real. Camus e Saramago querem nos
transmitir que é necessario o homem adoecer para perceber a sua doenca, que é necessario cegar para

compreender que nada vé.

A histdria ensina que na terceira fase, a pandemia acaba por ceder face a agdo humana ou por ter
completo uma espécie de ciclo de sele¢cdo natural onde ceifa os padecentes mais débeis. Este é o esquema

evolutivo pandémico que presenciamos com a Covid-19.

A Organiza¢do Mundial da Saude (OMS) e o Banco Mundial alertaram sobre o risco de pandemias
entre os anos de 2000 a 2010, especialmente apds o surto de SARS de 2002-2004. O Global Preparedness
Monitoring Board divulgou seu primeiro relatério no final de 2019 (GPMB, 2019). Foram realizadas
multiplas iniciativas e avisos para proceder a uma conscientizacdo sobre a ameacas de uma grave

pandemia e necessidades de a humanidade se preparar.

Em maio de 2015, a OMS foi solicitada pelas organizacdes membros a criar um "Plano de A¢do para
Prevenir Pandemias" de forma a gerar ideias que reduziriam o lapso de tempo entre a identifica¢do de
surtos virais e a aprovagdo de vacinas / tratamentos, para evitar que os surtos se transformem em uma
"emergéncia de salde publica". Um grupo de especialistas globais, o “R&D Blueprint Scientific Advisory
Group", foi reunido pela OMS para elaborar uma lista restrita de menos das dez "doengas prioritarias do
projeto". Desta forma, em 2018, a OMS cunhou o termo, Doenca X, para representar um hipotético
patégeno desconhecido que eventualmente poderia vir a causar uma epidemia futura. (WHO, 2018), Na
verdade, alguns dos consultores especializados da OMS, consideram que o COVID-19, causado pela cepa

do virus SARS-CoV-2. A COVID -19 seria a primeira Doenca X.

Assim, Peter Daszak (2020) relata: “No inicio de 2018, durante uma reunido na Organizacdo
Mundial da Saiide em Genebra, um grupo de especialistas ao qual pertenco (o Projeto de R&D) foi criado
o termo "Doenca X". Estavamos referindo-nos a préoxima pandemia, que seria causada por um novo
patégeno que ainda nao havia entrado na populagao humana. Enquanto o mundo estd hoje a beira do
precipicio pandémico, vale a pena reservar um momento para considerar se a Covid-19 é a doenca sobre
a qual o nosso grupo procurou alertar. A doenga X, dissemos naquela época, provavelmente resultaria de
um virus originado em animais e surgiria em algum lugar do planeta onde o desenvolvimento econdmico
une as pessoas e a vida selvagem. A doenga X provavelmente seria confundida com outras doengas no
inicio do surto e espalhar-se-ia rapidamente e silenciosamente; explorando redes de viagens e comércio

humanos, e alcancaria varios paises e impediria a conteng¢do. A doenca X teria uma taxa de mortalidade
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mais alta do que uma gripe sazonal, mas espalhar-se-ia tao facilmente quanto a gripe. Tudo isto abalaria
os mercados financeiros antes mesmo de atingir o status de pandemia. Em poucas palavras, Covid-19 é a

doenca X.”(Daszak, 2020).

Michael Osterholm, um especialista em doencgas infeciosas, tem vindo a alertar ha cerca de uma
década e meia que o mundo teria de enfrentar uma nova pandemia. Osterholm, escreveu varios artigos
na revista Foreign Affairs, Preparing for the Next Pandemic (Osterholm, 2005), Unprepared for a
Pandemic (Osterholm, 2007), Chronicle of a Pandemic Foretold (Osterholm, 2020), e voltou a reiterar no
seu livro de 2017 que a sociedade se encontrava num ponto critico na sua histéria. Osterholm, sempre

afirmou que o tempo estava a esgotar-se. Para a humanidade preparar-se para a préoxima pandemia.

Vaclav Smil no seu livro, Global Catastrophes and Trends: The Next Fifty Years, avisou que depois
das pandemias de 1958-59, 1968 e 2009, a humanidade nada tinha feito como medida de prevencgao, o
gue deixava altamente vulnerdvel face a outra pandemia viral. Smil acreditava que a probabilidade de

outra pandemia de influenza durante os préximos 50 anos era praticamente de 100%. (Smil, 2008)

Mais recentemente, numa palestra TED talk de 2015, Gates afirmou que o mundo "ndo estava

pronto para a proxima pandemia" (Gates, 2015).

“O que aprendi é muito preocupante. Por mais terrivel que tenha sido esta pandemia, a proxima
podera ser muito pior. O mundo simplesmente ndo estad preparado para enfrentar uma doenga - uma
gripe especialmente virulenta, por exemplo - que infeta um grande numero de pessoas muito
rapidamente. De todas as coisas que podem matar 10 milhdes de pessoas ou mais, de longe a mais
provavel é uma pandemia. Mas acredito que podemos prevenir essa catastrofe construindo um sistema
global de alerta e resposta a pandemias. Aplicaria o tipo de planeamento que existe na defesa nacional -
sistemas para recrutar, treinar e equipar profissionais de saude; investimentos em novas ferramentas;

etc. - ao esforgo para prevenir e conter surtos” (Gates, 2015).

Em 2018, numa reflexdo sobre pandemias patrocinada pelo Massachusetts Medical Society e pelo
New England Journal of Medicine, Gates voltou a afirmar que uma pandemia poderia acontecer na
préoxima década (Hoffower,2020). Numa entrevista ao Financial Times afirmou que um surto viral

provavelmente acontecerd "a cada 20 anos ou mais" (Gates, 2020).

As previsGes de Bill Gates, ao alertar sobre uma pandemia foram claras e atempadas, assim como
diversos especialistas em saude. Ex-funcionarios da Casa Branca também alertaram anteriormente sobre
uma ameaca de pandemia iminente. Multiplas teorias da conspiragdo circularam online ou em livros e

filmes que faziam alusdo a uma pandemia mundial. A esmagadora parte dessas previsGes sdo pura
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especulacdo. Mas os de especialistas em salde, sempre foram mais precisos e todos afirmavam a mesma

situacdo: o mundo ndo estava preparado para este Cisne Negro.

Resumindo, antes da pandemia uma cascata de avisos, estudos e simulacdes foram claramente
ignorados (Sanger et al, 2020). Compreendemos que a elite dominante global ignorou as adverténcias de
especialistas sobre uma pandemia, muito mais preocupada em propor medidas de estimulo para
sustentar os mercados. A pandemia era expetdvel, mas esta elite preferiu reunir-se em Davos todos os
anos para falar sobre poder, dinheiro e tecnologia - principalmente sobre o seu potencial de maximizar
os seus retornos. Nunca foi seu intento concentrarem-se na responsabilidade principal da classe
dominante - a seguranga da humanidade. Se os sistemas de salde e de investigacdo tivessem recebido o
investimento necessdrio estariam preparados para uma pandemia como esta, e a taxa de mortalidade
seria 100 vezes menor. (Xie, 2020). A resposta global ao COVID-19 representa a maior falha da politica
cientifica a que assistimos. Acreditamos que vivemos numa era em que a atividade humana tornou-se a
influéncia dominante no meio ambiente. Uma ideia que evoca nocdes de onipoténcia humana. A
pandemia Covid-19 revelou a fragilidade humana e exp6s a nossa incapacidade de cooperar, coordenar e

agir em conjunto. Talvez ndo sejamos tdo dominantes quanto pensavamos (Horton, 2020).

O tal de 'destino' é um conceito que elaboramos tendo como base um acontecimento imprevisivel
e inalteravel para identificar (e muitas vezes tentar personificar em si mesmo) aquilo que ndo é
identificavel. Ou seja, a humanidade tenta que o destino defina o indefinivel, e por tal, criou um sistema
paradoxal. Mas, na medida em que o imprevisivel e o inalterdvel sdo determinados conscientemente.
Quisemos pensar que o homem podia 'representar e criar um destino' e com isso 'ser ele mesmo um

destino' para alguém ou a caminho de algo, enquanto ndo encontra a verdade (Stegmaier, 2011).

O problema é que quase todo o pensamento humano é narrativo e elabora a personagem e
circunstancias que deseja ser e viver. Quando um homem quer ser um destino, é nesse querer que se
transforma pobremente no seu destino. Assume-se o destino como uma "vivéncia", algo que é
meramente vivenciado, mas que nao pode ser conceptualizado. Mas, o homem que quer ser o seu destino
pela vida acaba por nunca explicar o indefinivel. O homem que quer ser um destino acaba por
compreender e aceitar o involuntario (Stegmaier, 2011). Quando Nietzsche exclama que “Deus esta
morto”, contrapomos que na verdade o “homem soberano estd morto” e que foi o proprio homem que

quis ser destino, que o matou.

Em toda a histéria observamos no homem um risco pela tentagdo totalitaria que ignora o ébvio. O
homem revolta-se contra a injustica porque vive preso num destino que ndo é menos absurdo, mas é

tragico porque sé em raros momentos torna-se consciente do mesmo homem.
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A humanidade tornou-se numa espécie de Sisifo que desafiou os deuses e foi condenado por toda

eternidade, a empurrar a pedra até o topo; e a ter de comecar tudo de novo, vezes sem conta.

O homem quando toma essa consciéncia face ao absurdo tem trés consequéncias que sdo, a sua
revolta, a sua liberdade e a sua paixao. Na maioria, opta pela revolta contra a injustica, mas o império dos
homens acaba sempre por desvirtuar os objetivos justos, pela cegueira do poder. Todavia, a culpa dos
crimes feitos em nome desse império ndo é da revolta, mas sim a fuga e o esquecimento relativamente

as razoes dessa mesma rebelido.

Assim, o homem acaba por viver os riscos da sua ilusdo sobre a infalibilidade e imparcialidade da

justica e da realidade.

E necessario cuidado com as solu¢des permanentes para problemas temporarios. E necessario
cuidado com solugdes que implicam uma solugdo apenas num futuro possivel, mas que ndo conseguem
resolver nada no aqui e agora. E necessario cuidado com as solugdes que apenas respondem ao absurdo

da vida sem nos ajudar a criar o nosso préprio significado da mesma.

Citando Goethe: “Saber ndo basta; devemos aplicar. Desejar ndo é suficiente; devemos fazer.” Os
sinais eram claros. Tivemos o Hendra em 1994, Nipah em 1998, Sars em 2003, Mers em 2012 e Ebola em
2014; todas estas pandemias foram causadas por um virus com origem em hospedeiros animais que se
transferiram para humanos. Os riscos naturais sdo inevitaveis; o desastre ndo é (Jones, 2018). O ser
humano tem a tendéncia a ignorar as informag¢des que ndo refletem a nossa propria experiéncia do
mundo. Normalmente, as catastrofes revelam a fraqueza da memdéria humana (Horton, 2020). Porque

nao fizemos nada?

2. Porque ignoramos os avisos evidentes?

A pandemia Covid-19 é um acontecimento da pds-normalidade e representa para muitos a primeira
pandemia da era da pds-verdade. Veremos que ndo serd exatamente esta a realidade. A COVID-19 ndo é
a primeira epidemia a gerar boatos e mentiras. Ao longo da histéria, demagogos e vendedores de “ilusGes
e milagres” exploraram pragas para espalhar falsidades, manter o poder ou ganhar dinheiro. O que parece
diferente nesta era é que enfrentamos ndo apenas dece¢des e declaragdes errdneas, mas um profundo

ceticismo sobre a propria ideia de que a verdade possa existir (Parmet, 2020).

A expressdo da pés-verdade foi eleita a palavra do ano em 2016 de acordo com Oxford Dictionaries. O
seu significado refere-se a algo que denota circunstancias nas quais os fatos objetivos nao sao relevantes,
em termos de formacgdo da opinido publica, pois constitui um apelo as emocgdes e as crengas pessoais.

Portanto, quem deseja influenciar a opinidao publica deve concentrar-se na criagdo de um discurso que
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seja facil de aceitar e dar uma maior énfase ao que ird satisfazer as emocgdes e crengas do publico, em vez

de fatos reais (Camacho, 2019).

Foi no livro intitulado The Post-Truth Era: Dishonesty and Deception in Contemporary Life que o
termo obteve um certo grau de desenvolvimento conceitual (Keys, 2004). A manipulacdo criativa criada
nesta era levou a humanidade a ausentar-se do reino da exatiddao e a mudar-se para o reino da narragao
da verdade. As informagdes embelezadas e coloridas sdo formuladas como verdadeiras em espirito e mais
verdadeiras do que a prépria verdade. Num mundo inundado por informacées irrelevantes, a clareza é
poder. A censura ndo funciona bloqueando o fluxo de informacGes, mas inundando as pessoas com
desinformacdo e distragdes (Harari, 2018). Se o futuro da humanidade for decidido na auséncia da
maioria, porque estes estdo demasiado ocupados a consumir ou a tentar tudo para fazer sobreviver a sua

familia ou a si mesmos — tal fato ndo os isentara das consequéncias. A histdria nunca foi justa.

Podemos identificar muitas fontes potenciais da pds-verdade. A disseminacao viral de informacdes
contraditdrias nas redes sociais cria um clima de desconfianca. A rapida mudanca cultural e o aumento
da desigualdade econémica alimentaram a polarizacdo politica que fomenta a lealdade ao partido a uma
causa em vez de uma busca compartilhada pela verdade (Mclntyre, 2018). O fracasso impressionante dos
organismos estatais e internacionais assim como dos especialistas em prever e prevenir os multiplos e
crescentes ataques terroristas ou as diversas crises econdmicas dos ultimos anos, misturado com o
aumento noticiado da corrup¢do em todos os sectores, minaram a fé nos lideres nacionais e em todo o

sistema global e seus varios subsistemas.

Olhando além dessas forcas, sugerimos que varios fatores adicionais merecem consideracdo. Sem
duvida, toda a informagdo divulgada sobre a chamada “ciéncia falsa” patrocinada pelas indUstrias de
tabaco, combustiveis fosseis e outras (Conway, 2010)., corroeu ainda mais a crenga de que a ciéncia busca
descobrir a “verdade” (Funk, 2019). Como podemos esperar que o ser humano aceite que a ciéncia busca
a verdade quando somos informados consistentemente sobre retratacbes, estudos falsos e até

“empresas cientificas” criadas com base na mentira?

No entanto, serd esta época da pds-verdade uma novidade? Na verdade, o ser humano sempre
viveu na era da pds-verdade. O homem é uma espécie pds-verdade, que evoluiu devido a capacidade
Unica de criar e divulgar ficgdes. Somos a Unica espécie que pode cooperar com base na capacidade de
criar histdrias de fic¢do, divulga-las e ter a aptiddo para convencer outros a acreditar nestas mesmas. O
ser humano compreendeu que a forma mais facil de todos cooperarem e obedecerem as mesmas leis
seria conceber uma forma em que todos acreditem nas mesmas fic¢gdes (Harari, 2018), talvez por isso o

dinheiro tenha sido o sistema mais pluralista de confianga mutua criado pelo homem (Harari, 2015). O
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Homo sapiens governa o mundo porque é o Unico animal que pode acreditar em coisas que existem

puramente na sua propria imaginacdo. (Harari, 2015)

Desde cedo a humanidade criou o berco das mitologias, ideologias e fake news. Quando
convencemos mil pessoas a acreditar durante um més numa histdria inventada, cridmos uma fake news.
Quando convencemos milhdes de pessoas a acreditar durante um século numa teoria inventada, criamos
uma ideologia. Os Estados criaram as suas proprias “mitologias”, em movimentos como o comunismo, o
fascismo, globalizacdo e liberalismo que elaboraram os seus prdprios credos auto-referenciais. O ser
humano percebeu que a mais pura verdade da realidade nunca moveu multiddes ou foi prioritdria na

agenda da evoluc¢dao humana. (Harari, 2018).

Aparentemente, para o ser humano nao existe uma divisdo estrita e pratica em distinguir entre o
gue é apenas uma convenc¢do ou construcdo humana e o que é intrinsecamente verdade. O ser humano
costuma ser ambiguo ou tende a esquecer-se dessa distingdo. Desfocar a linha entre ficgdo e realidade é
uma caracteristica demasiadamente humana, dado que temos a capacidade notavel de simultaneamente

saber e de ndo querer saber. (Harari, 2018).

O ser humano sempre preferiu o poder em detrimento da verdade. Apenas assim se compreende
o fato de ter passado muito mais tempo a tentar controlar o mundo do que a tentar entendé-lo. A verdade
e o poder apenas sdao tempordrios companheiros de viagem. Quem deseja o poder, acaba por espalhar
ficcbes. Quem deseja a verdade tera de renunciar ao poder, pois a verdade acabard afastar aliados,

seguidores e minar uma certa harmonia, mesmo que esta seja baseada na mentira. (Harari, 2018).

A seu tempo, a principal forca da evolugdo - a selecdo natural - serad substituida pelo design
inteligente. Serd que a sociedade da pds-verdade ird descobrir demasiado tarde que a humanidade em
breve perderd ndo apenas o seu dominio, mas o seu prdprio significado. Ao longo do século passado, a
humanidade conseguiu fazer o impossivel e controlar a fome, as pandemias e a guerra global. A pandemia
COVID-19 aparenta ser o primeiro sério desafio a este dominio. Na nossa era, morrem mais pessoas de
obesidade do que de fome; morrem mais pessoas de velhice do que de doencas infeciosas; morrem mais
pessoas por cometer suicidio do que mortas em palco de guerra. O aparente sucesso gerou ambigdo
desmedida, e a humanidade busca a imortalidade, a felicidade sem limites e os poderes divinos da criagao.
Mas a busca desses objetivos acabara por tornar a maioria dos seres humanos supérfluos. Mas esta é a
verdade que ninguém quer enfrentar na era da pds-verdade. A ambigdo cega torna-nos surdos para a

verdade (Harari,2017).

Na mais recente histéria da era pds-verdade, a humanidade ndo possui apenas verdades e

mentiras, dado que criou uma terceira categoria de afirma¢Ges ambiguas que ndo sdo exatamente a
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verdade, mas que ficam aguém de uma mentira. Cridmos uma neo-verdade, uma espécie de verdade

aprimorada. Katharine Viner explica a ligacao da tecnologia com a era da pds-verdade:

“Somos apanhados numa série de confusas batalhas entre forgas opostas: entre verdade e
falsidade, fato e boato, bondade e crueldade; entre poucos e muitos, os conectados e os alienados; entre
um publico informado e uma multidao desorientada. O que é comum nestas lutas - e o que torna a sua
resolucdo um assunto urgente - é que todas envolvem a diminuicdo do status da verdade. Isso ndo
significa que ndo existam verdades. Significa simplesmente, que ndo podemos concordar sobre quais sdo
essas verdades, e quando ndao ha consenso sobre a verdade e nenhuma maneira de alcanga-la, o caos
logo se segue. Cada vez mais, o que conta como um fato é apenas uma visdo que alguém sente ser
verdadeira - e a tecnologia tornou muito facil para esses "fatos" circularem com uma velocidade e alcance
inimaginaveis na era Gutenberg (ou mesmo ha uma década) ... Nesta época, as pessoas desconfiam muito
do que é apresentado como fato - particularmente se os fatos em questdo sdo desconfortaveis ou nao
estdo em sincronia com as suas préprias visoes. Na era digital, € mais facil do que nunca publicar

informacdes falsas, que sdo rapidamente compartilhadas e consideradas verdadeiras” (Viner, 2016).

A era da pds-verdade é criada em torno de algoritmos que alimentam os mecanismos de busca da
internet, de forma a oferecer ao ser humano o que ele deseja. A versdo do mundo a que temos acesso foi
filtrada e otimizada, de forma invisivel para reforgar as prdprias crengas ou para nos transmitir a versao
da verdade que alguém tenta fazer passar como verdade absoluta. A verdade transformou-se num
algoritmo servido segundo um cardapio de gostos pessoais. Usar plataformas eletrdnicas, reduz cada vez
mais a hipotese de encontrar informacGes desafiantes, que ampliem a perspetiva do mundo ou a

descoberta de fatos que refutem uma predominancia de informacdes falsas.

Ralph Keyes revela que a consequéncia mais relevante da pds-verdade é a constru¢cdo de uma pos-
veracidade. Existe uma crescente falta de confianga no discurso publico, ndo pelo conteldo, mas baseada
num descrédito que gera uma crescente suspeita de que a mensagem pode servir a um propdsito oculto,
gue ndo é desejado pelo publico (Keys, 2004). Paradoxalmente, o mesmo publico que é governado e que
participa ativamente, por vezes de forma inconsciente, na construgao dessa pds-verdade. Um publico
acostumado a viver numa constante justificacdo da mentira em fungao dos seus interesses individuais.
Tudo o que ndo coincide com as nossas ideias pode e deve ser classificado como falso — esta é a perspetiva

da sociedade da pds-verdade.

Ninguém estd isento da responsabilidade por participar de alguma forma em atos difamatodrios,
mesmo quando parece insignificativo, ou pensamos que o que transmitimos é verdade. A linguagem nao

é apenas um veiculo de comunicacdo de verdades ou mentiras, pois também é portadora de valores. Esta
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tendéncia de charlatanismo é contagiosa, e esta tendéncia de consumir falsidades e meias-verdades

torna-se numa espécie de coprofagia amoral (Frankfurt, 1986).

A humanidade ndo se encontra destituida da sua liberdade e livre-arbitrio. No maximo, podemos
afirmar que sdo conceitos condicionados. O ser humano continua livre para decidir restabelecer o preco
da verdade na sua vida. O ser humano continua a ter capacidade para preservar-se das suas falsidades e

as dos outros, e evitar conviver com conjunturas em que o embuste é a regra do jogo.

Historicamente, iremos retratar este periodo de pandemia COVID-19 como sendo caracterizado
pela confusao e falta de compreensado entre o individuo e as organizacGes. A falta de conhecimento torna
dificil responder a ansiedade e medo humano sobre a propagacao do virus, a duragdo da crise e as formas
de enfrentd-la. Em The Pandemic Century; One Hundred Years of Panic, Hysteria and, Hubris, Mark
Honigsbaum explica que argumenta que em vez de banir o panico, um melhor conhecimento médico e
vigilancia de doencgas infeciosas também podem semear novos medos, tornando as pessoas
hiperconscientes das ameacas pandémicas que antes tinham ignorado. Os media desempenham um
papel relevante nesses processos - afinal, nada vende mais do que o medo. Estes acabam por alimentar

0 panico, a histeria e o estigma associados a surtos de doencas infeciosas (Honigsbaum, 2019).

Sabemos que periodos caracterizados pela falta de conhecimento sdao sempre acompanhados de
charlatanismo, desinformacgao e erros, pela necessidade de preencher o vdcuo deixado pelas parcas

informagdes parciais disponiveis durante a crise (Schulman, 2020).

A pandemia COVID-19 é na verdade um fendmeno Unico que que revela os perigos da era pds-
verdade. O periodo da pandemia tem se caracterizado por um decréscimo de confianca nas instituicGes
resultante de uma indefinicdo da linha que separa a opinido do fato. A pandemia intensificou a urgéncia
do ser humano encontrar certezas. O problema é que tendem a procura-la apenas em “fatos” que sdo
consistentes com as suas proprias opinides. A verdade passou a ser apenas aquilo que se adequa a crenga
gue se tem. A sensacdo de confusdo e incerteza provém de contradi¢cGes entre diferentes fatos e fontes
face a essas crencgas pessoais. O surgimento do logro, desinformacdo e inexatiddo sdo o resultado dos
desejos e interesses do individuo que lhe permitem sentir-se mais seguros confortaveis e evitar

dissonancias cognitivas (Schulman, 2020).

E evidente que a pandemia COVID-19 é claramente um fenémeno padrdo da era pds-verdade - um
resultado de processos inevitdveis. Cridmos uma situacdo onde cada individuo considera-se capaz de
decidir o que é verdadeiro quando analisa diferentes argumentos na esfera politica e cientifica e sente-
se qualificado para desenvolver teorias e refuta-las. Tudo isto resulta no aumento da incerteza geral
perante uma infinidade de argumentos contraditdrios. Nesta, era observamos como o charlatanismo,

desinformacdo e os erros se assumem como argumentos validos (Schulman, 2020).
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Nao enfrentamos apenas uma pandemia viral. Enfrentamos, a longo prazo, um problema
imensamente mais complexo de media viral. A sociedade humana entrou em uma nova fase de
desenvolvimento caraterizada pela interdependéncia radical entre aspetos anteriormente desconectados
da realidade humana. O problema de uma modernidade viral e de uma teoria viral de pds-verdade cresce
a partir de uma perspetiva desenvolvida a partir de Wittgenstein e Foucaul, dado que ambos, partem do
principio que as proposicdes verdadeiras ndo existem por si mesmas, mas sao parte de um sistema de
crengas (uma 'teoria') governada por uma gramatica subjacente ou regras linguisticas definidas - uma
interpretacdo semidtica fundamental que se concentra na coeréncia. Ambos defendem uma visdo da
verdade como uma relagdo estabelecida a uma rede de crencas que estdao em consonancia com o modelo
ecolégico, comunitario e semiético da verdade (Peter set al, 2020). Vivemos num e para um sistema de
bioinformacionalismo construido como uma espécie de ecossistema de ervas daninhas, que é a

caracteristica de sistemas onde o erro se expande progressivamente.

O verdadeiro conhecimento requer condi¢bes de crenca, verdade e justificacdo, enquanto a mera
informacdo ndo requer nenhuma dessas condicdes. A "condicdo" da existéncia da pds-verdade baseia-se
numa cisdo entre a evidéncia e a verdade. A informacao viral e os media virais desenvolveram uma ligacao
especial entre a maneira como a informacgdo se comporta nas redes digitais e o papel que a informacgao
desempenha como um sistema de mensagens na biologia gendmica. As doengas virais podem evoluir e
competir numa populacdo hospedeira, assim como os rumores e opinides sao moldadas e disseminadas

pelos contatos sociais. (Kucharski, 2016).

“Os virus bioldgicos requerem um organismo hospedeiro para sua reproducdo e causam
consequéncias desagraddveis para os seus hospedeiros. Os virus de informagdo seguem os mesmos
principios. Eles necessitam de computadores e de consumidores humanos como hospedeiros para se
reproduzirem, causam igualmente varios sintomas, como o mau funcionamento da sociedade e os
sintomas da pds-verdade. No entanto, no entanto, os virus da informacdo sdo diferentes dos virus
biolégicos, dado que ndo reconhecem a necessidade de um nivel de coexisténcia administravel. Nem toda
a estratégia contra virus biolégicos tem uma estratégia equivalente contra o virus da informacgdo. As
vacinas biolégicas sdao aproximadamente equivalentes a firewalls, software de filtragem de conteudo e
assim por diante; medicamentos antivirais bioldgicos sao aproximadamente equivalentes a programas
antivirus informativos; a quarentena ou restricdo de movimento de pessoas e bens é aproximadamente
equivalente a desconectar uma pessoa ou um computador da Internet. Estas equivaléncias grosseiras ndao
podem ser tidas como garantidas, mas na dialética bioinformacionalista entre virus bioldgicos e virus da
informacao, elas podem servir como pontos de partida para o desenvolvimento de uma estratégia anti-

pandémica comum.”( Peters, 2020)
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Nas redes sociais digitais, os media virais ndo discriminam entre informacdo e conhecimento.
Qualquer um pode gerar e fazer circular informacdes independentemente de seu valor de verdade. E um
meio ideal para exageros, falsidades, mentiras e murmurios toxicos que sdo caracteristicas da era da pds-

verdade (Peters et al., 2018).

Ja referimos que a pds-verdade ndao é um conceito novo. Todos os que leram 1984 de George Orwell
podem facilmente imaginar um mundo onde um poderoso Ministério da Verdade comanda a lealdade a
declaragdes contraditérias com o slogan "Liberdade é escravidao". A crenca de que a verdade existe
também pode esmorecer quando, como explicou a filésofa Hannah Arendt, aqueles que estdao no poder
repetem mentiras com tanta frequéncia que sobrecarregam a capacidade do publico de saber o que é
verdadeiro ou falso. A verdade fatual, afirmou Hannah Arendt no final dos anos 1960, é politica por
natureza. Os fatos sdo usados para justificar opinides, e as opinides conflitantes podem ser sustentadas
legitimamente sobre os mesmos fatos. A liberdade de opinido é uma farsa, afirmou a fildsofa. Afinal, a

verdade é resistente ao debate.

“Do ponto de vista da teoria de Arendt, a pds-verdade esta relacionada a pds-politica. Ndo é a pds-
verdade que transforma a politica em pds-politica, é a pds-politica que gera a pds-verdade. Quando o
significado da diferenciagao entre poder e violéncia, didlogo e mondlogo, imparcialidade e parcialidade,
interesse comum e privado, cidad3os e as massas que consomem bens e servigos publicos desaparece,
entdo o cinismo que rejeita a crenga em qualquer verdade aparece e o poder de julgamento gragas ao
qgual encontramos nossa orientagao no mundo é destruido, por exemplo diferenciamos entre verdade e
falsidade. Na pdés-politica, no entendimento de Arendt, a administracdo do estado atende a esfera privada
- os interesses de grupos de capital e / ou religiosos. Hd uma erosdo gradual de valores e institui¢cdes

politicas: liberdade, igualdade, solidariedade, poder comunicativo.” (Sepczynska, 2019).

A liberdade de viver em realidades paralelas definidas por "fatos alternativos" foi posta sob
consideravel pressdo pelas exigéncias da pandemia COVID-19. A singularidade da realidade
compartilhada voltou a mostrar-se com impeto quando todos fomos lembrados dos limites da "liberdade
de acreditar” tipica do pluralismo neoliberal. Agir com base em falsas crengas afetou todos os seres
humanos nesta crise de risco globalmente compartilhado, potencializando ou prolongando a pandemia.

(Tafarodi, 2020).

Acreditar no que mais nos agrada deixou de ser um problema e uma questdo meramente pessoal
guando afeta o todo. Negar fatos e a verdade pde vidas em perigo. Vender desinformagdo para fins
politicos mostra-se imprudente, mesmo para populistas. A credibilidade perde-se quando se brinca com
qguestGes de vida ou morte e se origina uma descrenga suspensa. (Loftus, 2020). Acreditamos que a

propria pandemia pode vir a mudar este cenario, como um elemento disruptivo do préprio sistema.
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Nesta chegada da era “pds-verdade”, as pessoas podem ter parado de exigir a verdade porque
entenderam que estdo excluidas de qualquer tomada de decisdo ou capacidade de mudar o seu
ambiente. O “Infotainment” ou informacdes apresentadas como entretenimento tornaram-se comuns.
Mas agora, durante a pandemia do coronavirus, diante de questdes de vida ou morte, parece haver mais
procura pela verdade. Os meios de comunicacdo tém a responsabilidade fundamental de apontar
desinformacdes e deficiéncias, garantir a correta divulgacdo das informacdes fatuais e abster-se de
politizar questdes de urgéncia. As fontes de media que o fazem serdo rotuladas como mais legitimas,
enquanto outras que estdo a tentar semear discérdia perderdo credibilidade. A confianca é encontrada
nas circunstancias em que as pessoas trabalham juntas em prol de um objetivo maior. Reconstruir a
confianga na sociedade vai demorar um pouco, pois a nossa crise de confianca decorre de muitos fatores

estruturais complicados, incluindo a economia e os processos democraticos.” (Loftus, 2020).
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