
REVIEW

International Journal of Legal Medicine
https://doi.org/10.1007/s00414-025-03640-w

Introduction

Innovations in the field of miniaturized image sensors have 
reached a point where companies advertise movies that were 
shot entirely with a mobile phone [1]. In recent years, these tech-
nological advancements have given an ever-broader range of 
people the ability to take sharp, clear photographs at a moment’s 
notice, all with a device most carry daily and without the need or 
training for bulky and expensive equipment that was previously 
needed to achieve apparently similar results [2].

Medical photography is essential for documenting, exam-
ining, and proving clinical findings, especially in forensic 
science, as these photographs can be used as evidence in 
a criminal investigation and civil law [3]. In a hospital set-
ting, smartphones are becoming the most common tool for 
capturing a medical photograph [4, 5], to document patients 
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Abstract
Since 2018, the General Data Protection Regulation (GDPR) has regulated personal data within the scope of the European 
Union. With the exponential technological advancements in mobile photography, it is crucial to expose forensic profes-
sionals to this body of law to maintain good practices for fieldwork and scientific research in this field. GDPR, as far as 
its application in forensic photography, can be broken down into four pillars: informed consent of the subject, acceptable 
image capture practices (data), data storage and security at rest, and data transfers and security in transit. All these pillars 
have different approaches currently in use by forensic professionals. However, only some of them are permitted under 
the law. We present the appropriate ways to proceed with smartphone photography while remaining in compliance and 
maintaining the ability to share data critical to fieldwork and scientific research. In addition, some of the common pitfalls 
are described. An algorithm is proposed to facilitate compliance with European regulations relating to personal data, as 
applied to mobile forensic photography. The same flow chart can be used in other countries with different regulations 
concerning health data, privacy, and security issues.

Highlights
	● General Data Protection Regulation (GDPR) controls data including medical photography.
	● GDPR mandates careful attention to data collection, storage, and transfer.
	● Mobile photography demands that forensic professionals are versed in GDPR.
	● Standardizing the image collection is necessary to maintain quality and consistency.
	● An algorithm is proposed to obtain legal compliance when using smartphones.
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clinical progress and ask for second opinions [4–6], as images 
give more easily comprehensible evidence than a written assess-
ment and have the advantage of being quickly interpreted when 
shared with others [7]. Newer generations of doctors also tend to 
use their smartphones to obtain images in comparison to senior 
ones’ [2, 5], as the devices are readily available and can obtain a 
photograph anytime, anywhere [8]. Several reports demonstrate 
that using smartphones in clinical settings is widely accepted 
by patients, particularly if the institution owns the devices [7, 
9–12]. Traditional digital cameras are more readily found in 
the forensic field, where professionals use them to document 
lesions, such as marks, bruises, and entry and exit wounds, in 
both deceased and living subjects [7, 13]. Medical photography 
proves itself especially important in cases of added complexity, 
where it has been used to better illustrate the relevant evidence 
and can impact the course of a legal case [7, 13].

For the purposes of this article, we define a smartphone 
as a mobile phone performing most of the functions of a 
computer and being capable of running various software 
applications known as apps [2]. Medical photography is the 
capture of an individual’s appearance in the context of clini-
cal or forensic work, including hospitalization, clinical or 
forensic appointment settings, surgical procedures, pathol-
ogy, and autopsies, amongst others.

Extensive literature exists on the correct procedure for tak-
ing photographs using digital cameras in the clinical and foren-
sic field, and sometimes, professional forensic photographers 
are available [14]. Unfortunately, while medical professionals 
in a hospital setting have some, albeit limited, literature regard-
ing the correct use of smartphone photography [15–17], the 
forensic field has not. Medical professionals in the forensic 
field need to know how to capture photographs with mobile 
devices if they cannot use their institutional equipment for 
unforeseen reasons, such as battery drainage and damage to 
the equipment, or are not provided with any such equipment 
in the first place.

However, paying attention to the General Data Protection 
Regulation (GDPR) is crucial when photographing with a 
personal device such as a smartphone. GDPR is a comprehen-
sive data protection law that came into effect in the European 
Union (EU) on May 25, 2018 [18]. As such, personal data 
and its collection, including photography of the human body 
for medical purposes, has been regulated within the EU [19]. 
Unfortunately, most health organizations or institutions are not 
able to accompany the evolution of the technology, mainly in 
the critical issues related to acquisition, management, storage, 
and access to clinical and forensic images [7]. It also appears 
that the standards for the acquisition of images using smart-
phones are not regulated or structured [7], the quality obtained 
is inconsistent, and the training is minimal or non-existent [7].

Patient privacy rules are becoming more complex, and the 
legal consequences of violations are escalating. Therefore, 

exposing forensic professionals to this body of law is now 
crucial to maintaining good practices for both fieldwork and 
scientific research.

GDPR made simple

Depending on the country’s location, different regulations and 
laws may be at play because of the sensitive nature of per-
sonal and health data. The exact terminology of these laws 
varies among countries and judicial systems, but the concepts 
remain the same [20]. In countries where the GDPR is at play, 
the law demands consideration of the underlying principles of 
security, privacy, consent, and fair data collection [21]. As far 
as the application of GDPR in patients and forensic photogra-
phy goes, independently of the current setting, be it clinical or 
forensic; we have, for the purpose of accessibility and ease of 
reference, broken it down into four main pillars:

1)	  Informed consent
2)	  Acceptable image capture practices (data collection)
3)	  Data storage and security at rest
4)	  Data transfers and security in transit

 Though GDPR refers to live subjects, it “does not apply 
to the personal data of deceased persons. Member States 
may provide for rules regarding the processing of personal 
data of deceased persons” (Recital 27 [19]). However, the 
authors feel it is important to exercise the same level of 
care for the data gathering, processing, storage, transfer, 
and security of forensic information regarding the deceased, 
given the sensitive nature of the cases at hand, and to respect 
the living memories of those who knew the person.

 For the purposes of this article and considering GDPR, 
here are some definitions:

	● Data processing refers to “any operation or set of opera-
tions which is performed on personal data or sets of personal 
data, whether or not by automated means, such as collection, 
recording, organisation, structuring, storage, adaptation or al-
teration, retrieval, consultation, use, disclosure by transmission, 
dissemination or otherwise making available, alignment or 
combination, restriction, erasure or destruction” (Article 4 [19])

	● Personal data refers to “any information relating to an 
identified or identifiable natural person (‘data subject’)” 
(Article 4 [19])

 Informed consent

 Institutional policies and procedures should be imple-
mented to ensure that consent is obtained, and access con-
trol is adequate [7]. As stated in Recital 32 of GDPR [19]:
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“Consent should be given by a clear affirmative act 
establishing a freely given, specific, informed, and 
unambiguous indication of the data subject’s agree-
ment to the processing of personal data relating to him 
or her, such as by a written statement, including by 
electronic means, or an oral statement.”

“Consent should cover all processing activities car-
ried out for the same purpose or purposes. When the 
processing has multiple purposes, consent should be 
given for all of them.”

“Silence, pre-ticked boxes or inactivity should not, there-
fore, constitute consent” (when applied to living subjects).

 Oral or written consent must be obtained [8, 19]. Before 
consent can be given, the medical professional must explain:

	●  What is the purpose of capture
	●  Who will be responsible for data security
	●  Where will the data be stored, temporarily and permanently
	●  How the images are transferred
	●  Whom it may be shared with
	●  How to withdraw or withhold consent, which is pos-

sible at any time during data collection
	● Consent for journal submissions should be obtained at 

the time of consultation [22].

 Depending on how the consent is obtained:

	●  Oral consent – register that consent was given after 
providing relevant information to the data subject in the 
final report

	●  Written consent – file with final report

If the subject is alive but is unable to give informed consent 
(such as in cases of disability, under-age, unconsciousness, 
etc.), the persons’ legal representative must give consent. In 
exceptional cases where time is of the essence to capture the 
findings, and the time for acquisition of consent exceeds the 
time to take the photograph, consent can be obtained after 
capture, with the understanding that they must be deleted 
if consent is not given.<div class="NodiCopyInline">If 
the subject is alive but is unable to give informed consent 
(such as in cases of disability, under-age, unconsciousness, 
etc.), the persons’ legal representative must give consent. In 
exceptional cases where time is of the essence to capture the 
findings, and the time for acquisition of consent exceeds the 
time to take the photograph, consent can be obtained after 
capture, with the understanding that they must be deleted if 
consent is not given.

However, the requirement of consent is not always pres-
ent or expected, such as when collecting evidence as man-
dated by a court of law [23].

 Acceptable image capture practices (data 
collection) using a mobile device

A great medical photograph can conceal a patient’s identity 
while accurately capturing a clinical finding, showing location, 
size, colour, texture, and depth [16]. Its quality is critical for 
clinical value, and attention should be paid to accurate, con-
sistent, sharp, and high-quality images [8]. Smartphone pho-
tographs quality is usually acceptable, and some smartphones 
deliver very good images and the ability to obtain RAW files 
[24]. The problem, however, is the easy and rather casual 
nature of smartphone image acquisition [7], and standardiza-
tion and consistency are critical to the photographic process 
when comparing, for example, the evolution of a lesion over 
time [7], even more so when using a smartphone [2].

If possible, remove identifiers from the frame. An identifier 
is defined as any feature of a photograph that can be related to 
a particular patient. Patient armbands with the name, tattoos or 
unique birthmarks, full facial portraits, and imaging contain-
ing the patients’ name are examples of identifiers [20]. Also, 
when naming files containing clinical images, do not include 
patients’ names and record numbers [22]. If present in the 
frame, the image is protected health information, and extra 
care must be taken to store it securely [20]. Regrettably, secu-
rity breaches are frequently reported, and clinical images are 
vulnerable to cyberattacks [22]. For instance, in 2020, a plastic 
surgery practice in the United Kingdom experienced a breach 
in which nearly one terabyte of patient image data was compro-
mised, and a ransom demand was issued [22].

Clinicians can reduce inaccurate interpretation of find-
ings and take quality pictures by following these simple 
parameters of medical photography [15]:

	– Lighting.
	– Focus and distortion.
	– Location and severity.
	– Colour and background.
	– Perspective.
	– File quality.

 Figure 1  Summarises the main take-home messages for 
acceptable image capture practices, which are described in 
more detail below.

To apply some of the principles noted, we recommend 
the use of a camera app other than the default one. While 
this may not be true for all cases, most phones will come 
available with an app which will not expose the full range 
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	–  Skin tones
	–  Skin smoothing
	–  Consistency of contrasting tones

Lighting [2, 15] - Aperture, shutter speed, and ISO must be 
balanced for a correct exposure. Without user interference, 
most mobile devices will automatically reconfigure these 
settings. So, if you wish to increase image clarity, increase 
the quantity of light. This will often trigger the mobile 
device to decrease the ISO, which leads to the desired effect. 
The angle of the light source also affects accuracy. A light 

of settings and capabilities of the device, all while applying 
liberal amounts of tweaks, optimizations, and even artificial 
intelligence (AI) generation to the end image.

To avoid recommending specific apps, as these may vary 
over time, we suggest searching for “RAW Camera app” in your 
search engine. The time spent searching for the ideal app, which 
bares the most authentic results with a given device, is a one-time 
commitment with the greatest impact on image capture.

  When searching for the ideal app, look out for, and 
when possible, test the following criteria for their accuracy 
between what you see directly, and through the final image:

Fig. 1  Summary of acceptable 
image capture practices 
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is generally present in high-end smartphones. RAW files 
preserve the most detail, giving files the highest possible 
image quality, the widest tonal range, and minimal process-
ing without altering or distorting their content. It is possible 
to change in post-processing, including white balance cor-
rection, and it is a lossless format, allowing savings with no 
loss of quality. Whenever possible, prefer to store the original 
data in this format. The disadvantage is the necessity to use 
apps to maximize the quality of the final image, and the size 
of the files is bigger, occupying more disk space. The most 
common file format is JPEG. The advantage of JPEG is that 
practically all computer software and online sites support it. 
Although universal, it is prone to loss of quality after sav-
ing one image several times, creating artifacts, and correct-
ing the white balance is challenging. If possible, the highest 
resolution JPEG should be chosen. Convert to TIFF or PNG 
to edit the image as they preserve most of the data. JPG can 
be used only after the edition and for published works.

Post-capture editing of clinical and forensic photographs 
using programs such as Lightroom® and Photoshop® can 
only be used for adjustments that will make the photograph 
truer to the original, such as colour correction, contrast, 
brightness, sharpness, and saturation [27]. Some of these 
changes can be made on the smartphone [8]. These altera-
tions should be made on a copy of the original file [27]. 
Making gross changes, such as enhancing, deleting, or 
obscuring specific features, is not permitted [27].

It is also worth noting that most devices will capture the 
location where a photograph was taken and store it within 
the photograph’s metadata. Be mindful of this feature when 
sharing the files.

If applied, the local chain of custody procedures should 
be followed regarding the medical photographs [7].

It is important to stress that the line between digital cam-
eras and smartphones is increasingly fine as the flagship 
brands present more sophisticated camera arrays every year. 
At present, for medical and forensic use, digital cameras 
with interchangeable lenses that are not prone to distortions 
present significant advantages in versatility and quality due 
to the sensor size and resolution and are still considered the 
gold standard [29]. However, some studies show that the 
quality of images obtained with smartphones has reached 
a similar quality to those obtained with digital cameras, 
allowing clinical decisions [30, 31].

The main advantages of smartphones are convenience 
and connectivity with acceptable quality if the capture prac-
tices shown in Fig. 1 are followed.

These and other main advantages and disadvantages of 
using a mobile device for medical photography [2] are sum-
marized in Table 1..

source or smartphone flash providing good illumination of 
the subject is important to obtain a sharp image with low 
ISO, small aperture, and absence of motion blur due to ade-
quate shutter speed. 

 Focus and distortion [15, 25, 26] - Focal length can dif-
fer throughout devices, and so does the minimum focus dis-
tance, with most devices having a minimum distance of 10 cm 
and some having macro capabilities, allowing the user to get 
closer to the subject, and often providing greater detail. Distor-
tion of features (particularly facial) occurs with a short distance 
between the subject and the camera due to the smartphone’s sin-
gle focal length and can introduce inconsistency. To ensure cor-
rect focus and avoid distortion, avoid digital zoom, which can 
always be achieved by cropping the imager at a later data, and 
always leads to data loss and decreased image quality; and keep 
a distance of at least a hands’ width from the subject. Because 
of the high-resolution capabilities of modern devices, sufficient 
detail is retained for posterior reference and amplification. Use 
the zoom only if the smartphone has optical zoom capabilities, 
and only up to the point before it starts using digital.

 Location and severity [2, 15] - Take at least two pho-
tographs: one showing an overview of the lesion, with ana-
tomical reference points, and a close-up image showing 
more detail of the lesion.

Colour and background [15, 27, 28] - It is essential to 
reduce inaccurate colour representation, and most users ignore 
this critical issue. An adequate background should be uniform in 
colour. Most smartphone cameras have an automatic white bal-
ance setting, but they can still present problematic colour errors. 
In addition, smartphones software utilizes artificial intelligence 
(AI) and machine-learning technology, presents bias against 
dark skin tones, and favours lighter skin tones. Using high-end 
smartphones and adequate apps, ensure that the automatic white 
balance setting is on, use a plain white background, and use a 
single source of light (flash or daylight, to avoid colour cast). 
Avoid coloured backgrounds, clothing with bright colours in 
the frame, and combining different light sources. In the case of 
coloured lesions, the same device must be used to capture the 
lesion. To have reproducibility over time, the same device and 
settings should be used, the image ideally should be observed 
on the same calibrated monitor, and if a printer is necessary, the 
same printer and printing settings should be used.

 Perspective [2, 15] - The subject should be placed in 
the anatomical position, and the smartphone camera must 
be perpendicular to the point of interest and placed in a cen-
tral position, with the boundaries clearly defined. A scale or 
ruler (preferably a photomacrography scale) should be near 
the point of interest and not cover part of it.

File quality [15] - If your device allows it, capture and 
store all the photographs in RAW file format. This capability 
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storage would be to have an institutional smartphone with 
cloud storage synced to the institutional servers.

 Deleting the photographs from a personal mobile device 
after transfer ensures the security of sensitive personal data 
and prevents a mixture with the owner’s data, which could 
cause the sensitive material to be accidentally viewed by 
others [7] or uploaded to a personal cloud. Even after delet-
ing the image in a mobile device after transfer to an insti-
tutional computer or server, the device may still be storing 
this photograph in a folder or album dedicated to recently 
deleted items, and the user should remember to delete them 
from these folders before re-activating cloud auto-sync.

Data transfers and security in transit

Improper transfer of data can pose as many, if not more, 
security risks as improper storage, and it is one of the easi-
est ways to intercept the data, allowing for unauthorized 
access. It is important to acknowledge a recurring tendency 
in healthcare providers to disregard security measures to 
prioritize convenience [5, 22]. Therefore, it is crucial to pro-
tect the transfer of images [32].

To transfer the data securely and prevent interception by 
third parties, the files should not be:

	● Sent through unsecured, unknown, public, or dubious 
networks.

	● Transmitted through your personal email or applications 
to transfer files such as WeTransfer® and others, as the 
data will also be stored in servers of unknown location, 
compliance, and security [22].

Transfer the photographs to an institutional device as soon 
as possible [7]. If a cable is unavailable, which would be 
the ideal method, sending them to yourself through your 
institutional email using a secure network or cellular data 
is the safest alternative. These actions can minimize the risk 
of unauthorized visualization and unintended image sharing 
[7].

In the ideal scenario, a password-protected application 
where the photographs could be taken and directly stored in 
the institution’s database would ensure safe data transfers 
and storage [33], while minimising the possible third-party 
interceptions.

Acceptable procedure for the capture of images 
using a personal mobile device

A decision algorithm (see Fig. 2) was devised to summarise 
the essential take-home messages from the article and help 
implement these features of medical photography into the 
institutions.

 Data storage and security at rest

Professionals and institutions are sometimes unaware of 
the importance of data storage and security at rest, and its 
importance due to the sensitive nature of health and forensic 
data [7, 32]. Note that in the case of forensic photographs, 
there is a potential classification of this type of data as evi-
dence, and legal confidentiality obligations [22].

Data storage applies to all places where the photographs 
can be stored at any given time, such as a mobile device, a 
cloud storage service, a memory card, a computer, or insti-
tutional servers. Security at rest describes the physical and 
digital security associated with data storage. While most 
digital cameras cannot be accessed through the internet and 
do not store automatically to cloud-based storage, they are 
also not password protected, their data is not encoded and 
are not usually stored as required [33]. Another disadvantage 
is that their information cannot be deleted remotely if the 
equipment is misplaced or stolen. On the contrary, a mobile 
device can have various layers of authentication (including 
passwords, fingerprints, facial recognition [2] and two-fac-
tor authentication), allow for remote deletion of content and 
quickly send photographs to seek advice from other experts 
[4, 5] or a local server through a secure network. However, 
it can have weaknesses that can be exploited to access local 
data [32], lead to unprofessional use of the images [2], and 
can, frequently unbeknownst to the user, be set to automati-
cally upload to a cloud server [33].

According to GDPR, the party responsible for data stor-
age and security must also comply with the regulations. 
Because most cloud storage providers have global servers 
and do not allow you to determine data residency, they are 
unsuitable for storing, even temporarily, the data in com-
pliance with the law [19]. The optimal solution for cloud 

Table 1.   Summary of the main advantages and disadvantages of the 
use of a mobile device in medical photography
Advantages Disadvantages
Image transfer can be easy 
and quick

Auto-sync with cloud storage

Good image resolution Digital zoom decreases photo 
precision

User-friendly and intuitive 
device

Standardization is more difficult 
with a smartphone camera

Time-saving device Mobile devices have smaller sen-
sors; the size of the pixels is smaller

Layers of authentication 
(password, fingerprint, two-
factor authentication)

Macro mode in a mobile device 
does not match one in a digital cam-
era; very prone to lens distortion

Cost-friendly device Tendency for over exposure
Information can be deleted 
remotely if misplaced or 
stolen

Possibility of alteration of skin tone 
representations due to artificial 
intelligence algorithms

Based mostly on reference [2].

1 3



International Journal of Legal Medicine

Fig. 2  Algorithm visualization of acceptable procedure 
for the capture of images
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The same algorithm can be used in other countries 
where GDPR does not apply but where there are similar 
health and privacy regulations. For example, the Health 
Insurance Portability and Accountability Act (HIPAA) is 
a law that was enacted in 1996, in the United States and 
its territories to ensure the protection and confidential 
handling of protected health information [34]. HIPAA 
establishes national standards for the protection of health 
information, including privacy, security, breach notifica-
tion, and enforcement rules [35]. The present algorithm is 
also compliant with HIPAA.

Conclusion

 With the rise of technological advancements and the emer-
gence of advanced portable photographic devices, it is 
important to address their benefits and drawbacks while 
developing safe and acceptable practices for their future use. 
A basic understanding of patient privacy laws and knowing 
how to enhance the quality of smartphone photographs is 
necessary.

The authors feel it is important to note that photographs 
in the forensic setting should still be captured with a digi-
tal professional camera, but in light of new technological 
developments and in case a digital camera is not available, 
the forensic expert should know the correct procedure for 
image capture using alternative means.

Acknowledgements  A special thanks to Ms. Manuela Marques for her 
help in the literature review, Dr. Jorge Rosmaninho and Dr. Maria João 
Soares for their crucial feedback on the topics, and Miss Isabel Cura, 
for the drawings made for this article.

Author contributions  Mariana Cura was the main author of this 
study; she was responsible for the initial conceptualization, investi-
gation, formal analysis, development of the algorithm figure, wrote 
the original draft, as well as review and editing process.  Ricardo 
Loureiro was responsible for investigation, writing of the original 
draft, as well as review and editing process. Pedro Marcelino con-
tributed to the initial conceptualization, development of the algo-
rithm figure, and for the paper review and editing process. Vanessa 
Rodrigues contributed to the initial conceptualization, paper review 
and editing process, and guided M.C. through this research proj-
ect. José Paulo Andrade contributed to the initial project conceptu-
alization, investigation, formal analysis, visualization, paper review 
and editing process, and supervised M.C. through this research proj-
ect. All authors have read and agreed to the published version of the 
manuscript.

Funding  Open access funding provided by FCT|FCCN (b-on). This 
article was supported by National Funds through FCT - Fundação para 
a Ciência e a Tecnologia, I.P.

Data availability  Data sharing not applicable to this article as no data-
sets were generated or analysed during the current study.

1 3

http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://tv.apple.com/au/movie/fursat/umc.cmc.40crf4kofpcwn7nppy6bda4mj
https://tv.apple.com/au/movie/fursat/umc.cmc.40crf4kofpcwn7nppy6bda4mj
https://doi.org/10.3390/ijerph19127304


International Journal of Legal Medicine

25.	 Derakhshan A, Gadkaree SK, Barbarite ER, Lindeborg MM, 
Bhama PK, Shaye DA (2024) Quantifying facial distortion in 
modern digital photography. Laryngoscope 134:1234–1238

26.	 Boudreau C, Wong A, Duncan A, Coles J, Wheelock M (2021) 
Seeing is not believing: facial distortion in smartphone photogra-
phy. Plast Reconstr Surg 148:675e–677e

27.	 Kaliyadan F (2017) Image manipulation and image plagiarism – 
what’s fine and what’s not? Indian J Dermatol Venereol Leprol 
83:519

28.	 Penczek J, Boynton PA, Splett JD (2014) Color error in the digital 
camera image capture process. J Digit Imaging 27:182–191

29.	 Deot N, Kiprovski A, Hatala A, Obayemi A, Suryadevara A, 
Davila RO (2023) Evaluation of mobile and digital single-lens 
reflex photography for facial surgical analysis. Laryngoscope 
133:2590–2596

30.	 Gangwani P, Chuang S-K, Derenzi A, Aziz S (2024) Is there a 
difference in quality of photographs obtained using smartphones, 
compared to the photographs obtained via digital single-lens 
reflex camera? Oral Surg Oral Med Oral Pathol Oral Radiol 
138:613–618

31.	 Aoki L, Pereira IC, Matayoshi S (2019) Estudo comparativo entre 
imagens de câmera fotográfica convencional e smartphone Para o 
telediagnóstico de tumores palpebrais. Rev Col Bras Cir. ​h​t​t​p​s​:​​​/​​/​d​
o​​i​.​o​​r​​g​​/​​1​0​​.​1​5​​​9​0​/​​0​​1​0​0​-​6​9​​9​1​e​-​2​0​1​9​2​0​8​3

32.	 Bromwich M, Bromwich R (2016) Privacy risks when using 
mobile devices in health care. Can Med Assoc J 188:855–856

33.	 El Barbari JS, Fikuart M, Beisemann N, Müller M, Syrek H, 
Grützner PA, Franke J, Vetter SY (2024) Improving medical pho-
tography in a level 1 trauma center by implementing a specialized 
smartphone-based app in comparison to the usage of digital cam-
eras: prospective panel study. JMIR Form Res 8:e47572

34.	 Reynolds RA, Stack LB, Bonfield CM (2020) Medical photog-
raphy with a mobile phone: useful techniques, and what neuro-
surgeons need to know about HIPAA compliance. J Neurosurg 
132:260–264

35.	 Harting MT, DeWees JM, Vela KM, Khirallah RT (2015) Medi-
cal photography: current technology, evolving issues and legal 
perspectives. Int J Clin Pract 69:401–409

Publisher’s note  Springer Nature remains neutral with regard to juris-
dictional claims in published maps and institutional affiliations.

medical photography: results of a patient-based survey. Int Oph-
thalmol 39:783–789

13.	 Kidenda S, Muchai R, Green L, McHale T, Mishori R, Nelson 
BD (2022) Evaluating the effectiveness of a mobile application 
to improve the quality, collection, and usability of forensic docu-
mentation of sexual violence. PLoS ONE 17:e0278312

14.	 International Association for Identification Forensic Photography 
& Imaging Certification. ​h​t​t​p​​s​:​/​​/​w​w​w​​.​t​​h​e​i​​a​i​.​o​​r​g​/​​f​o​r​​e​n​s​​i​c​_​​p​h​o​t​​o​g​​
r​a​p​h​y​_​i​m​a​g​i​n​g​.​p​h​p

15.	 Zoltie T, Blome-Eberwein S, Forbes S, Theaker M, Hussain W 
(2022) Medical photography using mobile devices. BMJ. ​h​t​t​p​​s​:​/​​/​
d​o​i​​.​o​​r​g​/​​1​0​.​1​​1​3​6​​/​b​m​​j​-​2​0​2​1​-​0​6​7​6​6​3

16.	 Edwards A (2019) Mobile phone and mobile apps for clinical 
photography. Grand-Saconnex, Switzerland

17.	 British Society of Teledermatology (2017) British association of 
dermatologists (BAD), Scottish dermatologists, British dermato-
logical nursing group (BDNG), primary care dermatology soci-
ety (PCDS). UK Guidance on the Use of Mobile Photographic 
Devices in Dermatology

18.	 Carmi L, Zohar M, Riva GM (2023) The European general data 
protection regulation (GDPR) in mHealth: theoretical and practi-
cal aspects for practitioners’ use. Med Sci Law 63:61–68

19.	 (2016) Regulation (EU) 2016/679 of the European Parliament and 
of the Council of 27 April 2016 on the Protection of Natural Per-
sons with Regard to the Processing of Personal Data and on the 
Free Movement of Such Data, and Repealing Directive 95/46/EC 
(General Data Protection Regulation) (Text with EEA Relevance).

20.	 Reynolds RA, Stack L, Bonfield CM (2020) How to take a good 
neurosurgical photograph with a mobile phone camera. World 
Neurosurg 137:469–471

21.	 Ross GMS, Zhao Y, Bosman AJ, Geballa-Koukoula A, Zhou H, 
Elliott CT, Nielen MWF, Rafferty K, Salentijn GI (2023) Best 
practices and current implementation of emerging smartphone-
based (bio)sensors – part 1: data handling and ethics. TrAC 
Trends Anal Chem. ​h​t​t​p​​s​:​/​​/​d​o​i​​.​o​​r​g​/​​1​0​.​1​​0​1​6​​/​j​.​​t​r​a​c​.​2​0​2​2​.​1​1​6​8​6​3

22.	 Thornton SM, Attaluri PK, Wirth PJ, Shaffrey EC, George RE, 
Carbullido MK, Rao VK (2024) Picture perfect: standardizing 
and safekeeping clinical photography in plastic surgery. Aesthet 
Surg J Open Forum. ​h​t​t​p​​s​:​/​​/​d​o​i​​.​o​​r​g​/​​1​0​.​1​​0​9​3​​/​a​s​​j​o​f​/​o​j​a​e​0​1​2

23.	 Artigo 154.o, n.o 3 do Código de Processo Penal, DL n.o 78/87, 
de 17/02 com alterações pelas Lei n.o 48/2007, de 29/08 e Lei n.o 
20/2013, de 21/02

24.	 Zink A, Kolbinger A, Leibl M, Léon Suarez I, Gloning J, Merkel 
C, Winkler J, Biedermann T, Ring J, Eberlein B (2017) Teleder-
matoskopie mittels smartphone. Hautarzt 68:890–895

1 3

https://doi.org/10.1590/0100-6991e-20192083
https://doi.org/10.1590/0100-6991e-20192083
https://www.theiai.org/forensic_photography_imaging.php
https://www.theiai.org/forensic_photography_imaging.php
https://doi.org/10.1136/bmj-2021-067663
https://doi.org/10.1136/bmj-2021-067663
https://doi.org/10.1016/j.trac.2022.116863
https://doi.org/10.1093/asjof/ojae012

	﻿General data protection regulation: an algorithmic proposal for forensic photography
	﻿Abstract
	﻿Highlights
	﻿Introduction
	﻿GDPR made simple
	﻿ Informed consent
	﻿ Acceptable image capture practices (data collection) using a mobile device
	﻿ Data storage and security at rest
	﻿Data transfers and security in transit
	﻿Acceptable procedure for the capture of images using a personal mobile device

	﻿Conclusion
	﻿References


