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Abstract

Many frameworks have emerged as a valuable communication pro-
tocol for lightweight, interoperable data exchange between distributed
platforms and control stations. However, some of these frameworks was
that a broker-centric architecture poses significant risks when applied to
military-grade deployments where reliability, security, and operational
continuity are non-negotiable. This study analyses the vulnerabilities of
frameworkswith a single point of failure, such as those based onMessage
Queuing Telemetry Transport (MQTT) inmilitary contexts, and proposes
adecentralisedarchitecture that integrateshierarchical blockchain layers
secured by zero-knowledge Scalable Transparent Arguments of Knowl-
edge (zk-STARK) proofs. The approach aims to enhance survivability, au-
ditability, and trust in UxV communication networks, offering a founda-
tion fornext-generation secure swarmcoordinationacrossmulti-domain
operations.
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1 Introduction

Recent developments in autonomous systems have profoundly transformed
modern combat operations, where coordination between aerial, ground, and
maritime unmanned vehicles (UxV) plays a decisive role in mission success.
Military command and control (C2) networks increasingly depend on reliable
communication infrastructures that can support information exchange under
contested and resource-constrained conditions. Protocols such as Message
Queuing Telemetry Transport (MQTT) have gained prominence for enabling
lightweight, interoperable communication between distributed platforms and
control stations. However, the broker-centric architecture of MQTT presents
inherent limitations when applied to military-grade deployments, particularly
concerning security, scalability, and resilience against cyber and electronic
warfare threats.

These challenges underscore the need for decentralised communication
models capable ofmaintainingoperational liveness even in the absenceof cen-
tralised coordination. Blockchain technology emerges as a compelling alter-
native by distributing data validation and message dissemination across au-
tonomous nodes, effectively eliminating single points of failure. Moreover, the
combination of hierarchical blockchain architectures and advanced crypto-
graphic mechanisms, especially zero-knowledge Scalable Transparent Argu-
ments of Knowledge (zk-STARKs) introduces new paradigms for preserving
confidentiality and integrity without compromising performance.

This study analyses the vulnerabilities of frameworks with a single point of
failure, such as those based on MQTT in military contexts, and proposes a de-
centralised architecture that integrates hierarchical blockchain layers secured
by zk-STARK proofs. The approach aims to enhance survivability, auditabil-
ity, and trust in UxV communication networks, offering a foundation for next-
generation secure swarm coordination across multi-domain operations.

2 The Example of REPMUS

Recent advances have facilitated the development of multi-domain control
systems designed to integrate and coordinate the deployment of drones and
roboticunits in combat environments. These systemsneed secure and resilient
communications in UxV-to-UxV in swarm and from swarm to command or
ground control station, because they are sensitive to data [1]. They are engi-
neered to aggregate and synthesise data from various sensor arrays, thus sup-
porting cooperative swarm behaviour[2] and blockchain consensusmakes the
data shared by robotic unitsmore trustworthy and resilient, as the information
is collectively validated and remains secure even if some nodes are compro-
mised [3].

STANAG 4817 standardises interfaces for data exchange and tasking of un-
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manned systems. In Robotic Experimentation andPrototyping usingMaritime
Uncrewed Systems (REPMUS), this standard interface works with an MQTT
Broker and enables mission-critical information to be seamlessly shared
across platforms, regardless of origin or manufacturer, and supports connec-
tivity, communication, and multi-domain operations among interoperable
unmanned platforms within NATOmember states[4].

However,military operational contexts impose conditions that expose crit-
ical vulnerabilities in this broker-centric approach. The reliance on a single
broker introduces a substantial single point of failure. [5] any compromise of
the broker—whether through kinetic attack, cyber intrusion, or electronicwar-
fare techniques such as jamming, may result in complete loss of network con-
nectivity, effectively fragmenting coordinated UxV operations[6]. Considering
the communication-critical nature of UxVs for reconnaissance and command
and control, such disruptions directly degrade situational awareness and in-
crease the risk to human and robotic assets[7].

The security practices in MQTT commonly employ Transport Layer Secu-
rity to ensure encrypted communication and certificate-based authentication.
Although effective in controlled network environments, this model presents
considerable challenges in dynamicmilitary deployments, where keymanage-
ment, certificate revocation, and distribution are logistically complex and sus-
ceptible to disruption or compromise[8], [9].

Enhancement efforts for MQTT, such as the integration of Software-
Defined Networking to decouple control and forwarding functions[10], par-
tially mitigate latency but do not fully address systemic vulnerabilities as-
sociated with broker centralisation. Consequently, the growing emphasis in
military communications on survivability, operational continuity, and crypto-
graphic assurance under contested electromagnetic conditions has stimulated
exploration of decentralised communication paradigms.

3 Replacing MQTT with Blockchain

To provide security, ensure privacy, and establish trust between entities,
Satoshi Nakamoto introduced blockchain technology in 2008 [11].

Akram et al. emphasise the criticality of resilient design communication
architectures that integrate decentralised trust and layered cryptography to
counteract privacy breaches, spoofing, and denial of service in dynamic UxV
fleets [12]. These architectures ensure operational continuity, force protection,
and mission success in complex coalition campaigns.

Blockchain technology offers a transformative alternative to centralised
MQTT brokers by decentralisingmessage validation and dissemination across
all participating UxV nodes [13], [14]. Each node maintains a copy of a dis-
tributed ledger that records all transactions immutably, eliminating the sin-
gle point of failure inherent to broker-centric systems and isolating malicious
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nodes, thus protecting the coherence of the swarm [15]. These decentralised
governance models provide layered defence mechanisms that are immune to
centralised attack vectors, a critical advantage in heavy theatres of electronic
warfare [16].

Consensus algorithms thatprovideByzantine fault toleranceproperties en-
able the network tomaintain operational liveness anddata consistency even in
the presence of adversarial nodes attempting to inject false or disruptive infor-
mation, was demonstrated by [3] and [17].

Given limited computational power in robotic assets, storage capacity,
and bandwidth, these devices struggle to sustain the costs associated with
blockchain consensus mechanisms and ledger maintenance [18]. To solve
these limitations, lightweight blockchain architectures are tailored to resource-
constrained environments andminimise consensus overhead [19], [20].

The dynamic scalability of blockchain consensus protocols has been
demonstrated to maintain throughput and latency performance as coalition
sizes and node counts fluctuate, which proves to be suitable for the demands
of large UxV swarms [21].

4 Hierarchical Blockchain and Multi-Level Architec-
tures

The concept of a hierarchical blockchain has emerged to address the scalabil-
ity, interoperability, and performance challenges inherent in monolithic dis-
tributed ledger systems. A hierarchical blockchain architecture organisesmul-
tiple blockchains into structured layers, typically referred to as Layer 1 (L1) and
Layer 2 (L2), where each layer serves a distinct functional purpose within the
ecosystem [22]. This model promotes modularity and enables different con-
sensus mechanisms or transaction validation schemes to coexist under a uni-
fied governance framework, improving both efficiency and adaptability across
diverse applications.

Layer 1 (L1) blockchains constitute the foundational infrastructure of the
system, handling consensus, transaction completion, and security guaran-
tees. Well-known examples include Bitcoin and Ethereum, which maintain
decentralised trust through global consensus protocols [23]. However, com-
putational and storage demands to maintain the full L1 consensus can limit
throughput and increase transaction latency. To alleviate this, hierarchical
approaches introduce secondary layers that offload transactional processing
while preserving L1’s security and decentralisation guarantees.

Layer 2 (L2) solutions are built on top of the base layer to provide high-
performance transaction execution throughmechanisms such as Roll-up, side
chain, and state channels [24]. Roll-up, for example, aggregates multiple off-
chain transactions into a single cryptographic proof submitted to the L1 chain,
thereby improving scalability without compromising trust. In this context, the
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use of zk-proofs, particularly zk-STARKs, is becoming essential to ensure veri-
fiable computation with minimal overhead on-chain [25].

A key advantage of hierarchical blockchain architectures lies in their abil-
ity to support heterogeneous trust domains and dynamic interoperability.
Each subchain or side chain can implement customised protocols tailored to
domain-specific requirements, such as privacy-preserving computation, low-
latency data transfer, or regulatory compliance [26].

5 Benefits of Using zk-STARK in Blockchain

Although blockchain ensures transparency and immutability, exposure of
metadata in open ledgers may compromise tactical secrecy. zk-STARKs pro-
vide a cryptographic solution that allows nodes to prove transaction validity
without revealing the underlying data [27]. This privacy-preserving approach
is essential in military contexts where command secrecy and sensor data
confidentiality are paramount.

The zk-STARKs enable succinct, transparent and post-quantum secure
proofs of correctness, making them ideal for hierarchical blockchains scalable
and privacy-preserving [25].

The zk-STARKs differ from earlier zero-knowledge proofs such as zk-
SNARKs by removing the requirement for trusted setup ceremonies, avoiding
a major vector for backdoor vulnerabilities, especially problematic in multi-
national and coalition environments or dynamic environments [27]. Moreover,
zk-STARKs offer enhanced scalability, allowing efficient validation of large vol-
umes of UxV communications within swarm operations without imposing
prohibitive computational overhead or latency [28].

Critically, ZK-STARKsprovide post-quantumsecurity, protectingUxV com-
munication records and proofs against future quantum-based adversarial ca-
pabilities [27], [28]. This future proofs military communication networks, ex-
tending their operational viability and trustworthiness over extended cam-
paign durations.

When combined with ZK-STARKs, these architectures further enhance in-
tegrity by allowing participants to verify large batches of off-chain computa-
tions efficiently, without having to reveal the underlying data. This balance
between transparency and confidentiality is a defining feature of modern L2
designs.

6 Proposed Architecture

The proposed communication architecture integrates blockchain nodes di-
rectly within each UxV platform, decentralising control, and eliminating the
reliance on vulnerable centralised brokers. Each node maintains versions of a
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Figure 1: Proposed blockchain architecture.

cryptographically verifiable ledger, recording sensor data, command acknowl-
edgements, and operational events.

ZK-STARK-based cryptographic proofs secure transaction authenticity and
data integrity without disclosing sensitive information, preserving operational
confidentiality while enabling transparent auditing. The network relies on
Byzantine fault-tolerant consensus protocols tomaintain synchronisation and
isolate anomalous nodes, thus securing swarm coherence [15], [29].

Smart contracts within the blockchain automate task allocation, resource
distribution, and dynamic mission adjustments, addressing communication
disruptions with adaptive reconfiguration [29]. Hierarchical and federated
blockchain frameworks support multi-partner coalitions with controlled data
sharing and mutual authentication, as explored in vehicular network contexts
[22].

The hierarchical blockchain architecture used in the operation, L1, located
at the command level, provides global coordination, data integrity, and control
themain goals, while L2, established at the Swarm level,manages local interac-
tions, consensus, and real-time operational data exchange as shown in Figure
1.

7 Conclusion

The analysis demonstrates that while MQTT remains a valuable communi-
cation protocol for lightweight and interoperable data exchange, its broker-
centric architecture poses significant risks in military environments where re-
liability, security, and operational continuity are non-negotiable. The inherent
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single point of failure, vulnerability to cyber and electronic warfare, and lim-
itations in key management and auditability highlight the necessity of transi-
tioning to decentralised communication paradigms.

Blockchain technology, particularly in its hierarchical and L2 augmented
forms, offers a robust foundation for replacing centralised brokers by distribut-
ing trust, ensuring data integrity, and maintaining operational resilience even
under adversarial conditions. The integration of ZK-STARK proofs further en-
hances this framework by introducing post-quantum security and privacy-
preserving verifiability, enabling secure, scalable, and confidential coordina-
tion among unmanned systems.

Theproposedarchitecture,whichcombineshierarchical blockchain layers,
Byzantine fault-tolerant consensus, and ZK-STARK-based verification, trans-
forms thecommunicationmodel ofUxVswarms intoa self-sustaining, tamper-
resistant, and adaptable ecosystem. Support mission-critical decision making
while maintaining secrecy and interoperability. Ultimately, this decentralised
approach aligns with the future direction of resilient military communication
systems, merging cryptographic assurance, distributed autonomy, and opera-
tional survivability into a unified next-generation control paradigm.
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