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Abstract 

Security analysis is increasingly central to software development as organizations face rising cyber 

risk and regulatory pressure. Although extensive research exists on cyber risk assessment, secure 

software development, and security requirements, the literature remains fragmented at the project 

level. This study presents a bibliometric analysis of research published between 2015 and 2026, using 

data retrieved exclusively from The Lens and structured through a PRISMA-guided workflow. Only 

journal and conference publications addressing security analysis within software development pro-

jects were retained, while studies focused solely on isolated technical vulnerabilities or non-project 

contexts were excluded, resulting in a final dataset of 1,008 documents. The dataset was analyzed 

using descriptive bibliometrics, collaboration and geographical analysis, field-of-study classifica-

tion, keyword co-occurrence, co-citation, and bibliographic coupling, supported by VOSviewer. Re-

sults show sustained growth after 2019 and strong dominance of computer science and software en-

gineering. Influential contributions cluster around secure SDLC frameworks, ISO/NIST standards, 

requirement decomposition, and emerging quantitative risk models. Despite this consolidation, the 

analysis reveals persistent gaps, including weak integration between cyber risk assessment and re-

quirements engineering, limited project-level operationalization of security attributes, and a scarcity 

of approaches tailored to small and medium-sized enterprises (SMEs). These findings highlight the 

need for integrated, requirement-driven security analysis frameworks that bridge technical and or-

ganizational perspectives within software development projects. 

Keywords: SMEs, Software projects, Cyber risk assessment, Requirements engineering, 

Bibliometric Analysis. 
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1. Introduction 

SMEs are key drivers of economic growth and innovation but remain highly vulnerable to 

cyber threats. Many lack the financial resources, cybersecurity expertise, and organizational 

maturity needed to implement robust security and risk-management practices (Brown & 

Thorpe, 2023). As operations increasingly rely on internally developed software, new pro-

jects introduce significant risk when integration points, dependencies, and data flows are not 

systematically assessed. These pathways may create new attack surfaces, alter trust bound-

aries, or expose sensitive information, making project-level risk assessment a critical yet 

often neglected aspect of SME cybersecurity governance. 

Academic interest in cyber risk assessment, secure software development life cycles 

(SDLC), requirements engineering, and security-aware requirement decomposition have ex-

panded, yet research remains fragmented, particularly in SME-focused studies. Evidence 

shows that many SMEs underestimate cyber threats and deprioritize risk management due 

to limited resources and cybersecurity literacy (Rizvi et al., 2023). This has produced a per-

sistent gap between high-level governance frameworks and the operational realities of SMEs 

developing software under technical, organizational, and regulatory constraints. 

No existing framework integrates three elements in a manner tailored to SMEs: systematic 

requirement decomposition, structured mapping of security attributes such as confidential-

ity, integrity, and availability (CIA), and quantitative project-level risk scoring, including in 

regulatory contexts such as the EU Cyber Resilience Act (CRA). Current approaches address 

only fragments of this problem. SDLC standards encourage early security integration but 

offer little guidance for requirement-level analysis. Requirements engineering models pro-

vide decomposition structures but rarely incorporate security attributes systematically. 

Quantitative risk methods often operate at the organizational level or demand resources un-

realistic for SMEs. Although some studies propose lightweight or SME-oriented approaches 

(El-Hajj et al., 2024), these typically lack requirement-level structuring and rigorous CIA-

based analysis. As a result, SMEs lack systematic tools to evaluate the cyber-risk impact of 

new software components before integration. 

These limitations create a clear need to examine how research in this domain has evolved, 

including which frameworks dominate, how risk assessment and requirements engineering 

interact, and which gaps persist. 
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This study responds through a bibliometric analysis of literature published between 2015 

and 2026. It charts thematic evolution, identifies influential frameworks and research com-

munities, visualizes conceptual clusters (secure SDLC, requirement decomposition, CIA 

mapping, and SME governance), and highlights structural gaps motivating the development 

of an integrated cyber-risk assessment framework for internal SME software projects. By 

quantifying scientific output and mapping the field’s intellectual structure, the study contrib-

utes to academic understanding and supports the development of practically adoptable risk-

assessment approaches. 

2. Key Concepts and Terms 

This section introduces and clarifies the core concepts and terms that underpin the biblio-

metric analysis presented in this paper. While these concepts are now widely used, their 

interpretation and operationalization have evolved over time and vary across different re-

search traditions. 

2.1 Security Analysis 

Security analysis refers to the systematic evaluation of security concerns across the soft-

ware lifecycle, including requirements, design, implementation, and governance. Earlier ap-

proaches treated security as a late technical activity, whereas recent research frames it as a 

methodological and decision-oriented process shaping architecture and project outcomes 

(Assal & Chiasson, 2019; Granata, 2024). 

2.2 Cyber Risk Assessment 

Cyber risk assessment involves identifying and evaluating threats, vulnerabilities, and im-

pacts affecting software systems and development processes. Contemporary studies empha-

size design-time and requirements-level analysis, as early decisions strongly influence ex-

posure and mitigation costs (El Amin et al., 2024; Radanliev et al., 2020). 
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2.3 Requirements Engineering 

Requirements engineering concerns the elicitation, analysis, specification, and manage-

ment of project requirements and is increasingly viewed as a key entry point for integrating 

security (Quiñones et al., 2018). Existing approaches include goal-oriented, threat-driven, 

risk-based, and compliance-focused perspectives, contributing to conceptual fragmentation. 

2.4 Secure Software Development Lifecycle (SDLC) 

Secure SDLC approaches integrate security activities across development phases, support-

ing earlier risk identification, improved team coordination, and resilience to supply chain 

threats (McGraw, 2019; Myrbakken & Colomo-Palacios, 2017). 

3. Research Questions 

This study is guided by a set of research questions designed to map, structure, and interpret 

the scientific landscape surrounding security analysis within software development. 

RQ1: How has the scientific production on cyber risk assessment for software development 

evolved over time? 

Examines how scientific production on cyber risk assessment for software development 

has evolved over time. Analyzing publication trends provides Insight into the maturation of 

the field, the emergence of methodological turning points and the influence of regulatory or 

technological shifts, allowing assessment of whether the domain is expanding, stabilizing or 

fragmenting. 

RQ2: Which authors and institutions have most influenced this research domain? 

Investigates which authors and institutions have exerted the greatest influence on this re-

search domain. By analyzing authorship patterns, collaboration networks, and institutional 

concentration, the study identifies intellectual centers, assesses the coherence of the research 

community, and explores how academic and industrial environments shape methodological 

development. 
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RQ3: Which countries contribute most to research on cyber risk assessment in software 

development? 

Focuses on the geographical distribution of scientific output, identifying the countries that 

contribute most to research on cyber risk assessment in software development. This analysis 

highlights regional asymmetries, centers of scientific activity, and the influence of national 

contexts, while also assessing the field’s degree of internationalization. 

RQ4: Which cyber risk assessment frameworks, requirement decomposition models, and 

disciplinary domains dominate the literature on security analysis in software development? 

Examine the dominant cyber risk assessment frameworks, requirement decomposition 

models, and disciplinary domains underpinning literature. It explores how security analysis 

is framed across academic fields and the extent to which existing approaches integrate or 

separate risk analysis, requirements engineering, and security attribute mapping. 

RQ5: How do keywords cluster conceptually to reveal core themes? 

Analyze keyword clustering to reveal core conceptual themes and their interrelationships.  

4. Bibliometric Methodology 

This study applies the PRISMA (Preferred Reporting Items for Systematic Reviews and 

Meta-Analyses) (Figure 1) guidelines to ensure transparency and replicability. While 

PRISMA was designed for systematic reviews, its framework effectively documents identi-

fication, screening, eligibility, and inclusion in bibliometric research. The methodology also 

incorporates co-citation, bibliographic coupling, and keyword co-occurrence analyses. 

4.1 Databases Used 

The bibliographic dataset was retrieved exclusively from The Lens, which aggregates 

metadata from major sources such as CrossRef, PubMed and Microsoft Academic Graph 

and provides standardized records suitable for bibliometric analysis. Using a single source 

ensured consistency, reduced duplication, and preserved comparability across retrieved rec-

ords. 
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The bibliographic search was conducted in The Lens on 20 December 2025. Bibliometric 

network construction and visualization were performed using VOSviewer (version 1.6.20), 

which supported co-authorship, co-citation, bibliographic coupling, and keyword co-occur-

rence analyses. Data cleaning, filtering, and descriptive statistical analysis were carried out 

prior to network generation to ensure the consistency and reliability of the bibliographic 

records. 

4.2 Dynamic Anonymization Algorithm 

The search strategy was developed iteratively to balance conceptual breadth and thematic 

precision. Exploratory searches were used to refine terminology and boundaries and to en-

sure coverage of research on security analysis in software projects. The final query reflects 

the convergence of three domains: cyber-risk assessment, security-aware requirements en-

gineering and software development life cycles, and was applied in The Lens to retrieve 

publications framing security as a methodological component of software projects: 

(("cyber risk assessment" AND "software development") OR ("software requirements" 

AND "security" AND "risk") OR ("risk assessment" AND "software project")) 

To reflect contemporary developments in cybersecurity governance, secure software engi-

neering, and regulations such as NIS2 and the CRA, the search was limited to publications 

from 2015 to 2026. This timeframe captures both the early emergence of requirement-level 

security models and the later shift toward integrated risk-aware development practices. All 

records were exported in structured bibliographic format for screening and refinement 

through the PRISMA workflow. 
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4.3 PRISMA Workflow - Inclusion/Exclusion Criteria 

 

Fig 1. PRISMA flow diagram illustrating the study selection process 
Source: Authors’ elaboration based on PRISMA statement (no date). 

Identification 

The identification stage aimed to capture the broadest possible set of publications relevant 

to the security analysis of software projects. A comprehensive search was conducted exclu-

sively in The Lens using the final, refined query designed to capture the intersection of cyber 

risk assessment, security-oriented requirements engineering, and software project contexts. 

This search returned 2,021 records, representing a wide range of disciplinary perspectives. 

Prior to screening, 101 duplicate records were identified and removed based on metadata 

comparison, resulting in 1,920 unique records entering the screening phase. 

Screening 

The screening stage focused on eliminating records that were clearly outside the scope of 

the study without requiring detailed conceptual analysis. Titles and abstracts of the 1,920 

records were reviewed to assess basic relevance and completeness. During this phase, 576 
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records were excluded because they did not address security analysis in software develop-

ment contexts, lacked sufficient descriptive information, or fell outside academic literature. 

Technical reports, editorial notes, white papers, and unreviewed preprints were also ex-

cluded at this stage. The screening process ensured that the remaining corpus was both meth-

odologically credible and thematically aligned with the study’s objectives, leaving 1,344 

records. 

Eligibility 

The eligibility stage assessed the 1,344 publications that passed screening by reviewing 

abstracts, keywords, and full texts to determine substantive contributions to software-project 

security analysis. Studies were considered eligible if they proposed or applied frameworks, 

models, or methods supporting structured security evaluation within software development 

life cycles. 

Publications focusing mainly on isolated vulnerabilities, penetration testing, or narrow 

threat enumeration, as well as those limited to high-level organizational governance without 

project-level methodology, were excluded. As a result, 336 studies were removed due to 

thematic irrelevance, insufficient methodological contribution, or unsuitable design. 

Inclusion 

The final dataset comprises 1,008 publications, corresponding to a retention rate of 49.9% 

of the initially identified records. These studies form the empirical basis for all subsequent 

bibliometric analyses. 

This curated dataset comprises publications that align security evaluation with software 

engineering processes, requirement decomposition, architectural considerations, and pro-

ject-level governance. It provides an empirical foundation for the analyses presented in the 

subsequent sections. The complete progression from identification to inclusion is visually 

summarized in the PRISMA flow diagram included in this paper. 

4.4 Analysis Procedures 

The analytical phase characterized research on security analysis in software development 

using descriptive and relational bibliometric techniques applied to 1,008 publications ex-

tracted and normalized from The Lens. 
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Temporal analysis examined publication trends (2015–2026), identifying growth, acceler-

ation, and stabilization phases in relation to regulatory and methodological developments. 

Authorship analysis assessed productivity and collaboration patterns to reveal the field’s in-

tellectual structure and concentration of influence. 

Disciplinary analysis evaluated the distribution of publications across fields to determine 

the dominance of technical versus organizational perspectives. Keyword co-occurrence, co-

citation, and bibliographic coupling analyses identified dominant themes, intellectual link-

ages, and structural gaps, forming the empirical basis for the results. 

5. Results 

This section presents the empirical findings of bibliometric analysis. The results are orga-

nized around five research questions, each addressing a distinct aspect of the scholarly land-

scape on security analysis in software development. Beyond summarizing the evidence, the 

chapter highlights structural patterns, conceptual orientations, and persistent gaps within the 

literature. 

5.1. RQ1: Evolution of Scientific Output Over Time 

The temporal distribution of publications shows (Figure 2) a clear evolution in scientific 

output between 2015 and 2026. From 2015 to 2018, publication activity remained stable, 

suggesting an early consolidation phase characterized by consistent research interest and 

limited methodological diversification. 

From 2019 onwards, a pronounced upward trend emerges, peaking between 2021 and 

2022. This period represents the highest level of scientific output and reflects a phase of 

accelerated academic interest. The surge coincides with the wider adoption of SDLCs, grow-

ing awareness of software supply chain risks, and the increasing influence of cybersecurity 

regulation and governance frameworks. This concentration of publications indicates that se-

curity analysis in software projects gained strategic relevance within both academic and re-

search communities. 
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After 2022, publication counts decline but remain above pre-2019 levels, indicating stabi-

lization rather than reduced interest. Lower values for 2025 and 2026 should be interpreted 

cautiously due to indexing delays. 

 

Fig 2. Scientific output on cyber risk assessment and security analysis in software develop-

ment (2015–2026). 
Source: The Lens database (2025). 

5.2. RQ2: Influential Authors 

The author profile analysis (Figure 2) reveals an uneven distribution of contributions, with 

a small group of researchers publishing repeatedly while most authors contribute only occa-

sionally. This suggests that the field is influenced by limited core contributors rather than a 

consolidated research community. 

Ruzanna Chitchyan emerges as the most prolific author, reflecting sustained engagement 

with requirements engineering and security-aware development. Alberto Rodrigues da Silva 

and Alok Mishra also show notable publication activity at the intersection of software engi-

neering, project management, and security. Authors with two publications further reinforce 

the presence of limited continuity across the field. 

The relatively low number of publications per author highlights the interdisciplinary and 

fragmented nature of the domain, with contributions often originating from adjacent research 

areas. This fragmentation aligns with broader bibliometric findings showing weak integra-

tion between cyber risk assessment and requirements engineering. Overall, intellectual lead-

ership is present but not yet strongly centralized. 
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Fig 3. Prominent author profiles in research on cyber risk assessment and security analysis 

in software development (2015–2026). 
Source: The Lens database (2025). 

5.3. RQ 3: Geographical Distribution of Scientific Output 

Scientific output is geographically concentrated in a small number of countries, producing 

an uneven global research landscape. Activity is strongest in North America, Western Eu-

rope, and parts of the Asia–Pacific region, with limited contributions from Africa, much of 

South America, and the Middle East (Figure 4). 

The United States leads with 197 publications, reflecting strong academic infrastructure, 

sustained investment in cybersecurity, and close collaboration between academia, industry, 

and government. The United Kingdom follows with 134 publications, supported by a mature 

research ecosystem and a regulatory environment emphasizing cybersecurity governance. 

China contributes 111 publications, representing the largest output in the Asia–Pacific region 

and signaling a growing strategic emphasis on software security, primarily through techni-

cally oriented research. 

Within Europe, Germany (72) demonstrates notable activity, often aligned with engineer-

ing-driven and standards-based approaches. Brazil (50) emerges as a key contributor in 

South America. India (61) and Australia (51) further reinforce Asia–Pacific representation. 

Overall, dominant frameworks and methodologies are shaped mainly within technologi-

cally advanced economies. 
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Fig 4. Global research output on cyber risk assessment in software development (2015–

2026) 
Source: The Lens database (2025). 

5.4. RQ4: Dominant Frameworks, Conceptual Foundations and Disciplinary Origins 

Literature converges around a limited set of influential frameworks. The NIST Secure Soft-

ware Development Framework (SP 800-218) is a central reference, particularly in work ad-

dressing secure development practices and organizational governance. ISO/IEC 27034 and 

ISO/IEC 27005 also feature prominently, providing governance-oriented guidance and risk 

assessment structures often operationalized through threat–likelihood–impact models. 

Within requirements engineering, decomposition-oriented approaches such as the Require-

ments Abstraction Model support analysis of how security requirements propagate across 

artefacts, and architectural layers, frequently structured around CIA. A smaller body of work 

explores quantitative risk assessment models inspired by FAIR, introducing probabilistic 

reasoning and scoring mechanisms that remain only partially integrated into software engi-

neering practice. 

To contextualize these frameworks, a field-of-study analysis was conducted. Computer 

Science dominates the dataset (Figure 5), framing security analysis primarily as a technical 

problem grounded in modelling, and computational reasoning. Software Engineering and 

Engineering provide secondary contributions, supporting secure SDLC practices and re-

quirement decomposition, but largely retain a technical focus. Business and Information 

Systems fields contribute relatively little, suggesting underrepresentation of organizational 

and managerial perspectives and helping explain the scarcity of SME-oriented frameworks. 
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Fig 5. Dominant academic fields in security analysis research for software development 

projects (2015–2026). 
Source: The Lens database (2025). 

5.5. RQ5: Keyword Cluster Analysis 

The keyword co-occurrence network (Figure 6) reveals a conceptually fragmented but 

moderately interconnected field. Distinct color clusters represent coherent thematic orienta-

tions, with link density indicating conceptual proximity and node position reflecting inter-

action across themes. Central nodes such as system, model, requirement, and risk act as 

bridges between clusters, while peripheral nodes represent specialized strands. 

Red Cluster: System-Centered and Information-Oriented Security 

The red cluster centers on system, security, data, information, application, and technology, 

reflecting a system-centric perspective focused on protecting information assets and archi-

tectures. Its strong internal connectivity suggests a mature research tradition rooted in com-

puter science, though its separation from project- and requirement-oriented terms indicates 

limited integration with development processes. 

Green Cluster: Project, Risk, and Development Lifecycle Orientation 

The green cluster groups risk, project, software development, model, and technique, repre-

senting research that situates security within software projects and development life cycles. 

While it emphasizes decision-oriented and process-aware analysis, its limited overlap with 

system-level concepts suggests abstraction from concrete security attributes. 
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Fig 6.Conceptual structure of security analysis research in software development projects 

(2015–2026) 
Source: VOSviewer (2025). 

 

Light Green Cluster: Requirements and Methodological Abstraction 

The light green cluster focuses on requirement, model, and technique, acting as a concep-

tual bridge between system and project perspectives. Although the requirement appears as a 

highly connected node, the relative sparsity of this cluster indicates that requirement-driven 

security analysis remains underdeveloped. 

Synthesis of Cluster Roles 

Taken together, the clusters reveal three partially aligned perspectives: system-centric se-

curity, project- and risk-oriented analysis, and requirements-based abstraction. While con-

ceptual bridges exist, persistent fragmentation confirms the absence of cohesive frameworks 

integrating system-level attributes, requirement decomposition, and project-level risk eval-

uation. 
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6. Results 

6.1. Trends Emerging from the Bibliometric Analysis 

The bibliometric analysis shows rapid growth after 2019 followed by stabilization, indicat-

ing a shift from exploratory research to methodological consolidation. This is reflected in 

increasing reliance on secure SDLC guidance and standards-based frameworks, alongside a 

gradual rise in quantitative and model-driven risk assessment. Research remains geograph-

ically concentrated in countries with mature software and cybersecurity ecosystems, which 

shape dominant methodological perspectives. 

The field is still led by computer science and software engineering, reinforcing a technical 

framing of security analysis, while organizational and socio-technical perspectives remain 

marginal. Thematic patterns indicate a gradual shift from system- and information-centered 

security towards project- and requirements-oriented approaches, although integration across 

these strands remains limited. 

These findings align with earlier bibliometric studies reporting strong post-2018 growth, 

increasing dependence on secure SDLC frameworks, and persistent separation between tech-

nical security research and project-level decision processes (Khan et al., 2020; Williams et 

al., 2025). Compared with broader software-security reviews, this study also identifies a 

stronger emphasis on governance-oriented standards (ISO/NIST) and weaker integration of 

requirements engineering and quantitative risk modelling. 

6.2. Literature Gaps with Direct Implications 

Despite this consolidation, the literature shows persistent structural gaps with theoretical 

and practical implications. Cyber risk assessment and requirements engineering remain 

weakly integrated, so security requirements are often defined without explicit links to prior-

itized risk, limiting project-level usefulness. Security attributes from the CIA triad are widely 

referenced but rarely operationalized in analytical models supporting structured evaluation 

across decomposed requirements or development artifacts. 

Many approaches also remain anchored at the organizational or governance level, provid-

ing strategic guidance but little operational support for software projects, especially in early 
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lifecycle phases where design trade-offs are critical. In addition, SME constraints are seldom 

treated as design assumptions, with frameworks often presuming expertise and tooling un-

realistic for resource-constrained organizations. 

Similar gaps are reported in previous bibliometric and systematic reviews, which highlight 

the dominance of technically focused approaches and limited integration of organizational 

constraints and early-phase requirements analysis (Khan et al., 2020; Leppänen et al., 2022). 

Their recurrence across independent studies suggests this fragmentation is structural rather 

than dataset specific. 

6.3. How These Gaps Justify New Research 

These gaps justify further research on project-level frameworks integrating cyber risk as-

sessment with requirements engineering. Requirement-driven approaches combining sys-

tematic decomposition, CIA mapping, and structured risk scoring provide a basis for con-

sistent prioritization and traceability across software artifacts (Fathabadi et al., 2024; Jiang 

et al., 2023). 

This integration is particularly important for SMEs, where security measures must be fea-

sible under resource constraints and growing regulatory pressure. Future frameworks should 

therefore prioritize lightweight design, tool support, and automation. 

Recent studies also highlight the potential of emerging technologies, especially artificial 

intelligence for automated threat modelling, and risk prediction, and DevSecOps pipelines 

for continuous assessment and compliance verification (Bedoya et al., 2024). Together, these 

directions enable scalable, requirement-centered, and resource-efficient security analysis for 

modern software projects. 

7. Conclusions 

This study shows that research on security analysis in software development has grown 

steadily and increasingly converges around secure SDLC models and ISO/NIST standards, 

indicating methodological consolidation. However, risk assessment, requirements engineer-

ing, and security attributes remain weakly integrated, and most frameworks operate at the 
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governance level rather than at the project level. SMEs are particularly underrepresented 

despite their high-risk exposure. 

Overall, the literature still lacks cohesive, project-level frameworks integrating require-

ment decomposition, security attributes, and structured risk assessment, highlighting the 

need for lightweight and operational approaches suited to real-world software development 

constraints. 
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