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“When do you think people die? When they are shot through the heart by the bullet of

a pistol? No. When they are ravaged by an incurable disease? No. When they drink a

soup made from a poisonous mushroom!? No! It’s when. . . they are forgotten.”

— Dr. Hiriluk One Piece
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Resumo

A crescente complexidade das ameaças cibernéticas exige o desenvolvimento de ferra-

mentas de cibersegurança mais avançadas. Esta dissertação apresenta uma metodologia

de avaliação de risco para soluções de cibersegurança habilitadas por Inteligência Artifi-

cial (IA), com foco em Redes de Missão Federada (FMNs), um componente crucial nas

operações militares e governamentais.

A metodologia baseia-se em metodologias consagradas, como a metodologia de classi-

ficação de risco OWASP e o modelo de ameaças STRIDE, para avaliar sistematicamente

os riscos que a IA introduz nesses ambientes. O núcleo desta pesquisa foca em garantir

que os sistemas de IA sejam não apenas eficazes, mas também seguros, enfatizando a im-

portância de monitoramento cont́ınuo, mecanismos robustos de autenticação e detecção

de ameaças em tempo real em redes de missão cŕıtica.

A metodologia é aplicada a ferramentas como OutGene e Cortex XDR, entre out-

ras, prefazendo um total de nove ferramentas, ilustrando a necessidade de uma rigorosa

avaliação de IA na proteção de infraestruturas senśıveis. Ao abordar vulnerabilidades

espećıficas de IA e alinhar práticas de segurança com os requisitos únicos das FMNs,

esta dissertação contribui para o crescente campo da cibersegurança aprimorada por IA,

oferecendo uma abordagem estruturada e escalável para garantir a resiliência de redes e

a integridade operacional.

Palavras-chave: Cibersegurança habilitada por IA, Redes de Missão Feder-

ada, Gestão de Riscos, Metodologia STRIDE, OWASP, Deteção de intrusões.
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Abstract

The increasing complexity of cyber threats necessitates the development of more advanced

cybersecurity tools. This thesis introduces an Artificial Intelligence (AI) risk evalua-

tion methodology for AI-enabled cybersecurity solutions, focusing on Federated Mission

Networks (FMNs), a crucial component in military and governmental operations. The

methodology is based on established methodologies such as OWASP’s risk rating method-

ology and the STRIDE threat model to systematically assess the risks AI introduces in

these environments. The methodology evaluates AI-driven tools based on their ability to

detect, mitigate, and respond to cyber threats while identifying potential vulnerabilities,

such as spoofing, tampering, and denial of service.

The core of this research focuses on ensuring that AI systems are not only practical but

also secure, emphasizing the importance of continuous monitoring, robust authentication

mechanisms, and real-time threat detection in mission-critical networks.

The methodology is applied to tools like OutGene and Cortex XDR, amongst others,

making a total of 9 tools, illustrating the need for rigorous AI evaluation in safeguarding

sensitive infrastructures. By addressing AI-specific vulnerabilities and aligning security

practices with the unique requirements of FMNs, this thesis contributes to the growing

field of AI-enhanced cybersecurity, offering a structured, scalable approach to ensuring

network resilience and operational integrity.

Keywords: AI-enabled cybersecurity, Federated Mission Networks, Risk man-

agement, STRIDE methodology, OWASP, Intrusion Detection.
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Chapter 1

Introduction

This chapter will discuss the challenges and the motivation for this particular problem,

define the main objectives of this work, and provide a brief thesis outline.

1.1 Motivation

With the increasing reliance on computer systems and networks in nearly every aspect

of our lives, from personal banking and shopping to critical infrastructure such as power

grids and transportation systems, the importance of effective cybersecurity cannot be

overstated. Cyber-attacks can have far-reaching consequences, from the theft of sensitive

information and financial loss to the disruption of essential services and even physical

damage [1].

As a result, cybersecurity has become a crucial component of national security and is

a top priority for governments, businesses, and individuals. It involves various activities,

including implementing strong security policies, standards, and procedures, encrypting

data, regularly patching and updating software in sensible assets, and training employees

to recognize and avoid common cyber threats.

Overall, cybersecurity aims to create a secure digital environment where individuals

and organizations can confidently operate, knowing their information and systems are

protected against attacks.

Cybersecurity has faced several new challenges in recent years as technology advances

and cyber threats become more sophisticated. Two of the key challenges have been the

development of new Intrusion Detection Systems (IDS) that can effectively identify and
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respond to these threats, as well as Security Information and Event Management (SIEM)

solutions to help analysts from said organizations tackle and better grasp various threat

scenarios.

One of the ways in which IDSs and SIEMs are evolving to meet these challenges is

through the implementation of Artificial Intelligence (AI) through Machine Learning (ML)

algorithms. These algorithms allow them to learn and adapt to new threats, improving

their ability to identify and respond to them.

Additionally, AI can help automate many tedious and time-consuming tasks associated

with managing and maintaining an IDS, freeing security personnel to focus on more

strategic tasks. However, implementing AI in IDSs also presents its own set of challenges.

For example, it can be difficult to ensure that the algorithms used by the IDS are free of

bias, which can lead to false positives and other errors. Adding to all of this, there is a

risk that attackers may be able to manipulate the AI in IDSs to bypass their defenses.

Overall, the integration of AI into cybersecurity tools has the potential to enhance their

effectiveness greatly. Still, it also requires careful consideration and planning to ensure

that it is implemented in a way that is both effective and secure. More importantly, AI

cybersecurity tools might be attacked [2], which may also become a vulnerability for the

systems they protect.

1.2 Objectives

In light of the growing reliance on AI-enabled cybersecurity tools, especially within the

context of mission-critical networks like Federated Mission Networks (FMNs), a concept

developed by the North Atlantic Treaty Organization (NATO), this thesis aims to explore

the potential of AI tools and associated risks. As the complexity and sophistication of AI

increase, it is essential to evaluate both their benefits and potential vulnerabilities when

deployed in cybersecurity frameworks.

To guide this investigation, three core questions are central to this research:

• Q1: What are the critical risks of using AI in cybersecurity applications within

Federated Mission Networks?

• Q2: How can we effectively evaluate AI tools in terms of their ability to secure

FMNs while addressing potential vulnerabilities introduced by these technologies?
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• Q3: What methodologies and frameworks can ensure AI-enabled cybersecurity tools

operate securely and resiliently within high-stakes, mission-critical environments?

This research will evaluate AI’s role in cybersecurity by proposing a structured risk

assessment methodology, integrating well-established methodologies to assess AI’s impact

on security, and proposing mitigation strategies for identified risks. Through these anal-

yses, the study seeks to create a robust methodology that ensures AI tools can be safely

deployed in FMNs while addressing emerging threats and risks.

1.3 Thesis Outline

This thesis presents a risk evaluation methodology for AI-enabled cybersecurity tools,

focusing on their use in FMNs. The structure of the work is designed to systematically

address the complexities of cybersecurity in these environments while developing a com-

prehensive framework for assessing AI tools.

The introduction presents the motivation behind researching AI-enabled cybersecurity

solutions in the context of FMNs. It sets the stage for the study by highlighting the

increasing role of AI in addressing sophisticated cyber threats and the critical need for

ensuring the security of sensitive military networks. The chapter concludes by outlining

the specific objectives of the research, with a focus on developing a methodology to assess

AI tools used in these environments.

Chapter 2 delves into the role of AI in cybersecurity, discussing its applications in IDS,

SOAR systems, and SIEM platforms. Additionally, this chapter introduces Federated Mis-

sion Networks, exploring the security challenges they face, such as interoperability, data

protection, and access control. These challenges provide the context for understanding

why a rigorous evaluation of AI tools is essential in FMN environments.

Chapter 3 section reviews existing AI risk management frameworks such as OWASP,

STRIDE, and NIST’s AI risk management frameworks. This chapter also identifies gaps

in current research, particularly in evaluating AI tools for use within FMNs, underscoring

the need for a focused and robust assessment framework tailored to these specific scenarios.

Chapter 4 outlines the proposed AI risk evaluation methodology, which combines

the STRIDE threat modeling approach with OWASP’s risk rating methodology. The

methodology aims to assess the vulnerabilities, likelihood, and impact of using AI tools in
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FMNs. This chapter explains the methodology step-by-step. It discusses how it addresses

the specific security concerns relevant to FMNs, making it a practical tool for cybersecurity

analysis in these complex environments.

Chapter 5 applies the evaluation framework to four distinct AI tools: OutGene, Cor-

tex XDR, Demisto (Cortex XSOAR), and Phantom (Splunk SOAR). This application

demonstrates how the framework systematically identifies vulnerabilities, assesses risks,

and proposes mitigation strategies for each tool in the FMN context. The chapter illus-

trates the practical utility of the framework through detailed case studies of these tools.

The chapter then extends the application of the methodology to additional AI-enabled

cybersecurity tools, namely DarkTrace, Vectra AI, Cynet, Cybereason, and Swimlane. By

comparing these tools with the ones previously studied in depth, this chapter provides

a streamlined assessment based on their similarities, further showcasing the adaptability

and scalability of the framework.

Finally, the conclusion summarizes the key findings of the thesis, emphasizing the im-

portance of evaluating AI-enabled tools in Federated Mission Networks. It reflects on the

efficacy of the proposed framework in identifying and mitigating risks. It suggests poten-

tial avenues for future research, such as expanding the framework to other AI technologies

or civilian cybersecurity networks.
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Chapter 2

Background

The following chapter will clarify some crucial topics to bear in mind during the conception

of the document for a better understanding of the subject at hand.

2.1 Cybersecurity Functions (IPDRR model)

The Cybersecurity functions or the Identify, Protect, Detect, Respond, and Recover (IP-

DRR) model is a framework that organizations often use to guide their cybersecurity

efforts:

1. Identify: Identify the assets (e.g., systems, data, networks) that need to be pro-

tected, as well as the potential risks and vulnerabilities that they are exposed to. ML

algorithms could identify patterns and anomalies in network traffic and user behavior,

allowing organizations to detect and track potential threats [3].

2. Protect: Implement measures to prevent or mitigate potential security incidents,

such as installing firewalls, configuring access controls, and implementing security policies

and procedures. Deep learning models could be used to analyze large amounts of data

and learn to recognize patterns associated with malicious activity, allowing organizations

to prevent attacks proactively [4].

3. Detect: continuously monitoring the organization’s systems and networks for secu-

rity events or incidents and responding appropriately. Natural language processing (NLP)

techniques could be used to analyze text-based communication and identify indicators of

compromise, such as the use of specific language or the presence of certain keywords [5].

4. Response: taking immediate action to address a security incident, such as isolating
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infected systems, blocking malicious traffic, or restoring systems from backup. Decision

tree algorithms could be used to automate the response process by evaluating different sce-

narios and determining the most appropriate course of action based on the data available

[6].

5. Recovery: returning systems and data to normal operation after a security incident

has been addressed and taking steps to prevent similar incidents from occurring in the

future. Graph-based approaches could be used to model the relationships between differ-

ent components of an organization’s IT infrastructure and identify the potential impacts

of an attack, allowing for more effective recovery efforts [7].

By following the IPDRR model, organizations can build a robust cybersecurity pro-

gram that helps to ensure the confidentiality, integrity, and availability of their systems

and data.

2.2 Artificial Intelligence and Machine Learning

AI is a 60-year-old field of Computer Science that refers to the creation of systems that can

perform tasks typically requiring human intelligence, such as decision-making, problem-

solving, understanding language, and recognizing patterns. AI is broadly categorized into

[8]:

• Narrow AI (Weak AI): AI systems designed to accomplish specific tasks, like

image recognition or language translation. These systems operate under predefined

parameters without general intelligence.

• General AI (Strong AI): Hypothetical systems capable of understanding and

learning from experiences across various tasks, mimicking human cognitive abilities.

• Machine Learning (ML): A subset of AI focused on creating algorithms that

enable machines to learn from data and improve over time. It includes supervised,

unsupervised, and reinforcement learning techniques.

• Deep Learning: A subset of machine learning that uses multi-layered neural net-

works to analyze complex data sets. It has become particularly effective in fields

like image recognition, speech processing, and autonomous systems.
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AI is increasingly integrated into diverse fields, including healthcare, cybersecurity, fi-

nance, and automation, improving efficiency, reducing human errors, and enabling the

automation of complex tasks.

ML is a field of AI that uses statistical techniques to allow computer systems to

learn (i.e., progressively improve performance on a specific task) from data without being

explicitly programmed. ML algorithms build a mathematical model based on sample

data, known as training data, to make predictions or decisions without being explicitly

programmed. ML aims to create machines that can automatically learn how to make

decisions. This learning process involves training a computing device to analyze a set of

data (called training data) using a specific ML algorithm. [9].

There are several types of ML. Three that have been applied in the context of cyber-

security [10] are supervised learning, unsupervised learning, and reinforcement learning.

• Supervised learning uses labeled data to teach a machine how to perform a task.

Labeled data is data that has already been classified into one or more categories.

Examples of supervised learning include image recognition, facial recognition, and

natural language processing.

• Unsupervised learning uses unlabeled data to allow a machine to identify patterns in

data. Unsupervised learning does not require labeled data and is used for clustering,

dimensional reduction, and anomaly detection tasks.

• Reinforcement learning is a type of machine learning that uses reward and punish-

ment to teach a machine how to perform a task. Reinforcement learning algorithms

use trial and error to learn from their mistakes and adjust their behavior accordingly.

Examples of reinforcement learning include game-playing, robotics, and autonomous

vehicles.

With the help of ML tools, it is possible to enhance certain capabilities of cybersecurity

functions, making it the target of recent studies around the matter [11].

It is essential to highlight how ML techniques significantly enhance the effectiveness

and scope of cybersecurity operations. ML perfectly complements cybersecurity functions

with its capacity to process large volumes of data, recognize patterns, and adapt over

time. ML fundamentally transforms these functions by automating tasks that tradition-

ally require manual intervention, offering higher precision and speed in threat detection,
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mitigation, and response.

For instance, supervised learning models can be used to enhance the Identify function

by recognizing complex patterns in network traffic that may indicate potential vulner-

abilities or cyber-attacks. This proactive approach allows for the early detection of se-

curity threats. On the other hand, unsupervised learning algorithms, such as clustering

techniques, significantly contribute to the Detect function by identifying anomalies that

deviate from normal network behavior and flagging potential threats that may not have

been previously encountered or classified.

Moreover, ML also strengthens the Respond and Recover functions by automating

threat response workflows. For example, decision tree models can be applied to guide

automated systems in taking immediate and appropriate actions during active threats.

In parallel, graph-based approaches help map relationships between network components,

aiding faster and more efficient incident recovery.

Therefore, integrating ML into cybersecurity functions creates a robust, scalable so-

lution for addressing the increasing complexity of cyber threats. This seamless blend of

ML and cybersecurity not only enhances the ability to predict and identify risks but also

enables both preventive and reactive measures across the entire cybersecurity landscape.

2.3 Security Systems

This section presents a sample of security services or tools that can rely on AI.

2.3.1 Intrusion Detection Systems

An IDS is a security system that monitors a network or system for malicious activity or

policy violations. It detects malicious activity and generates an alert so that appropriate

actions can be taken. There are two main types of IDSs [12]: network-based IDSs and

host-based IDSs:

• Network-based IDSs (NIDS) are designed to monitor network traffic for signs of

security threats. They typically operate at the network layer and can analyze traffic

from multiple hosts at once. NIDSs are useful for detecting threats that are spread

across a network, such as malware or denial of service attacks.
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• Host-based IDSs (HIDS) are designed to monitor a single host for signs of security

threats. They operate at the host level and are useful for detecting threats that are

specific to a single host, such as unauthorized access or changes to system files.

There are also two approaches, among others, to intrusion detection: Anomaly-based

Intrusion Detection and Signature-based Intrusion Detection. Anomaly-based detection

uses heuristic rules or statistical models to classify behavior as benign or malicious, while

signature-based detection looks for predefined patterns to identify known attacks.

Oliveira et al. [12] discuss using artificial intelligence algorithms, such as Neural

Networks, Random Forests, k-Nearest Neighbors, and Support Vector Machines, to im-

prove intrusion detection performance. There were also some experiments using three

different artificial intelligence models (Random Forests, Multilayer Perceptron, and Long

Short-Term Memory) on two datasets (CIDDS-001 and UNSW-NB15) to evaluate the

performance of different anomaly detection approaches. It was found that the multi-flow

approach and the Long Short-Term Memory model achieved the best performance in

terms of both detection and attack classification, turning itself into a great example of AI

applied to cybersecurity solutions.

2.3.2 Security Information and Event Management

SIEMs are tools used by SOCs to collect, normalize, and analyze security events from

various sources [13]. These events may be generated by Information technology (IT) assets

such as networks, perimeter defense systems, and application servers. They can include

log files and activity from sensors monitoring these assets. When a SIEM system detects a

possible malicious activity, it triggers an alert, which is then reviewed by SOC personnel to

determine if further action, such as coordinating incident response and forensic activities,

is necessary. SIEMs use rule engines to apply rules to events and generate alerts, which can

be created by analysts or algorithmically generated from events through pattern mining or

anomaly detection techniques. The effectiveness of a SIEM system depends on its ability

to ingest and analyze large amounts of data, as well as its access to actionable threat

intelligence

Despite being a strong technical foundation for SOCs, SIEMs still have room for

improvement in adaptability, context awareness, flexibility, holism, and social integration.

Several potential AI-based approaches could address these issues in SIEM systems. For
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example, ML techniques could improve the adaptability and context-awareness of SIEMs

by enabling them to learn from past events and adapt their behavior accordingly[14].

Natural language processing could improve the social integration of SIEMs by enabling

them to understand and analyze text-based communications and extract relevant infor-

mation [5]. Finally, graph-based approaches could improve the holism and flexibility of

SIEMs by allowing them to model complex relationships and connections between events

and entities [7].

2.3.3 Security Orchestration Automation Response

Security Orchestration, Automation and Response (SOAR) [15] is a set of tools and

technologies organizations use to automate and improve their cybersecurity operations.

SOAR helps organizations manage and respond to cybersecurity threats more efficiently

and effectively by automating the collection and analysis of security data, the creation

and execution of response plans, and the communication of relevant information to stake-

holders.

SOAR technologies often include a security orchestration platform, which coordinates

the actions of different cybersecurity tools and systems, and an automation engine, which

automates the execution of tasks and processes. SOAR solutions may also include a secu-

rity incident response platform, which helps organizations track and manage the progress

of their response to a cybersecurity threat.

Some of the most popular examples of SOAR platforms include Demisto, Phantom,

and Swimlane, which provide tools for security analysts to collect and analyze data from

various sources and use that information to identify and respond to potential threats. It

also includes functionality for automating certain incident response tasks. They mainly

provide the following range of features:

• Automation of incident response tasks

• Integration with a wide range of security technologies and platforms

• Collaboration and communication tools for security teams

• A library of security playbooks and use cases

• A machine learning-based threat intelligence engine
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2.4 Federated Mission Networks

A segregated network is a type of computer network that is physically or logically isolated

from other networks, both internally and externally. This means the segregated network

is disconnected from other networks and operates independently. Segregated networks

are typically used in environments where security is paramount, such as in the military,

government, and financial organizations, where sensitive information must be protected

from unauthorized access and cyber-attacks.

A segregated network may also be called an air-gapped, isolated, or closed network

[16]. The network may be physically segregated by using separate hardware or software

components or logically segregated using access controls, firewalls, or other security mea-

sures to prevent unauthorized access. Sometimes, a segregated network may be connected

to other networks but only through a limited number of controlled access points, such as

a secure gateway or Virtual Private Network (VPN).

A FMN is a concept that refers to a collaborative and interoperable network infras-

tructure used by different organizations, agencies, or entities to support joint operations,

missions, or activities. The primary goal of an FMN is to enable secure and seamless in-

formation sharing and communication among diverse participants while maintaining data

integrity and confidentiality [17].

The FMN approach recognizes that modern operations often involve multiple entities,

such as military forces, government agencies, allied nations, and partner organizations.

These entities may have independent networks, systems, and information repositories.

However, to effectively collaborate and achieve shared objectives, it is crucial to establish

a common network infrastructure that allows authorized participants to connect, commu-

nicate, and exchange information in a controlled and coordinated manner.

In a FMN, participating organizations retain control over their network resources

and assets while adhering to common standards and protocols. This enables secure and

seamless integration of disparate systems, applications, and data sources, regardless of the

specific technologies each participant employs. The FMN promotes information sharing,

situational awareness, and decision-making across organizational boundaries, facilitating

better coordination, efficiency, and effectiveness in joint missions or operations.

The key features of a FMN typically include:

• Interoperability: The FMN ensures that diverse systems and networks can commu-
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nicate and exchange information effectively by adopting standardized protocols and

interfaces.

• Security: Robust security measures, including authentication, encryption, access

control, and data protection, are implemented to safeguard sensitive information

and prevent unauthorized access or data breaches.

• Scalability: FMNs are designed to accommodate a large number of participants

and handle increasing volumes of data, ensuring the network can scale as mission

requirements evolve.

• Flexibility: The FMN architecture allows participants to connect using a variety

of technologies, such as wired, wireless, or satellite communication, accommodating

different operational environments and scenarios.

• Governance: FMNs require clear governance structures, policies, and procedures to

establish rules for participation, information sharing, data ownership, and opera-

tional guidelines.

Overall, a FMN serves as a foundation for enhanced collaboration, coordination, and

information sharing among diverse entities involved in joint operations, enabling them to

work together more effectively towards common goals while preserving the autonomy and

security of each participant’s network infrastructure.

Within the FMN concept, there is a term called Spirals. It refers to incremental

development and deployment phases within the FMN framework [18]. Each spiral repre-

sents a specific phase or iteration of capability development and deployment. Some key

characteristics and differences between the spirals are the following:

• Spiral 1:

– Early phase of FMN development.

– Focuses on establishing foundational infrastructure, network connectivity, and

basic interoperability.

– Aims to establish a common operating environment and enable basic informa-

tion sharing between participating entities.
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• Spiral 2:

– Builds upon the achievements of Spiral 1.

– Focuses on enhancing information sharing and collaboration capabilities.

– Expands interoperability and introduces more advanced communication and

data exchange mechanisms.

– Incorporates security enhancements and policies to protect sensitive informa-

tion.

• Spiral 3:

– Further advances information sharing and collaboration capabilities.

– Emphasizes integration of additional mission-specific applications and services.

– Enhances security measures, including identity management and access con-

trols.

– Expands the scope of FMN to involve a broader range of mission partners and

stakeholders.

• Spiral 4:

– Represents a significant milestone in FMN maturity.

– Focuses on achieving a highly interoperable and scalable network infrastruc-

ture.

– Enables seamless integration and interoperability across multiple domains and

mission areas.

– Incorporates advanced technologies and standards to support complex mission

requirements.

It’s important to note that each spiral’s specific characteristics and scope may vary

depending on the context and specific implementation of FMN. The spirals provide a

structured and incremental approach to capability development, allowing for continuous

improvement and expansion of FMN capabilities over time.

Following NATO’s roadmap of implementing these spirals, we are currently in the

spiral 4 preferred operational use phase. This information will help shape the guidelines

and procedures while developing our methodology.
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As of today, other spirals are being developed and implemented, but due to the nature

of the documentation, we kept them out of the scope of this thesis.
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Chapter 3

Related Work

In this chapter, we will explore the various ways AI is being used in cybersecurity in the

current literature and risk management methodologies currently employed in organiza-

tions.

3.1 Artificial Intelligence in Cybersecurity

AI has the potential to revolutionize cybersecurity by enabling computers to detect and

respond to cyber threats in real-time. AI algorithms can analyze vast amounts of data and

recognize patterns humans might miss, making them well-suited for identifying and mit-

igating cyber attacks. There are several ways in which AI is being used in cybersecurity,

including:

• Intrusion detection: AI algorithms can analyze network traffic and identify anoma-

lies that may indicate a cyber attack.

• Vulnerability assessment: AI algorithms can analyze software and identify vulnera-

bilities that cyber attackers could exploit.

• Malware detection: AI algorithms can analyze files and identify malware that may

be hidden within them.

• Phishing detection: AI algorithms can analyze emails and identify phishing attacks

that may trick users into divulging sensitive information.

In Apruzzese et al. [19], a comprehensive overview and practical recommendations

for the use of ML in cybersecurity are given, with a focus on making the information
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accessible to a wide range of stakeholders, including security specialists, executives, and

researchers. It also aims to clear misconceptions about the use of ML in cybersecurity,

and it distinguishes itself from previous work by offering a ”meta-review” that provides

a comprehensive overview, practical recommendations, and research directions and ad-

dresses misconceptions within the entire cybersecurity sphere.

Broad examples are given in terms of ML’s application in the cases of Threat detec-

tion, whether Network Intrusion, Malware, or Phishing, showing promising results, Alert

Management, Raw data Analysis, Risk Exposure Assessment, and others. All of these

show an excellent omen towards the use of AI in cybersecurity, but it also comes with its

disadvantages as the cybersecurity ecosystem is highly dynamic, and it becomes challeng-

ing to provide real-world data to these AI solutions to be trained as well as companies

tending to not sharing their own data making this an even harder spot for AI to thrive.

Some work has to be done to create transparency and disclosure of said environment

data to compete with the shortage of adequate data, making AI tools much closer to the

real world as possible to better help SOC teams perform their jobs and keep organizations,

critical or non-critical, safe.

3.2 Risk Management

Risk assessment and management play crucial roles in cybersecurity and beyond. They

are systematic processes designed to identify, evaluate, and mitigate potential risks orga-

nizations face in achieving their objectives. By understanding and effectively managing

risks, organizations can make informed decisions, allocate resources wisely, and protect

their assets and interests.

Kaplan and Garrick [20] explored the concept of risk and provided insights into its

quantitative definition. Risk, in the context of this paper, refers to the probability of an

undesirable event or outcome occurring and its potential impact on objectives or interests:

• Likelihood: Risk involves assessing an event or outcome’s likelihood. This proba-

bility can range from low to high, indicating the chance of the event happening.

Probability is often expressed numerically or as a percentage, representing the fre-

quency or likelihood of occurrence.

• Impact: Risk also considers the potential consequences or impact that may result
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from the event’s occurrence. The impact can vary in severity, from minor disruptions

to significant loss or harm. It encompasses various dimensions such as financial,

operational, reputational, or health and safety impacts.

The main objective here is never 100% security but acceptable risk, which can translate

into defining risk as a relation likelihood of a security violation and the impact of said

security violation:

risk = likelihood× impact (3.1)

The likelihood of a security violation is the relation between the threat level and the

vulnerability level:

likelihood = threat× vulnerability (3.2)

Most risk rating methodologies are based on these two principles, which is why we will

look at some examples in this section.

3.2.1 OWASP Risk Rating Methodology

The Open Web Application Security Project (OWASP) developed the OWASP Risk Rat-

ing Methodology that offers a structured approach to risk assessment, enabling cyberse-

curity analysts to manage and mitigate potential threats effectively.

The OWASP Risk Rating Methodology consists of six main steps that guide analysts

through the risk assessment [21]:

• Step 1: Identifying a Risk: The first step involves identifying and documenting

the risks associated with software vulnerabilities. This includes considering various

factors such as the nature of the vulnerability, the potential impact it may have,

and the likelihood of exploitation.

• Step 2: Factors for Estimating Likelihood: In this step, analysts evaluate the like-

lihood of a vulnerability being exploited. Factors such as the prevalence of the

vulnerability, the skill level of potential attackers, and the effectiveness of existing

security controls are taken into account to estimate the likelihood accurately.

• Step 3: Factors for Estimating Impact: The next step focuses on assessing the

potential impact of a successful exploitation. Analysts consider the potential harm
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to the confidentiality, integrity, and availability of the system or data, as well as any

associated business, regulatory, or reputational impacts.

• Step 4: Determining Severity of the Risk: Based on the estimated likelihood and

impact, analysts determine the severity of each identified risk. This step helps

prioritize the risks by assigning them appropriate severity levels.

• Step 5: Deciding What to Fix: Once the risks are categorized by severity, analysts

can make informed decisions on which risks to address first. They consider the

severity level, available resources, and the organization’s overall risk tolerance.

• Step 6: Customizing The Risk Rating Model: The final step involves customizing

the risk rating model to suit the organization’s specific needs. This may include

adjusting the factors used to estimate likelihood and impact or incorporating addi-

tional considerations based on the organization’s risk appetite.

By following these six steps, the OWASP Risk Rating Methodology enables cybersecurity

analysts to systematically assess and prioritize software vulnerabilities. It empowers orga-

nizations to allocate resources effectively, focus on critical risks, and implement targeted

risk mitigation strategies.

3.2.2 Windows STRIDE and DREAD Threat Modelling

STRIDE and DREAD are two models mainly used in threat modeling that provide struc-

tured approaches for identifying and evaluating potential threats to software systems [22].

STRIDE is an acronym representing a set of threat categories used in threat modeling.

It stands for Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service,

and Elevation of Privilege. STRIDE provides a systematic approach to identifying and

evaluating potential threats during the software development lifecycle.

Each letter in STRIDE corresponds to a specific type of threat:

• Spoofing: This threat category involves an attacker impersonating another user or

entity to gain unauthorized access or deceive the system.

• Tampering: Tampering threats involve unauthorized modification, alteration, or

destruction of data or system components, leading to potential security breaches.
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• Repudiation: Repudiation threats relate to the inability to verify or authenticate

actions or events, making it difficult to prove or disprove the involvement of specific

individuals or entities.

• Information Disclosure: Information disclosure threats refer to unauthorized access

or exposure of sensitive information, potentially leading to privacy breaches or data

misuse.

• Denial of Service: Denial of Service threats aim to disrupt or degrade the availability

or functionality of a system, making it inaccessible or unusable for legitimate users.

• Elevation of Privilege: Elevation of Privilege threats involve unauthorized escalation

of user privileges, allowing attackers to gain higher levels of access or control within

a system.

By systematically analyzing a system or software application using the STRIDE frame-

work, security professionals can identify potential vulnerabilities and design appropriate

countermeasures to mitigate the identified threats.

DREAD is another method that focuses on assessing and prioritizing risks based on

five key factors: Damage potential, Reproducibility, Exploitability, Affected users, and

Discoverability. It provides a structured approach for evaluating the severity and impact

of identified threats.

The factors in the DREAD framework are as follows:

• Damage potential: This factor assesses a threat’s potential impact and severity if

it were to be successfully exploited. It considers the potential harm to assets, data,

and the overall system.

• Reproducibility: Reproducibility evaluates how easily an attacker can replicate or

exploit the identified threat. It takes into account the effort required to exploit the

vulnerability consistently.

• Exploitability: Exploitability measures the ease with which an attacker can ex-

ploit the vulnerability associated with the threat. It considers factors such as the

availability of tools, knowledge, and skills required to carry out the attack.
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• Affected users: This factor assesses the number of users or entities impacted by the

threat. It considers the potential reach and scope of the vulnerability in terms of

affected individuals or systems.

• Discoverability: Discoverability evaluates the likelihood of the threat being discov-

ered by potential attackers or security researchers. It considers factors such as the

visibility of the vulnerability and the level of attention it may attract.

By assigning scores or ratings to each factor, DREAD helps prioritize the identified

threats based on their severity and potential impact. This allows organizations to focus

their resources and efforts on addressing the most critical threats first.

Both STRIDE and DREAD methods provide structured approaches to identify, as-

sess, and prioritize threats during the software development process. By systematically

evaluating potential threats, organizations can proactively design and implement appro-

priate security measures to mitigate risks and enhance the overall security posture of their

systems and applications.

3.2.3 NIST Special Publication 800-37 Revision 2

NIST Special Publication 800-37 Revision 2 (NIST.SP.800-37r2) provides guidance for

managing risks associated with the security and privacy of information systems [23].

This Risk Management Framework (RMF) emphasizes integrating security and privacy

considerations throughout the system development life cycle.
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The main aspects of NIST.SP.800-37r2 can be summarized in four major topics:

• Risk-Based Approach: The RMF promotes managing risks holistically, focusing

on the organization’s operations, assets, and individuals rather than relying solely

on technical controls.

• Integration of Security and Privacy: It incorporates security and privacy into

the RMF, recognizing that both are crucial in modern systems.

• Continuous Monitoring: A major focus is the continuous assessment and moni-

toring of controls to ensure they remain effective over time.

• Alignment with NIST Cybersecurity Framework (CSF): The RMF is aligned

with the NIST CSF [24] to ensure complementary usage and help organizations meet

regulatory requirements, either national or international.

Going into detail, the RMF is a comprehensive, seven-step process designed to in-

tegrate security and privacy throughout the lifecycle of information systems. It starts

with preparing and categorizing systems based on risk impact, then selecting, implement-

ing, and assessing security controls before authorizing system operation. The final step

emphasizes continuous monitoring to ensure controls remain effective over time. This

framework addresses an organization’s entire risk management approach, blending com-

pliance, system operations, and ongoing risk mitigation:

1. Prepare: Organizational preparation for risk management.

2. Categorize: Classify information systems and data based on the impact levels of

confidentiality, integrity, and availability (CIA).

3. Select: Choose appropriate security and privacy controls from NIST SP 800-53

[25].

4. Implement: Deploy and configure the selected controls.

5. Assess: Review the effectiveness of the controls.

6. Authorize: A senior official makes a risk-based decision to authorize system oper-

ation.
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7. Monitor: Continuously monitor the system for emerging risks and changes.

While RMF offers a broad lifecycle approach for managing risk across an organization’s

systems, OWASP focuses on identifying and addressing specific vulnerabilities within web

applications. Both approaches are vital in their respective areas—NIST for full-scale

system security and compliance and OWASP for mitigating practical software and web

development risks.

3.2.4 NIST AI Risk Management Framework

The NIST AI Risk Management Framework (AI RMF) 1.0. acknowledges the significant

potential of AI technologies to impact society positively. It also recognizes the risks

they pose and aims to help organizations manage these risks and promote responsible

development and use of AI systems [26].

The AI RMF is designed to provide organizations with approaches to enhance trust-

worthiness and foster responsible AI design, development, deployment, and use. It is

intended to be flexible, voluntary, and applicable across sectors and use cases.

The Framework consists of two parts: framing AI risks and trustworthiness and the

”Core” functions - GOVERN, MAP, MEASURE, and MANAGE - which help organiza-

tions address AI risks practically.

This framework is an upgrade from the notions introduced with OWASP methodology

and STRIDE and DREAD due to its incorporation of the concepts discussed previously,

but also it sees the whole risk management through a wider scope, analyzing not only the

tools used and the risk to the organization but also the impacts of the environment of

said organization.

The aspect of framing AI risks and trustworthiness by discussing the characteristics

of trustworthy AI systems and providing guidance on how to address them. These char-

acteristics include being valid and reliable, safe, secure and resilient, accountable and

transparent, explainable and interpretable, privacy-enhanced, and fair with harmful bias

managed.

Trustworthy AI systems need to be responsive to various criteria that are valuable to

interested parties. Enhancing AI trustworthiness can help reduce negative AI risks. How-

ever, addressing each characteristic individually does not guarantee trustworthiness, as
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tradeoffs may be involved, and the importance of each characteristic can vary in different

situations.

The characteristic of being valid and reliable refers to the accuracy and robustness

of AI systems. Validation confirms that the requirements for a specific use have been

fulfilled, while reliability relates to the system’s ability to perform as required without

failure. Measures of accuracy, robustness, and reliability contribute to the trustworthiness

of AI systems.

The AI RMF Core functions, as outlined in the document, consist of four main func-

tions: GOVERN, MAP, MEASURE, and MANAGE. These functions provide a framework

for managing AI risks and developing trustworthy AI systems. Here’s an overview of each

function and its categories/subcategories:

GOVERN Function: The GOVERN function of the AI RMF Core cultivates a risk

management culture, outlines processes and documents, assesses potential impacts, aligns

with organizational principles, connects technical aspects with values, and addresses the

full product lifecycle. It establishes a foundation for effective AI risk management and

ensures that AI systems are developed and deployed in line with organizational priorities:

• GOVERN 1: Policies, processes, procedures, and practices related to mapping,

measuring, and managing AI risks.

• GOVERN 2: Accountability structures to empower and train teams and individuals

responsible for managing AI risks.

• GOVERN 3: Workforce diversity, equity, inclusion, and accessibility processes.

• GOVERN 4: Organizational commitment to a risk-focused culture.

• GOVERN 5: Robust engagement with relevant AI actors.

• GOVERN 6: Policies and procedures to address AI risks arising from third-party

software, data, and supply chain issues.

MAP Function: The MAP function in the AI RMF Core establishes the context for

AI risks. It identifies and understands the intended purposes, potential impacts, and

settings of AI systems. It incorporates interdisciplinary perspectives, considers organi-

zational goals, and assesses the risks and benefits associated with AI technology. The
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MAP function provides crucial knowledge to inform decision-making throughout the AI

lifecycle:

• MAP 1: Establishing and understanding the context.

• MAP 2: Categorization of the AI system.

• MAP 3: Understanding AI capabilities, goals, benefits, and costs.

• MAP 4: Mapping risks and benefits of AI system components.

• MAP 5: Characterizing impacts on individuals, groups, communities, organizations,

and society.

MEASURE Function: The MEASURE function in the AI RMF Core employs various

methods and metrics to analyze, assess, and measure AI risks. It involves quantitative,

qualitative, or mixed-method approaches to evaluate the functionality, trustworthiness,

and performance of AI systems. Through rigorous testing, verification, and validation

processes, organizations gather objective data to determine the system’s safety, reliability,

transparency, privacy, fairness, and environmental impact. The MEASURE function

provides valuable insights for managing AI risks and informs decision-making throughout

the AI system’s lifecycle.:

• MEASURE 1: Identifying appropriate methods and metrics.

• MEASURE 2: Evaluating AI systems for trustworthy characteristics.

• MEASURE 3: Tracking identified AI risks over time.

• MEASURE 4: Gathering and assessing feedback about measurement efficacy.

MANAGE Function: The MANAGE function allocates resources and responds to AI

risks. It involves prioritizing and managing identified risks based on their impact and

likelihood. Organizations develop strategies to maximize AI benefits while minimizing

negative impacts. Risk treatment options, such as mitigation, transfer, avoidance, or

acceptance, are employed. The MANAGE function also includes planning for incident re-

sponse, recovery, and communication. It ensures that AI systems are effectively managed

throughout their lifecycle.:
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• MANAGE 1: Prioritizing, responding to, and managing AI risks.

• MANAGE 2: Planning, preparing, implementing, and documenting strategies to

maximize benefits and minimize negative impacts.

• MANAGE 3: Managing AI risks and benefits from third-party entities.

• MANAGE 4: Documenting and monitoring risk treatments, response and recovery

plans, and communication plans.

These functions provide a structured approach to AI risk management and can be

applied iteratively throughout the AI system lifecycle. Organizations can choose the

relevant categories and subcategories based on their needs and resources while ensuring

compliance with legal, regulatory, and ethical requirements.

3.2.5 ISO 31000: Risk Management Framework

ISO 31000 is a family of standards that provides a structured approach to managing risks

across organizations of any size or sector. It emphasizes integrating risk management into

all processes and decision-making [27]. The framework is guided by principles such as

ensuring that risk management adds value, is customized to the organization’s context,

and fosters continuous improvement.

The risk management process under ISO 31000 includes identifying risks, assessing

their likelihood and impact, and developing strategies to manage them, such as mitigation

or acceptance. Continuous monitoring and regular reviews are crucial to adapting to

changing environments. Strong leadership and clear communication with stakeholders

are also essential for effective implementation.

Overall, ISO 31000 promotes a comprehensive and flexible risk management approach,

helping organizations address uncertainties and enhance decision-making.

3.3 AI-Enabled Cybersecurity Tools

AI-enabled cybersecurity tools are typically trained on large datasets of network traffic

and security incidents to identify patterns and anomalies that may indicate a security

threat. The training process can be performed using supervised or unsupervised machine
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learning algorithms, depending on the type and amount of data available. To adapt the

AI model to a specific network, the cybersecurity tool may be configured with network-

specific parameters, such as IP addresses, subnets, and protocols, that are relevant to

the network being protected. This allows the tool to focus on the specific network traffic

patterns and behaviors that are most relevant to the organization.

AI-enabled cybersecurity tools may also include active mechanisms to detect and pre-

vent attacks on the AI model itself. One common approach is to use adversarial training,

where the model is trained on both clean and adversarial examples to make it more ro-

bust to attacks. Another approach is to use anomaly detection techniques to identify

unexpected behavior in the model output, which may indicate that the model has been

compromised or tampered with. In addition, some AI-enabled cybersecurity tools may

use explainability or transparency techniques to help detect attacks on the model. These

techniques allow the tool to provide insights into how the model makes decisions, which

can help cybersecurity analysts identify and mitigate potential attacks on the model.

There are several AI-enabled cybersecurity tools that are designed especially for seg-

regated networks. Some of the most popular are:

• Darktrace: Darktrace is an AI-powered cybersecurity platform designed to detect

and respond to advanced cyber threats in segregated networks [28]. The platform

uses machine learning algorithms to analyze network traffic and identify anomalous

behavior that may indicate a security breach.

• Vectra AI: Vectra AI is a network detection and response (NDR) platform that

uses AI to detect and respond to cyber threats in segregated networks [29]. The

platform is designed to monitor network traffic in real-time and identify potential

threats using machine learning algorithms.

• Cortex XDR: Palo Alto Networks offers a range of AI-enabled cybersecurity tools,

including its Cortex Extended Detection and Response (XDR) platform [30]. Cortex

XDR is designed to provide advanced threat detection and response capabilities for

segregated networks, using machine learning and behavioral analytics to identify

and respond to threats.

• Cynet: Cynet is an AI-powered cybersecurity platform that provides advanced

threat detection and response capabilities for segregated networks [31]. The platform
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uses machine learning algorithms to analyze network traffic and identify potential

threats, and it also includes automated response capabilities to help contain and

remediate security incidents.

• Cybereason: Cybereason is an AI-powered endpoint protection platform that is de-

signed to provide advanced threat detection and response capabilities for segregated

networks [32]. The platform uses machine learning algorithms to analyze endpoint

data and identify potential threats, and it also includes automated response capa-

bilities to help contain and remediate security incidents.

• OutGene: OutGene is an AI-enabled cybersecurity tool that uses machine learning

to analyze malware genetic code and detect and neutralize threats [33]. It adapts

over time and aims to provide faster and more accurate malware detection. It

leverages machine learning techniques, specifically clustering algorithms and genetic

algorithms, to detect anomalies and potential cyber-attacks in network traffic data

while using AI to automatically extract relevant features from the data, perform

clustering analysis, and identify outliers or suspicious entities.

• Demisto: Demisto, currently known as Cortex-XSOAR, is a SOAR platform de-

veloped by Palo Alto Networks [34]. It leverages artificial intelligence to enable

intelligent automation and collaboration among security teams. Demisto uses AI ca-

pabilities to automate repetitive tasks, analyze security alerts, and provide incident

response playbooks, allowing organizations to streamline their security operations

and respond more effectively to threats.

• Phantom: Phantom, a SOAR platform from Splunk, harnesses the power of AI

to automate and standardize security workflows [35]. It integrates with existing

security technologies, collects and analyzes security data, and executes automated

actions based on predefined playbooks. Phantom’s AI capabilities enable organiza-

tions to detect and respond to security incidents faster, reduce manual effort, and

improve overall incident response efficiency.

• Swimlane: Swimlane is a SOAR platform incorporating AI-driven automation and

machine learning [36]. It integrates with various security tools and data sources,

analyzes security alerts and events, and automates response actions based on prede-
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fined workflows. Swimlane’s AI features help organizations enhance their incident

response capabilities, accelerate decision-making, and proactively address security

threats.

In table 3.1, we summarized each tool’s advantages and disadvantages and, if they

apply any, mechanisms implemented to mitigate attacks against the tools model.

Tool Pros Cons Self-Defense Mech-
anism

OutGene Uses AI to analyze
malware genetic code

Limited information
available

Not specified

DarkTrace Provides real-time
threat detection

Requires fine-tuning
for optimal perfor-
mance

Self-defends by an-
alyzing network
anomalies and block-
ing suspicious activity

Vectra AI Offers advanced
threat hunting capa-
bilities

Can be complex to im-
plement and manage

Behavioral analysis
and threat intelligence
to identify and block
threats

Cortex XDR Comprehensive net-
work security plat-
form

High cost and complex
deployment

Intrusion prevention
systems, firewall rules,
secure management
protocols

Cynet Offers autonomous
breach protection

Limited scalability for
large environments

Intrusion detection,
prevention systems,
and automated re-
sponse

Cybereason Provides behavior-
based threat detection

Initial setup and
tuning can be time-
consuming

Behavior-based de-
tection, continuous
monitoring, and ac-
tive threat hunting

Demisto Provides automation
and orchestration of
security tasks

Initial learning curve
for setup and cus-
tomization

Access controls,
authentication mecha-
nisms, and monitoring
for suspicious activity

Phantom Offers playbooks for
automated incident
response

Requires integration
with other security
tools

Access restrictions,
encryption, and
monitoring of infras-
tructure

Swimlane Provides automation
and orchestration ca-
pabilities

Requires customiza-
tion for specific use
cases

Continuous monitor-
ing and threat hunting
to respond to attacks

Table 3.1: Comparison of AI Tools: Pros, Cons, and Self-Defense Mechanisms
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Chapter 4

AI Risk Evaluation Methodology

This chapter outlines the methodology that we propose to analyze, assess, and categorize

the risks associated with using AI-enabled cybersecurity tools in the FMN environment.

To create a robust methodology, we must first address the core aspects of security that

are critical in FMN, ensuring that our methodology aligns with these networks’ stringent

requirements and security policies. Given the sensitive nature of FMN, adopting AI

introduces a new range of security challenges, and it is essential to thoroughly evaluate

these tools to safeguard the integrity and confidentiality of mission-critical data.

The methodology presented here draws from well-established risk assessment methods,

such as STRIDE and the OWASP Risk Methods, recognized for their effectiveness in iden-

tifying, evaluating, and mitigating cybersecurity threats. By leveraging these methods,

we ensure that our risk evaluation methodology is comprehensive and adaptable, pro-

viding a reliable tool for cybersecurity professionals working within FMN environments.

This chapter will explain the rationale behind selecting these models, their application

in our proposed methodology, and the steps involved in implementing them. We aim to

offer a structured and scalable approach that can be consistently applied across different

AI tools and FMN scenarios, making it the go-to methodology for evaluating AI in this

context.

After outlining the fundamental requirements of FMN security, we will discuss how our

risk evaluation methodology incorporates aspects of the OWASP and STRIDE methods.

These approaches have been tested and proven in various cybersecurity contexts. By

integrating them into our methodology, we aim to create a practical and effective tool for

assessing the risks posed by AI in FMN environments.
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4.1 AI Risk Evaluation Methodology Requirements

Implementing FMNs presents a unique challenge, as it involves connecting multiple, of-

ten disparate, networks and systems to enable seamless communication and information

sharing across mission-critical environments. To ensure the security of these networks,

the risk evaluation methodology must address several core requirements essential for the

successful operation of FMNs.

First, it is critical to clearly define the mission objectives and the specific requirements

for FMN usage. These include adhering to cybersecurity policies, standards, and best

practices established by organizations such as NATO and NIST. Security controls must

be implemented to ensure that data integrity, confidentiality, and availability are always

maintained. Furthermore, by adhering to defined technical and security standards, the

methodology must ensure seamless and secure interoperability between various systems,

including those of different nations and organizations.

Robust authentication and authorization mechanisms must also be established to pre-

vent unauthorized access. Role-based access control (RBAC) and multi-factor authenti-

cation (MFA) are security mechanisms that could enhance the overall security posture of

FMNs. In addition, continuous monitoring and real-time threat detection are essential to

maintaining the integrity and security of FMN environments. These requirements serve

as the foundation for our AI evaluation methodology, guiding the selection of criteria and

methodologies we will apply.

In the context of FMNs, decisions made regarding security must always align with

these requirements to ensure that the network remains resilient against emerging threats.

By incorporating these principles into our methodology, we provide a robust foundation

for evaluating the risks posed by AI tools and mitigating vulnerabilities effectively in

mission-critical environments. Ultimately, the success of FMN relies on the ability to

securely share information and communicate across networks without compromising the

mission’s objectives or the safety of its participants.

4.1.1 Design Science Research

The AI risk evaluation methodology was developed using a rigorous methodology, which

is Design Science Research (DSR). DSR is a research paradigm focused on the creation
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and evaluation of artifacts—whether models, systems, methods, or constructs—that are

designed to solve identified problems. Unlike traditional research methodologies, which

often focus on describing phenomena or testing hypotheses, DSR emphasizes the develop-

ment of practical, innovative solutions. These artifacts address real-world problems and

contribute to advancing research and knowledge in the field.

According to Peffers et al.[37], DSR follows a structured six-stage process:

1. Problem Identification and Motivation: Define the research problem clearly

and justify why solving this problem is essential. This step provides the foundation

for developing the artifact.

2. Objectives of a Solution: Establish clear goals for what the solution must achieve

based on the problem context. These objectives will guide the design of the artifact.

3. Design and Development: Create the artifact, a model, method, or system to

address the identified problem. This stage involves both theoretical design and

practical implementation.

4. Demonstration: Test the artifact by using it to solve the identified problem. This

can involve simulations, case studies, or experiments demonstrating the artifact’s

efficacy.

5. Evaluation: Measure the artifact’s performance by comparing it to the established

objectives. Evaluation criteria may include usability, effectiveness, and scalability.

6. Communication: Disseminate the research findings to academic and professional

communities, ensuring that the knowledge gained from developing the artifact is

accessible and can be applied in practice.

In this thesis, DSR is an appropriate framework because the goal is to develop an AI

risk evaluation methodology that not only addresses theoretical concerns but also provides

practical, actionable solutions for organizations integrating AI into their cybersecurity op-

erations. The artifact, in this case, is the risk evaluation methodology itself, which will

undergo rigorous design, development, and testing to ensure that it meets the unique secu-

rity challenges presented by AI in FMN environments. Following the DSR process ensures

the methodology is scientifically sound and readily applicable in real-world scenarios.
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The iterative nature of DSR further aligns with the objectives of this thesis, as it allows

for continuous refinement of the methodology based on the results of demonstration and

evaluation. This ensures that the final artifact—the AI risk evaluation methodology—is

practical and adaptable to new challenges as AI technologies evolve.

4.2 AI Risk Evaluation Methodology Outline

In response to the multifaceted security challenges outlined in Chapter 3, developing

a comprehensive AI risk evaluation methodology that leverages proven methodologies

is essential. Our AI risk evaluation methodology combines two of the most respected

models in cybersecurity: the STRIDE Threat Model and the OWASP Risk Method. By

integrating these two approaches, we provide a structured and systematic method for

assessing and mitigating the security risks associated with AI-enabled tools within the

FMN environment.

The STRIDE method serves as the cornerstone for identifying and categorizing poten-

tial vulnerabilities introduced by AI tools. Originally developed by Microsoft, STRIDE

offers a well-established method that allows for a detailed analysis of the security threats

AI systems may pose across six critical categories: Spoofing, Tampering, Repudiation,

Information Disclosure, Denial of Service, and Elevation of Privilege. In the context

of FMNs, where secure and efficient communication between multinational entities is

paramount, this level of granularity is crucial. By systematically mapping AI tool func-

tionalities to each STRIDE category, we can anticipate a broad spectrum of threats that

may compromise the integrity, confidentiality, and availability of mission-critical systems.

STRIDE not only identifies the types of threats but also provides a structured way to

understand how these threats could manifest, enabling us to evaluate how AI tools might

be exploited in this highly sensitive environment.

While STRIDE provides a comprehensive approach to threat identification, the OWASP

Risk Methodology complements it by introducing a structured process for assessing and

prioritizing the risks associated with each identified threat. The OWASP method guides

us through a methodical assessment of the likelihood of exploitation and the potential

impact each threat could have on the FMN infrastructure. This risk-based approach is

invaluable in environments where resources and attention must be strategically allocated
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to address the most pressing vulnerabilities. By evaluating both the likelihood and impact

of a given threat, OWASP allows us to assign risk levels, which are crucial for develop-

ing effective mitigation strategies. The ultimate goal is not only to detect vulnerabilities

but also to provide actionable insights that cybersecurity teams can use to protect their

networks proactively.

The integration of STRIDE and OWASP within our methodology creates a synergy

that ensures both a comprehensive identification of potential threats and a prioritized,

risk-based approach to addressing them. This dual-layered approach offers several key

advantages: it allows for thorough threat modeling while remaining adaptable to the spe-

cific needs and configurations of the FMN environment. Furthermore, the methodology is

designed with ease of use in mind, ensuring that cybersecurity analysts, regardless of their

familiarity with AI technologies, can efficiently implement the methodology. By present-

ing complex risk assessments in a clear, actionable manner, our methodology empowers

organizations to make informed decisions about their AI deployments, safeguarding their

data and operational integrity.

Ultimately, this methodology is built to address the unique demands of the FMN

context, where the security of AI tools is not just a technical concern but a matter of

operational resilience. Our goal is to deliver a practical, user-friendly methodology that

not only identifies and mitigates risks but also enhances the overall security posture of

the FMN by providing analysts with the tools they need to respond to emerging threats

swiftly and effectively. By combining the robustness of STRIDE and the precision of

OWASP, we have crafted a risk evaluation methodology that is both comprehensive and

adaptable, ensuring that AI-enabled systems can be deployed with confidence in even the

most sensitive environments.

4.3 The Full AI Risk Evaluation Methodology

Our AI risk evaluation methodology is designed to systematically assess and mitigate

security vulnerabilities associated with AI-enabled tools deployed within FMNs. The

methodology is structured around five key steps that ensure a comprehensive evaluation

of both the technical and operational risks introduced by these AI systems. Each step is

intended to provide detailed insights into the AI tool’s security posture, assess potential
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vulnerabilities, and guide the development of effective mitigation strategies.

1. Describe the Role of the AI Tool in the FMN: The first step in our method-

ology involves clearly defining the purpose, scope, and functionality of the AI tool

within the FMN environment. This includes a thorough understanding of how the

AI system integrates into the FMN’s existing cybersecurity infrastructure and the

specific role it plays in enhancing network defense. For example, is the AI tool used

for anomaly detection, threat response automation, or real-time data analysis? By

establishing a comprehensive understanding of its operational context, we can bet-

ter tailor the subsequent risk analysis to the specific tasks and functions of the AI

tool. Moreover, this step also requires detailing the communication channels, data

flows, and other systems the AI tool interacts with, which is crucial for identifying

potential attack surfaces and integration vulnerabilities.

2. Assess How the AI Tool Could Introduce Vulnerabilities Using STRIDE:

In this step, we systematically evaluate the potential vulnerabilities introduced by

the AI tool by categorizing threats using the STRIDE method. Each STRIDE cat-

egory offers a different lens through which to examine the AI system’s susceptibility

to attacks. This threat model is especially useful for identifying security gaps in AI

tools, which may not have been developed with strong security principles in mind.

• Spoofing: Could the AI system be deceived by fake credentials or manipulated

into accepting false identities? This is especially relevant for AI tools that

handle authentication or access control, where spoofing attacks could allow

unauthorized users to gain access to sensitive FMN systems.

• Tampering: Could an attacker alter the AI system’s data inputs, processing

models, or outputs? In the FMN context, tampering could lead to inaccurate

threat detection or incorrect security decisions, severely undermining the AI

tool’s efficacy.

• Repudiation: Does the AI system keep sufficient logs and audit trails to en-

sure accountability? If not, users or attackers could deny having taken specific

actions, making it difficult to trace incidents or ensure the integrity of the

system’s operations. This is a particularly serious concern in a multi-national

FMN, where accountability is critical.

34



• Information Disclosure: Could the AI system inadvertently leak sensitive or

classified data? In FMNs, AI tools process large volumes of data, some of which

could be sensitive. If the system’s data-handling protocols are not robust,

there’s a risk that sensitive information could be exposed, either through model

misconfigurations or data breaches.

• Denial of Service (DoS): Could the AI tool be targeted in a Denial of

Service attack, rendering it unable to perform its critical functions? AI systems,

particularly those that perform real-time analysis or automated response tasks,

could be overwhelmed by malicious traffic or excessive inputs, which would

significantly degrade their performance or take them offline entirely.

• Elevation of Privilege: Could attackers exploit vulnerabilities in the AI sys-

tem to gain administrative control or higher privileges than intended? This

could be catastrophic in the FMN context, where unauthorized access to privi-

leged functions could allow attackers to disable security controls or manipulate

the AI system to achieve their own goals.

By systematically mapping the AI tool’s functionalities to these STRIDE categories,

we gain a holistic view of the system’s security posture and potential weak points

that need addressing.

3. Assess the Likelihood of Exploiting Identified Vulnerabilities (OWASP

Step 2): Once the vulnerabilities have been identified, the next step is to assess

the likelihood of each vulnerability being exploited. This involves evaluating the

complexity of the attack, the resources and expertise required, and the availability

of known exploit methods. Factors such as the attacker’s motivation, the system’s

exposure to external threats, and the sophistication of existing security controls

are considered. The likelihood of exploitation is rated on a scale from 1 (very

unlikely) to 5 (very likely), allowing for a quantifiable understanding of how realistic

each threat scenario is. This assessment is crucial because it helps prioritize which

vulnerabilities require immediate attention and which may be less urgent but still

need to be addressed in the longer term. A scale of 5 values was chosen because

it is adopted for many purposes in different countries (sometimes with a Sixt value

representing zero or excellent). To attribute objective metrics to the 1–5 scale for
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the likelihood of exploiting a vulnerability the following criteria is proposed in table

4.1:

Scale Description Criteria
1 Very Low

• Exploitation requires significant effort or rare con-
ditions.

• No public exploits exist.

• Only advanced attackers with specific resources
could attempt it.

2 Low

• Exploitation is technically challenging but feasible.

• Limited availability of public exploits.

• Requires a skilled attacker with moderate effort.

3 Moderate

• Exploitation requires moderate effort.

• Some public exploits or tools available.

• Attackers with common skill levels could succeed
under certain conditions.

4 High

• Exploitation is straightforward with minimal effort.

• Well-documented or publicly available exploits ex-
ist.

5 Very High

• Exploitation is trivial or can be automated.

• Commonly used tools or methods can exploit the
vulnerability easily.

Table 4.1: Likelihood Scale for Exploiting Vulnerabilities

4. Evaluate the Impact of Exploiting Vulnerabilities (OWASP Step 3): After

determining the likelihood of an exploit, we evaluate the potential impact on the

FMN if the vulnerability were to be successfully exploited. The impact assessment

considers factors such as the scope of the damage, the criticality of the compromised

system, and the potential disruption to FMN operations. For instance, a breach in

an AI tool used for real-time threat detection could have far-reaching consequences,
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including undetected attacks, loss of mission-critical data, or even full system com-

promise. Impacts are rated on a scale from 1 (minimal impact) to 5 (catastrophic

impact), providing a clear sense of how damaging each vulnerability could be. This

step is vital for understanding the potential severity of each threat and ensuring

that resources are allocated to the most critical risks. It was also evaluated on a

scale of 5 values. To attribute objective metrics to the 1–5 scale for the impacts of

exploiting a vulnerability the following criteria is proposed in table 4.2:

Scale Description Criteria
1 Very Low

• Negligible impact on confidentiality, integrity, or
availability.

• Minimal disruption to operations.

2 Low

• Minor impact, such as temporary service degrada-
tion.

• No long-term harm to organizational goals or data
confidentiality.

3 Moderate

• Significant impact on operations or specific sys-
tems.

• Limited exposure of sensitive data or moderate dis-
ruption to services.

4 High

• Severe impact with compromise of sensitive data or
critical systems.

• Prolonged disruption to services or potential le-
gal/regulatory implications.

5 Very High

• Catastrophic impact, such as full compromise of
mission-critical systems.

• Major loss of sensitive data, reputational damage,
or serious legal/regulatory penalties.

Table 4.2: Impact Scale for Exploiting Vulnerabilities
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5. Prioritize the Risks and Develop Mitigation Strategies (OWASP Step

4): The final step involves prioritizing the risks based on the combined likelihood

and impact assessments. Vulnerabilities that score high on both scales are deemed

high-priority and require immediate mitigation efforts, while lower-priority risks can

be addressed over time. Once the risks are prioritized, we develop specific mitiga-

tion strategies tailored to the vulnerabilities identified in the earlier steps. These

strategies may include enhancing the AI system’s security features, implementing

additional access controls, improving data encryption, or introducing redundant se-

curity measures to ensure system resilience. The aim is not only to patch existing

vulnerabilities but also to strengthen the overall security architecture of the FMN

in which the AI tool operates.

This structured, five-step approach ensures that all potential vulnerabilities are thor-

oughly evaluated and addressed. Our AI risk evaluation methodology offers a compre-

hensive, adaptable, and practical solution for assessing and mitigating the risks posed

by AI-enabled tools in FMNs. In these high-stakes environments, where the security of

AI systems is paramount, this methodology provides both actionable insights and clear

pathways for enhancing overall network resilience.

Moreover, each AI tool has unique functionalities, and their respective roles within

the FMN context differ. Therefore, certain STRIDE categories, such as Information

Disclosure or Elevation of Privilege, may not always be relevant to every AI tool. For

instance, tools that do not handle sensitive data may be less susceptible to Information

Disclosure risks. At the same time, those with limited administrative functions may not

present significant Elevation of Privilege concerns. By tailoring the methodology to the

specific characteristics of each AI tool, we ensure that the evaluation is both precise and

relevant to the FMN’s operational needs.

4.4 Comparison with Other Risk Management Frame-

works

The AI Risk Evaluation Methodology developed in this thesis can be compared to other

prominent risk management frameworks discussed in Chapter 3. Each framework pro-

vides a structured approach to identifying, assessing, and mitigating risks, but they are
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primarily tailored for traditional information systems or web applications. Our method-

ology adapts and extends these principles to focus on the unique challenges presented by

AI-enabled tools in cybersecurity, particularly within the context of FMNs.

The OWASP method provides a risk rating method that emphasizes identifying and

prioritizing risks based on likelihood and impact. While our methodology incorporates

the OWASP steps for estimating likelihood and impact, the application in AI contexts

introduces unique variables. For instance, in AI systems, the likelihood of exploitation

is often tied to the complexity and transparency of machine learning algorithms, which

OWASP’s traditional approach may not adequately capture.

Our methodology extends OWASP by introducing AI-specific considerations, such as

data poisoning and algorithmic manipulation, to ensure a more tailored risk evaluation.

The STRIDE method categorizes security threats into distinct categories—Spoofing,

Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of Priv-

ilege. However, while STRIDE is commonly applied to general software systems, its focus

needs expansion when applied to AI-enabled tools. In the FMN context, AI-driven sys-

tems process vast amounts of data and make autonomous decisions, introducing additional

risks that STRIDE might not fully address.

For example, AI-specific threats such as adversarial examples (which involve subtly

manipulated inputs to fool machine learning models) are unique to AI systems and require

additional layers of risk management. Our methodology integrates the STRIDE model but

enhances it with AI-centric threat considerations, making it more suitable for evaluating

AI tools.

NIST’s AI RMF emphasizes a holistic view of managing AI risks, particularly through

its GOVERN, MAP, MEASURE, and MANAGE functions. It advocates for a broader

perspective, incorporating organizational, ethical, and societal impacts alongside technical

risks. While our methodology shares a similar structure in addressing risk identification,

measurement, and management, focusing on FMNs requires a more focused, mission-

critical application of these principles.

Compared to NIST’s broader AI RMF, our methodology is more targeted to the oper-

ational and security needs of AI in military networks, where ensuring the confidentiality,

integrity, and availability of information is paramount whilst trying to make it as simple as

possible. The NIST framework’s attention to ethical concerns, such as bias and fairness,
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is less relevant in the FMN context, where operational risks, such as system downtime or

data breaches, take precedence.

ISO 31000 is a family of standards for risk management, providing guidelines that

apply broadly to any type of organization. It emphasizes a structured approach to iden-

tifying, assessing, and managing risks while promoting continuous improvement.

However, the AI Risk Evaluation Methodology we have developed is more narrowly fo-

cused on AI-specific risks, particularly in high-stakes environments like FMNs. While ISO

31000 advocates for a general risk management process that includes risk identification,

analysis, evaluation, and treatment, it does not directly address the unique challenges AI

systems introduce, such as adversarial attacks, model biases, or the dynamic nature of

machine learning systems.

While our methodology draws on the strengths of these established frameworks, it is

designed to better address the specific and evolving risks posed by AI-enabled tools in

FMNs. One of the key benefits of our approach is its flexibility, allowing it to consider

both AI-specific vulnerabilities and traditional cybersecurity concerns in a straightforward

way that SOC teams can easily apply.

4.5 Application of the Methodology to Other Sectors

and Organizations

While this methodology has been primarily designed for FMNs in military and govern-

mental contexts, its principles and processes are highly adaptable for other sectors and

industries. The methodology provides a versatile foundation for identifying, assessing,

and mitigating risks in AI-enabled tools across diverse operational environments.

4.5.1 Adaptability to Critical Infrastructure and Industrial Con-

trol Systems (ICS)

Critical infrastructure sectors such as energy, water, transportation, and healthcare in-

creasingly rely on AI-driven systems for real-time monitoring, anomaly detection, and

decision-making processes. These sectors face unique challenges, including high opera-

tional continuity requirements, sensitivity to service disruptions, and potential human
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safety risks. The AI risk evaluation methodology can be applied to assess the vulnerabil-

ities introduced by AI systems in these sectors, particularly in ICS.

• Spoofing: In ICS environments, attackers could feed false data into AI-enabled

systems that monitor machinery, pipelines, or grid operations, leading to dangerous

misinterpretations of normal conditions.

• Tampering: Data manipulation in systems that monitor infrastructure components

could result in physical damage or service disruption, as AI models may incorrectly

classify harmful activity as normal.

• DoS: AI tools deployed in critical infrastructure are also vulnerable to denial-of-

service attacks, where malicious traffic overloads systems, potentially leading to

service outages or safety risks.

By systematically applying this methodology, organizations managing critical infras-

tructure can proactively identify risks and prioritize mitigation strategies based on the

severity and likelihood of potential impacts.

4.5.2 Application in Financial Institutions

Financial institutions are another domain where AI tools are increasingly used, especially

in fraud detection, customer behavior analysis, and real-time transaction monitoring.

However, these systems are prime targets for cyberattacks that manipulate data or bypass

security controls.

• Spoofing and Tampering: AI tools that process transactions or flag suspicious

behavior may be vulnerable to spoofing attacks where malicious actors feed falsified

transaction data, enabling financial fraud to go undetected.

• Repudiation: Proper logging and auditing are crucial in financial operations to

ensure that any fraudulent activity can be traced back to the source. AI systems that

fail to provide these features introduce significant risks in terms of accountability.

• DoS: Overloading AI-based fraud detection systems with false positives could crip-

ple their ability to identify real threats, leaving financial institutions vulnerable to

unchecked fraudulent activities.
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The methodology allows financial institutions to assess their AI systems comprehen-

sively and develop strategies to reinforce operational resilience while ensuring customer

trust and regulatory compliance.

4.5.3 Use in Healthcare

AI tools in healthcare are rapidly becoming indispensable for tasks such as medical imag-

ing analysis, patient risk prediction, and clinical decision support systems. However, the

sensitivity of personal health information and the critical nature of healthcare operations

make the security of these AI systems paramount.

• Information Disclosure: AI models processing patient data are particularly vul-

nerable to privacy breaches. The methodology can be applied to ensure that these

systems adhere to stringent data protection regulations such as the General Data

Protection Regulation (GDPR) in Europe or the Health Insurance Portability and

Accountability Act (HIPAA) in the United States.

• Elevation of Privilege: In healthcare settings, unauthorized access to AI systems

controlling clinical decision-making tools could lead to life-threatening consequences

if patient data or treatment plans are manipulated.

The methodology can guide healthcare providers in implementing robust security mea-

sures that protect sensitive medical data and ensure the integrity of AI-driven healthcare

services.

4.5.4 Application to Civilian and Commercial Networks

Civilian and commercial sectors, from e-commerce to logistics, increasingly rely on AI

for supply chain management, customer service automation, and marketing analytics.

While these sectors may not have the same high-stakes environments as FMNs, they face

significant operational, financial, and reputational risks if AI systems are compromised.

• Tampering: Manipulating AI models in these sectors can lead to significant busi-

ness disruptions, such as incorrect inventory forecasting, misaligned marketing ef-

forts, or customer dissatisfaction.
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• DoS: AI tools automating customer service can be targeted by adversaries, render-

ing them ineffective and harming customer experience, particularly in high-volume

transaction periods such as holiday seasons.

The methodology provides these organizations with a clear and scalable framework

to assess vulnerabilities in AI systems and mitigate potential risks, ensuring that AI

applications in business processes are secure, reliable, and effective.
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Chapter 5

Application of the Methodology

This chapter first applies our five-step AI risk evaluation methodology to OutGene, Cortex

XDR, Demisto, and Phantom. We provide a detailed assessment of each tool, including

the relevant STRIDE vulnerabilities, separated likelihood and impact assessments cate-

gorized by STRIDE, and explanations for excluded STRIDE categories. Afterwards, we

will extend this application to the rest of the AI tools referred to in table 3.1 in a more

abbreviated way.

By applying our methodology to these tools, we aim to illustrate how the framework

systematically assesses vulnerabilities, evaluates the likelihood and impact of potential

risks, and prioritizes mitigation strategies in different AI-enabled environments. Combin-

ing these case studies will demonstrate the versatility of our evaluation approach and its

ability to address a range of AI-related security concerns within FMNs.

5.1 OutGene

Step 1 - Describe the Role of the AI Tool in the FMN

OutGene is an AI-based intrusion detection tool used in FMNs to detect novel or undefined

network attacks by clustering host behaviors and focusing on outliers. Its primary role

in the FMN context is anomaly detection, which is essential for identifying unknown

threats in mission-critical networks. By clustering network behaviors, OutGene identifies

patterns that differ from the norm, offering enhanced detection for new or previously

unseen attacks that might bypass traditional security measures.
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Step 2 - Assess How the AI Tool Could Introduce Vulnerabilities Using STRIDE

The STRIDE methodology allows us to systematically evaluate potential vulnerabilities

introduced by OutGene in the FMN environment. Since the tool focuses on network

anomaly detection, certain STRIDE categories may apply more significantly than others.

STRIDE Vulnerabilities and Correlation to FMN:

• Spoofing: Attackers could manipulate OutGene by feeding it false network be-

haviors, which in the FMN context could result in OutGene classifying malicious

activities as normal, thereby allowing attackers to remain undetected while compro-

mising sensitive mission data.

• Tampering: An attacker might tamper with datasets processed by OutGene or

interfere with its clustering algorithm. In FMNs, where the tool’s ability to detect

anomalies is critical for identifying novel attacks, tampered data could result in

misclassifying hostile activities as benign.

• DoS: Overwhelming OutGene with excessive data could degrade its ability to per-

form effective anomaly detection. In an FMN context, critical mission systems could

be exposed to undetected attacks by overloading the detection tool with unnecessary

or fake data traffic.

Step 3 - Assess the Likelihood of Exploiting Identified Vulnerabilities

Following the identification of vulnerabilities using STRIDE, we now assess the likelihood

of exploitation in the context of FMN operations.

• Spoofing:

– Likelihood: 3/5 — While spoofing may require specific knowledge of network

behaviors, attackers with sufficient insight into FMN traffic could potentially

evade detection by feeding manipulated data.

• Tampering:

– Likelihood: 4/5 — Since OutGene relies on data integrity for clustering and de-

tection, tampering is highly likely if attackers gain access to datasets, especially

in complex FMN environments where multiple data sources are integrated.
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• DoS:

– Likelihood: 4/5 — Attacking OutGene’s data processing capabilities with large

volumes of fake or erroneous traffic is highly likely, particularly in FMNs where

adversaries may aim to overwhelm detection mechanisms.

Step 4 - Evaluate the Impact of Exploiting Vulnerabilities

Next, we evaluate the potential consequences of these vulnerabilities being successfully

exploited, focusing on their impact on FMN operations.

• Spoofing:

– Impact: 4/5 — If attackers successfully spoof network behaviors, it could result

in malicious activities going undetected, severely compromising FMN opera-

tions.

• Tampering:

– Impact: 5/5 — Tampering with data or algorithms could lead to significant

misclassification of threats, severely undermining FMN security by allowing

adversaries to bypass anomaly detection.

• DoS:

– Impact: 4/5 — A successful DoS attack could disable or degrade OutGene’s

detection capabilities, leaving FMNs vulnerable to undetected threats during

critical mission phases.

Step 5 - Prioritize the Risks and Develop Mitigation Strategies

Based on the combined likelihood and impact assessments, we now prioritize the risks

and propose appropriate mitigation strategies for OutGene in the FMN environment.

Mitigation Strategies:

• To counter spoofing, robust authentication mechanisms should be enforced to vali-

date network behaviors and prevent malicious inputs from being treated as usual.

• Data integrity must be preserved by applying digital signatures or encryption on

network traffic, ensuring that tampered data can be identified and discarded.
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• To prevent DoS attacks, rate-limiting and resource management strategies should

be implemented to prevent OutGene from being overwhelmed by excessive traffic.

STRIDE Categories Not Applied:

• Repudiation: OutGene does not focus on auditing or action verification, and its

role within FMNs does not emphasize tracking individual user actions. Therefore,

the risk of repudiation is minimal and is not a priority within this tool’s operational

scope.

• Information Disclosure: OutGene does not handle sensitive or classified data

directly, as it primarily works with network flows (metadata). As a result, the risk

of information leakage is minimal compared to other systems in FMN that process

classified information.

• Elevation of Privilege: Since OutGene’s role is limited to detection rather than

administrative control, the potential for privilege escalation is less relevant.

5.2 Cortex XDR

Step 1 - Describe the Role of the AI Tool in the FMN

Cortex XDR is an extended detection and response (XDR) platform that integrates data

from multiple sources to detect and respond to complex, multi-vector threats in real-

time. Within the FMN environment, Cortex XDR is crucial for detecting and mitigating

advanced persistent threats and other sophisticated attacks that target mission-critical

infrastructure. Cortex XDR leverages AI-driven threat intelligence, ML, and behavior

analysis to correlate data from various sources and deliver a comprehensive view of po-

tential security risks. This real-time detection capability is essential for FMNs, where

rapid responses to emerging threats are critical to safeguarding network integrity.

Step 2 - Assess How the AI Tool Could Introduce Vulnerabilities Using STRIDE

Using the STRIDE methodology, we assess the potential vulnerabilities Cortex XDR could

introduce into the FMN, focusing on its multi-source data integration and automated

response capabilities.

STRIDE Vulnerabilities and Correlation to FMN:
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• Spoofing: Attackers could spoof network data or security logs to mislead Cortex

XDR into flagging false positives or ignoring legitimate threats. In the context of

FMNs, this could result in erroneous responses or failure to detect real attacks,

leading to significant disruptions in mission-critical operations.

• Tampering: If attackers tamper with the logs, metrics, or configurations that

Cortex XDR relies on, they could compromise the tool’s ability to detect threats

accurately. Tampering could cause Cortex XDR to generate misleading insights,

leading to incorrect threat prioritization or inappropriate responses in the FMN

environment.

• DoS: By overwhelming Cortex XDR with a flood of false positives or irrelevant

data, attackers could degrade their ability to detect actual threats, leaving FMN

systems exposed to attacks that go unnoticed.

• Elevation of Privilege: If attackers gain unauthorized administrative control of

Cortex XDR, they could disable its critical detection and response functionalities,

leading to a complete compromise of FMN security controls.

Step 3 - Assess the Likelihood of Exploiting Identified Vulnerabilities

• Spoofing:

– Likelihood: 3/5 — Spoofing is moderately likely in FMNs, as it requires a

sophisticated understanding of network behavior, but it remains a realistic

threat given the complexity of the network environment.

• Tampering:

– Likelihood: 4/5 — The likelihood of tampering is high, especially if attackers

gain access to logs or configuration settings. Cortex XDR’s reliance on accurate

data makes this a high-risk category.

• DoS:

– Likelihood: 4/5 — Overwhelming Cortex XDR with false positives is a likely

attack method, especially in environments like FMNs where data flows are

complex and high-volume.
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• Elevation of Privilege:

– Likelihood: 4/5 — Gaining administrative control over Cortex XDR is a signifi-

cant risk in FMNs, as it would allow attackers to disable detection mechanisms.

Step 4 - Evaluate the Impact of Exploiting Vulnerabilities

• Spoofing:

– Impact: 4/5 — Successful spoofing could allow attacks to bypass detection

entirely, leading to severe disruptions in FMN operations.

• Tampering:

– Impact: 5/5 — Tampering with detection data could have catastrophic effects,

leading to undetected attacks that severely compromise FMN security.

• DoS:

– Impact: 4/5 — A DoS attack could incapacitate Cortex XDR’s ability to

respond to legitimate threats, leaving FMN systems vulnerable during mission-

critical events.

• Elevation of Privilege:

– Impact: 5/5 — Unauthorized administrative control could allow attackers to

shut down or manipulate detection mechanisms, posing a major security risk

to FMN systems.

Step 5 - Prioritize the Risks and Develop Mitigation Strategies

Mitigation Strategies:

• Implement robust access control mechanisms and strict authentication to prevent

privilege escalation.

• Apply rate-limiting and anomaly detection to mitigate DoS attacks.

• Ensure data integrity through secure logging and configuration management to pre-

vent tampering.
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STRIDE Categories Not Applied:

• Repudiation: Cortex XDR implements comprehensive logging, reducing the like-

lihood of successful repudiation attacks.

• Information Disclosure: While Cortex XDR processes sensitive data, its primary

function is detection, making the risk of information disclosure relatively low.

5.3 Demisto (Cortex XSOAR)

Step 1 - Describe the Role of the AI Tool in the FMN

Demisto, now integrated in Cortex XSOAR is a SOAR platform that integrates data from

various security tools to streamline incident response workflows. Demisto’s role is crucial

for managing and automating responses to potential security incidents in FMNs. The

platform automates repetitive tasks and provides decision-making support for security

analysts, enabling quicker and more effective responses to complex security threats. In

mission-critical environments like FMNs, where coordination and rapid response are vital,

Demisto’s ability to automate security processes enhances overall operational efficiency

and reduces human error.

Step 2 - Assess How the AI Tool Could Introduce Vulnerabilities Using STRIDE

Demisto’s central role in automating security workflows presents certain vulnerabilities,

particularly in how it interacts with various integrated security systems. Applying the

STRIDE methodology to Demisto helps us understand where risks may emerge and how

these risks could be exploited within an FMN environment.

STRIDE Vulnerabilities and Correlation to FMN:

• Spoofing: Attackers may attempt to spoof user accounts or sessions, gaining unau-

thorized access to orchestrated workflows or automated response actions. In an

FMN, where rapid and coordinated responses are critical, a successful spoofing at-

tack could lead to unauthorized actions being executed, which may disrupt the entire

security apparatus.

• Tampering: Given that Demisto integrates data from various systems, an attacker

could tamper with the data being processed or the workflows themselves. In an
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FMN, where decisions are based on real-time information, tampered data could

lead to incorrect responses, delaying critical decisions or even causing false alarms

that divert resources away from genuine threats.

• Repudiation: Without adequate logging and audit trails, users or attackers could

deny actions taken within the platform. This is especially problematic in FMNs,

where maintaining accountability and traceability is vital for collaborative opera-

tions involving multiple nations or agencies.

• DoS: Flooding Demisto with a large number of incidents could overwhelm its au-

tomated workflows, impairing its ability to respond to legitimate threats. In an

FMN context, where quick incident response is crucial, such a disruption could

leave mission-critical systems vulnerable.

Step 3 - Assess the Likelihood of Exploiting Identified Vulnerabilities

Based on the identified vulnerabilities, we assess the likelihood of exploitation for each

STRIDE category, focusing on how feasible such an attack would be in the FMN context.

• Spoofing:

– Likelihood: 3/5 — Spoofing requires attackers to gain access to user credentials

or sessions, which is moderately difficult but feasible, particularly if authenti-

cation mechanisms are weak or misconfigured.

• Tampering:

– Likelihood: 4/5 — Since Demisto integrates with various systems, tampering

with its workflows or data is highly likely if attackers can infiltrate any part of

the interconnected system. The likelihood is particularly high in FMNs, where

multiple systems communicate and data flows are complex.

• Repudiation:

– Likelihood: 3/5 — Without robust logging, there is a moderate likelihood of

users or attackers repudiating actions within the platform. In an FMN, this

can complicate accountability and investigation efforts.
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• DoS:

– Likelihood: 4/5 — Overwhelming the system with numerous fake incidents is a

common DoS tactic, and the likelihood is high, especially if Demisto’s capacity

to handle large volumes of data is exceeded.

Step 4 - Evaluate the Impact of Exploiting Vulnerabilities

We now assess the potential consequences of successfully exploiting the identified vulner-

abilities, particularly in terms of their effect on FMN operations.

• Spoofing:

– Impact: 3/5 — Unauthorized access to workflows could lead to incorrect ac-

tions being taken within FMNs, which could disrupt coordinated security ef-

forts.

• Tampering:

– Impact: 5/5— Tampering with security data or workflows could cause widespread

disruptions in incident response, leading to severe consequences, such as the

failure to mitigate real threats or the misallocation of resources during a crisis.

• Repudiation:

– Impact: 3/5 — The inability to track and verify actions in Demisto could lead

to delays in incident response and accountability within FMNs, hampering

effective collaboration among allied forces.

• DoS:

– Impact: 4/5 — A DoS attack on Demisto could render the platform unable

to respond to genuine incidents, leaving FMNs vulnerable to ongoing or new

attacks.
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Step 5 - Prioritize the Risks and Develop Mitigation Strategies

Mitigation Strategies:

• Implement strong authentication mechanisms and session management controls to

prevent spoofing.

• Ensure data integrity through the use of encryption and secure communications

between integrated systems to minimize the risk of tampering.

• Improve logging and auditing to ensure accountability and traceability within the

platform.

• Apply rate-limiting and load-balancing techniques to prevent DoS attacks.

STRIDE Categories Not Applied:

• Information Disclosure: Demisto focuses on workflow automation and does not

directly manage sensitive data, so the risk of information disclosure is minimal in

comparison to other tools.

• Elevation of Privilege: Since Demisto is more focused on orchestrating security

tasks rather than managing privileges, the likelihood of privilege escalation is low.

5.4 Phantom (Splunk SOAR)

Step 1 - Describe the Role of the AI Tool in the FMN

Phantom, now part of Splunk SOAR, is another prominent SOAR platform designed

to automate incident response workflows and integrate with a variety of security tools.

Within the FMN, Phantom plays a critical role by providing an automated response to

threats across different systems. The ability to execute predefined playbooks and coordi-

nate between various security systems allows Phantom to respond to incidents quickly and

effectively. This reduces the burden on human operators, allowing them to focus on more

strategic decision-making. In the FMN environment, where swift incident response is

key to maintaining operational integrity, Phantom’s role in automating and streamlining

security operations is crucial.
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Step 2 - Assess How the AI Tool Could Introduce Vulnerabilities Using STRIDE

Phantom’s capacity for integrating and automating responses across multiple systems

introduces several vulnerabilities, particularly in how data is processed and how workflows

are executed automatically. Using STRIDE, we assess how Phantom could introduce risks

to FMNs.

STRIDE Vulnerabilities and Correlation to FMN:

• Spoofing: Attackers could spoof inputs or impersonate authorized users to manip-

ulate Phantom’s automated workflows. In FMNs, this could lead to unauthorized

actions, such as inappropriate responses to incidents or the bypassing of critical

security measures.

• Tampering: If attackers tamper with Phantom’s inputs or workflows, they could

disrupt the platform’s ability to respond correctly to security threats. In FMNs,

such tampering could lead to delays in incident response or misdirected actions that

compromise network security.

• Information Disclosure: Since Phantom integrates data from multiple systems,

improper handling or misconfigurations could result in the unintentional exposure

of sensitive FMN data. The risk of information leakage is particularly high if data

is shared improperly between integrated systems.

• DoS: Phantom could be overwhelmed by excessive automated requests or incident

triggers, preventing it from responding to legitimate threats. In an FMN, where

real-time responses are crucial, such a disruption could have significant operational

consequences.

• Elevation of Privilege: Attackers could exploit security flaws in Phantom’s access

controls to escalate privileges, gaining administrative control over the platform’s

workflows. In an FMN environment, unauthorized access could lead to system-wide

compromises.

Step 3 - Assess the Likelihood of Exploiting Identified Vulnerabilities

We assess how likely it is that attackers could exploit the identified vulnerabilities within

Phantom, considering the complexity of each potential attack.
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• Spoofing:

– Likelihood: 3/5 — While Phantom’s authentication mechanisms are generally

strong, spoofing could still be achieved if session management or user authen-

tication is weak.

• Tampering:

– Likelihood: 4/5 — Tampering with inputs or automated workflows is highly

likely if attackers can compromise any part of the integrated system.

• Information Disclosure:

– Likelihood: 2/5 — Assuming that Phantom’s data is managed securely, the

likelihood of information disclosure is relatively low.

• DoS:

– Likelihood: 4/5 — Overloading the system with incident triggers is a common

method to execute a DoS attack, making this a highly likely scenario.

• Elevation of Privilege:

– Likelihood: 3/5 — Exploiting access control weaknesses is moderately likely,

particularly if permissions and privileges are not adequately managed.

Step 4 - Evaluate the Impact of Exploiting Vulnerabilities

We now evaluate the potential impact of these vulnerabilities, particularly in the mission-

critical environment of FMNs.

• Spoofing:

– Impact: 3/5 — Unauthorized actions triggered by spoofed data could lead to

incorrect or damaging responses within FMNs, disrupting security operations.

• Tampering:

– Impact: 5/5 — Tampering with workflows could have severe consequences,

such as misdirecting resources or delaying responses to actual threats, which

could compromise FMN security.
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• Information Disclosure:

– Impact: 4/5 — Exposure of sensitive FMN data due to poor configuration or

mishandling could have serious consequences, especially if classified information

is leaked.

• DoS:

– Impact: 5/5 — A DoS attack could significantly impair Phantom’s ability to

respond to legitimate threats, leaving FMNs vulnerable during critical inci-

dents.

• Elevation of Privilege:

– Impact: 4/5 — Gaining administrative control over Phantom could allow at-

tackers to manipulate workflows and response mechanisms, potentially under-

mining the entire FMN security posture.

Step 5 - Prioritize the Risks and Develop Mitigation Strategies

Mitigation Strategies:

• Ensure robust session management and authentication mechanisms to prevent spoof-

ing.

• Implement data integrity measures and secure integration points to prevent tam-

pering.

• Apply rate-limiting and load-balancing strategies to mitigate the risk of DoS attacks.

• Regularly audit permissions and access controls to prevent privilege escalation.

STRIDE Categories Not Applied:

• Repudiation: Phantom’s logging capabilities ensure that actions are traceable,

reducing the likelihood of successful repudiation attacks.

The step-by-step application of our methodology toOutGene,Cortex XDR,Demisto,

and Phantom demonstrates its effectiveness in identifying, assessing, and mitigating po-

tential risks in AI-enabled cybersecurity tools deployed in FMNs. By leveraging the
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STRIDE threat model for comprehensive vulnerability identification and combining it

with the OWASP risk methodology for structured risk evaluation, we have developed

a robust framework that ensures the security and operational resilience of AI systems.

The evaluation of OutGene highlighted the strength of our approach in assessing

novel AI tools designed to detect undefined network attacks. It systematically uncovered

vulnerabilities across multiple threat categories. It provided clear guidance on mitigating

high-priority risks, ensuring that AI-driven tools like OutGene can securely deploy in

mission-critical environments.

Similarly, applying the methodology to Cortex XDR showcased the versatility of

the methodology in analyzing more comprehensive AI-enabled platforms. The structured

process enabled a clear assessment of the likelihood and impact of potential threats,

ensuring the secure deployment of complex, real-time detection tools that integrate diverse

security sources.

Extending the evaluation to Demisto (Cortex XSOAR) demonstrated the frame-

work’s ability to handle SOAR platforms that automate security workflows. The method-

ology effectively identified risks such as tampering with security workflows and DoS at-

tacks, and it recommended mitigation strategies to ensure the platform’s secure integra-

tion into FMNs. Demisto’s evaluation emphasized the importance of maintaining data

integrity and implementing access control mechanisms in environments where automation

plays a significant role.

Similarly, the assessment of Phantom (Splunk SOAR) further proved the methodol-

ogy’s applicability to security orchestration tools. The methodology identified key risks,

including the potential for spoofing or tampering with automated workflows and the risk

of information disclosure. By systematically addressing these vulnerabilities, the frame-

work ensured that Phantom could securely automate incident response tasks in the FMN

context.

These case studies—OutGene, Cortex XDR, Demisto, and Phantom—demonstrate

how our comprehensive AI evaluation framework adapts to different tools and environ-

ments within FMNs. It offers a structured, scalable, and practical approach for security

analysts, providing the necessary tools to ensure that AI-driven solutions are secure, reli-

able, and resilient. Ultimately, this methodology is essential for enabling organizations to

address evolving cybersecurity threats effectively in high-stakes operational environments.
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5.5 Application of Methodology to Remaining AI Tools

In this section, we apply the comprehensive AI evaluation framework to the remaining AI

tools listed in Chapter 3: DarkTrace, Vectra AI, Cynet, Cybereason, and Swimlane. These

tools 3.1 share various similarities with the four previously studied in-depth (OutGene,

Cortex XDR, Demisto, and Phantom). We simplify the methodology application using

the same structured process, assessing how these tools could introduce vulnerabilities,

estimating the likelihood of their exploitation, evaluating the impact, and prioritizing

mitigation strategies.

5.5.1 DarkTrace

Role in FMN: DarkTrace, like OutGene, focuses on real-time anomaly detection using

AI. In FMNs, its role is vital for monitoring and identifying threats within segregated

networks.

STRIDE Vulnerabilities

• Spoofing: DarkTrace could be tricked by falsified network behaviour, leading to

the misclassification of legitimate activities as threats.

• Tampering: An attacker could manipulate network traffic analyzed by DarkTrace,

affecting its anomaly detection.

• DoS: Overloading DarkTrace with anomalous traffic could degrade its ability to

detect legitimate threats.

Excluded STRIDE Steps: Repudiation and Elevation of Privilege are excluded due

to DarkTrace’s lack of user or access management functions. Information Disclosure is

not a concern since DarkTrace primarily focuses on network traffic analysis rather than

handling sensitive data

Likelihood of Exploiting Vulnerabilities

• Spoofing: Likelihood: 3 (Moderate).

• Tampering: Likelihood: 4 (High).

• DoS: Likelihood: 4 (High).
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Impact of Exploiting Vulnerabilities

• Spoofing: Impact: 4 (High).

• Tampering: Impact: 5 (Critical).

• DoS: Impact: 4 (High).

Mitigation Strategies

• Implement secure traffic validation protocols and rate-limiting measures to prevent

manipulation and overloads.

5.5.2 Vectra AI

Role in FMN: Similar to Cortex XDR, Vectra AI uses behavioral analysis to detect

advanced threats in FMNs by monitoring and preventing multi-vector attacks.

STRIDE Vulnerabilities

• Spoofing: Attackers may spoof network behavior to evade detection.

• Tampering: Like Cortex XDR, tampering with data input or outputs could com-

promise detection mechanisms.

• Elevation of Privilege: Weak access controls could lead to unauthorized escalation

of privileges.

Excluded STRIDE Steps: Repudiation and Information Disclosure are excluded as

Vectra AI primarily focuses on network behavior, not user data management. DoS is not

considered as a critical vulnerability for Vectra AI in the context of FMNs due to the

focus on data analysis rather than active traffic handling.

Likelihood of Exploiting Vulnerabilities

• Spoofing: Likelihood: 3 (Moderate).

• Tampering: Likelihood: 4 (High).

• Elevation of Privilege: Likelihood: 3 (Moderate).
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Impact of Exploiting Vulnerabilities

• Spoofing: Impact: 3 (Moderate).

• Tampering: Impact: 5 (Critical).

• Elevation of Privilege: Impact: 4 (High).

Mitigation Strategies

• Strengthen access control mechanisms and enforce behavioral baselines.

5.5.3 Cynet

Role in FMN: Cynet autonomously detects and responds to security breaches, similar

to Demisto’s orchestration capabilities, but with a focus on endpoint protection.

STRIDE Vulnerabilities

• Spoofing: Falsified behavior could bypass detection.

• Tampering: Tampering with inputs could affect Cynet’s response to threats.

• DoS: Overloading the system with false alerts could degrade performance.

Excluded STRIDE Steps: Repudiation and Elevation of Privilege are not included

due to Cynet’s focus on endpoint protection rather than access management. Information

Disclosure is not a concern, as Cynet mainly handles network traffic metadata and not

sensitive data.

Likelihood of Exploiting Vulnerabilities

• Spoofing: Likelihood: 3 (Moderate).

• Tampering: Likelihood: 4 (High).

• DoS: Likelihood: 4 (High).
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Impact of Exploiting Vulnerabilities

• Spoofing: Impact: 3 (Moderate).

• Tampering: Impact: 5 (Critical).

• DoS: Impact: 4 (High).

Mitigation Strategies

• Implement stricter data integrity measures and incident filtering for automation.

5.5.4 Cybereason

Role in FMN: Cybereason uses behavior-based detection to monitor endpoints, similar

to Vectra AI and Cortex XDR.

STRIDE Vulnerabilities

• Repudiation: Weak logging could prevent accountability for detected incidents.

• Tampering: Tampering with endpoint data could lead to incorrect alerts.

• Elevation of Privilege: Escalating privileges could compromise system security.

Excluded STRIDE Steps: Spoofing and DoS are less applicable due to Cybereason’s

endpoint focus rather than network monitoring. Information Disclosure is irrelevant here,

as Cybereason primarily focuses on behavioral data, not sensitive information.

Likelihood of Exploiting Vulnerabilities

• Repudiation: Likelihood: 3 (Moderate).

• Tampering: Likelihood: 4 (High).

• Elevation of Privilege: Likelihood: 3 (Moderate).
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Impact of Exploiting Vulnerabilities

• Repudiation: Impact: 3 (Moderate).

• Tampering: Impact: 5 (Critical).

• Elevation of Privilege: Impact: 4 (High).

Mitigation Strategies

• Ensure robust logging and privilege management to prevent unauthorized access.

5.5.5 Swimlane

Role in FMN: Swimlane is a SOAR platform that automates incident response, similar

to Demisto and Phantom.

STRIDE Vulnerabilities

• Spoofing: Spoofing inputs could trigger unauthorized actions.

• Tampering: Tampering with workflows or security inputs could disrupt responses.

• DoS: Flooding Swimlane with incidents could prevent response to real threats.

Excluded STRIDE Steps: Repudiation and Elevation of Privilege are excluded due

to Swimlane’s focus on automated incident workflows. Information Disclosure is not a

significant concern, as Swimlane handles security operations rather than sensitive data

directly.

Likelihood of Exploiting Vulnerabilities

• Spoofing: Likelihood: 3 (Moderate).

• Tampering: Likelihood: 4 (High).

• DoS: Likelihood: 4 (High).
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Impact of Exploiting Vulnerabilities

• Spoofing: Impact: 3 (Moderate).

• Tampering: Impact: 4 (High).

• DoS: Impact: 4 (High).

Mitigation Strategies

• Implement rate-limiting and improve input authentication mechanisms.

The AI evaluation methodology, applying the AI risk evaluation methodology, demon-

strates that each AI-driven tool faces similar vulnerabilities within FMN contexts. Al-

though each tool has unique features and target functions, the structured approach to

identifying spoofing, tampering, DoS, and privilege escalation risks provides a compre-

hensive analysis for ensuring secure integration into the FMN environment.

The following table summarises the evaluation of each AI-enabled cybersecurity tool

based on the methodology developed in this thesis. Each tool has been assessed for

vulnerabilities and risks across key parameters such as Spoofing, Tampering, DoS, and

Elevation of Privilege. For each parameter, the likelihood and impact are rated on a scale

from 1 to 5, and the corresponding risk is calculated by multiplying these values. The

risk is further categorized into low, medium, or high to provide a clear understanding of

the severity of each vulnerability when deploying AI tools in the FMN environment. This

table 5.1 provides a streamlined comparison of the different tools evaluated in the FMN

context, facilitating the prioritization of mitigation strategies.
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AI Tool STRIDE Likelihood (1-5) Impact (1-5) Risk (L × I) Risk Scale

OutGene
Spoofing 3 4 12 Medium
Tampering 4 5 20 High
DoS 4 5 20 High

Cortex XDR

Spoofing 3 4 12 Medium
Tampering 4 5 20 High
DoS 4 4 16 High
Elevation of Privilege 4 5 20 High

Demisto

Spoofing 3 3 9 Low
Tampering 4 5 20 High
Repudiation 3 3 9 Low
DoS 4 4 16 High

Phantom

Spoofing 3 3 9 Low
Tampering 4 5 20 High
Information Disclosure 2 4 8 Low
DoS 4 5 20 High
Elevation of Privilege 3 4 12 Medium

DarkTrace

Spoofing 3 4 12 Medium
Tampering 4 5 20 High
DoS 4 4 16 High

Vectra AI

Spoofing 3 3 9 Low
Tampering 4 5 20 High
Elevation of Privilege 3 4 12 Medium

Cynet

Spoofing 3 3 9 Low
Tampering 4 5 20 High
DoS 4 4 16 High

Cybereason

Repudiation 3 3 9 Low
Tampering 4 5 20 High
Elevation of Privilege 3 4 12 Medium

Swimlane

Spoofing 3 3 9 Low
Tampering 4 4 16 High
DoS 4 4 16 High

Table 5.1: Likelihood, Impact, Risk, and Risk Scale for Each AI Tool using the AI Risk
Evaluation Methodology

In the following graphs, Figure 5.1 illustrates the mean risk value for each AI tool

evaluated using our proposed methodology. From this analysis, it becomes evident that

IDS contribute the highest level of risk to the FMN environment. Conversely, SOAR

tools are shown to introduce the least amount of risk. This distinction highlights the

varying levels of risk associated with different categories of AI-enabled cybersecurity tools,

emphasizing the importance of tailored risk management strategies based on the specific

functionalities and roles of these tools within FMNs.
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Figure 5.1: Mean Risk Associated with Each AI Tool

Figure 5.2 presents the mean likelihood value for each STRIDE step across all analyzed

AI tools. Similarly, Figure 5.3 illustrates the mean impact value associated with each

STRIDE step. Finally, Figure 5.4 depicts the mean risk value corresponding to each

STRIDE step, providing a comprehensive overview of the assessed risk factors.
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Figure 5.2: Mean Likelihood for Each STRIDE Step
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Figure 5.3: Mean Impact for Each STRIDE Step
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Figure 5.4: Mean Risk for Each STRIDE Step

Through this approach, we can effectively analyze the risks associated with each AI

tool, examining the likelihood and impact linked to each STRIDE category. This analysis

allows us to identify the STRIDE steps that pose the most significant concern, with

Tampering and DoS emerging as particularly critical risk factors.
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Chapter 6

Conclusions

This chapter summarises the key findings and accomplishments of this thesis, highlighting

the achievements of the research and outlining potential avenues for future work. The pri-

mary goal of this study was to develop a robust and scalable risk evaluation methodology

for AI-enabled cybersecurity tools, with a particular focus on FMNs. The methodology

was designed to systematically assess the risks associated with using AI in mission-critical

environments, leveraging established risk assessment methodologies such as OWASP and

STRIDE. Applying the methodology to well-known AI cybersecurity tools demonstrated

its practical relevance and effectiveness in addressing real-world security concerns.

The proposed methodology addresses the three questions of the thesis as follows:

• Q1: Identifying the critical risks of using AI in cybersecurity applications within

Federated Mission Networks (FMNs) was addressed through Steps 1 and 2 of the

methodology. Step 1 involved defining the roles and functionalities of the AI tools

within FMNs, while Step 2 systematically evaluated potential vulnerabilities using

the STRIDE threat model.

• Q2: Evaluating AI tools for their ability to secure FMNs while addressing their vul-

nerabilities was achieved through Steps 3 and 4. Step 3 assessed the likelihood of

potential threats by evaluating the conditions and factors that make vulnerabilities

exploitable. Step 4 evaluated the impacts of these threats on FMNs, considering

their potential consequences on confidentiality, integrity, and availability.

• Q3: Ensuring the secure and resilient operation of AI-enabled cybersecurity tools

within high-stakes environments was validated through the implementation of
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the full methodology. This comprehensive application demonstrated the method-

ology’s effectiveness in systematically identifying, evaluating, and mitigating risks

in FMNs, enhancing their operational resilience.

This thesis has successfully developed a comprehensive risk evaluation methodology

tailored for AI-enabled cybersecurity tools, with a particular focus on FMNs. By incor-

porating established methods such as OWASP and STRIDE, the methodology effectively

identifies, assesses, and prioritizes potential risks associated with the deployment of AI

tools in mission-critical environments. Its application to AI-driven cybersecurity solutions

like OutGene and Cortex XDR demonstrates its real-world relevance, addressing the in-

creasing demand for robust AI solutions in complex and sensitive network infrastructures.

6.1 Achievements

The development of this framework marks several significant contributions to the field:

The methodology development provides a structured and scalable approach for

evaluating AI-enabled cybersecurity tools, ensuring adaptability to different contexts and

technologies. It incorporates a detailed risk identification process, meticulously uncov-

ering AI-specific vulnerabilities and potential threat vectors unique to FMNs. By integrat-

ing well-established methodologies with AI-specific considerations, the framework offers a

methodological integration that bridges traditional risk assessment practices with the

nuances of AI technologies. Furthermore, the practical application of the framework

to prominent AI-enabled cybersecurity tools not only highlights areas requiring improve-

ment but also validates its relevance and utility in addressing real-world cybersecurity

challenges.

6.2 Future Work

Building on the foundation established in this research, several avenues for future explo-

ration and development can be pursued:

The framework should evolve in step with emerging AI technologies. This adapta-

tion for new advancements—such as deep learning innovations, adversarial AI threats,

and AI-based deception techniques—will ensure its continued relevance and effectiveness.
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Real-world testing and deployment of the framework in operational environments

could further validate its utility and provide invaluable feedback for refinement and iter-

ative improvements.

In addition, exploring the integration of this framework with other established

cybersecurity standards, such as ISO 27001 or NIST, could broaden its applicability

and ensure seamless adoption across different organizational contexts. A critical area

for future exploration lies in the evaluation of adversarial AI risks, where attackers

manipulate AI models to bypass security measures; addressing these vulnerabilities will

be crucial for maintaining robust defenses. Finally, the automation of the evalua-

tion process through the use of AI or machine learning technologies could significantly

streamline the methodology, enabling it to scale effectively for large and complex network

environments.

This research has laid a solid foundation for risk evaluation in AI-enabled cyberse-

curity, providing a pathway for continuous improvement and adaptation in the rapidly

evolving landscape of AI and cybersecurity integration.
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