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“The only true voyage of discovery would be not to visit strange lands, but to possess other 

eyes.” 

- Marcel Proust, In Search of Lost Time, The Prisoner (1923) 
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ABSTRACT 

The long-held perception of stability in global supply chains has dissolved, revealing 

networks that were never truly steady but sustained by an illusion of predictability and 

efficiency. Geopolitical fragmentation, climatic volatility, technological dependence, and 

regulatory turbulence now expose the fragility of international trade, turning continuity into 

a strategic rather than operational pursuit. In this context, resilience and risk-intelligence 

have become essential to competitiveness, yet many organisations still underestimate their 

significance, lacking the integration of management information systems (MIS), maturity 

assessment, and governance needed to turn data into foresight and foresight into action. 

This dissertation addresses that challenge through the Resilience-Oriented Supplier 

Management Cycle (RO-SMC), a governance-based framework that embeds risk-

intelligence into supplier management and strengthens decision-making across global supply 

networks. Grounded in the Design Science Research methodology, it combines conceptual 

synthesis with artefact design to connect five stages of intelligence, evaluation, 

classification, monitoring, and adaptive re-evaluation within a continuous governance loop. 

The RO-SMC aligns information systems, analytics, and organisational maturity, enabling 

firms to progress from fragmented data to structured, evidence-based foresight. 

Evaluation by senior professionals confirmed the framework’s conceptual integrity, 

adaptability, and practical value, recognising its capacity to enhance transparency and 

institutional learning. Academically, the study advances understanding of how data-driven 

governance and MIS can operationalise resilience in global supply networks. Practically, it 

offers organisations a pathway to transform uncertainty into strategic readiness, embedding 

resilience as a measurable and enduring source of competitive strength. 

 

Keywords: Supply Chain Resilience; Risk-Intelligence; Supplier Governance; Data-Driven 

Decision-Making; Organisational Maturity  
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INTRODUCTION 

Disruption has become the defining condition of global commerce. Geopolitical 

fragmentation, climatic volatility, regulatory uncertainty, and technological 

interdependence have reshaped supply networks into adaptive systems exposed to 

continuous turbulence. Within this landscape, efficiency alone no longer ensures 

competitiveness. Resilience has emerged as a strategic imperative for organisations 

seeking both continuity and long-term advantage. 

Resilience is not born of contingency but of design. Procurement stands at the centre of 

this architecture, as supplier choices delineate both opportunity and exposure. Yet many 

organisations persist in operating through fragmented data, unstructured evaluation, and 

weak connections between analysis and action. Information is plentiful, but intelligence 

remains scarce. Advances in analytics and artificial intelligence (AI) can narrow this 

divide when governed effectively, enabling earlier detection, sharper interpretation, and 

proportionate responses. The challenge lies less in technological capacity than in 

organisational discipline: transforming analytical potential into adaptive, evidence-based 

decision-making that embeds resilience as a sustained capability. 

Research Questions 

This research was guided by two central questions: 

RQ1. How can data-driven governance operationalise resilience in supplier management? 

RQ2. How can risk intelligence, supported by management information systems (MIS), 

enhance decision quality and capability development across global supply networks? 

Objectives 

The study seeks to deepen understanding of how organisations can strengthen supply 

chain resilience (SCR) by anticipating, managing, and learning from disruptive events. 

Its principal objective is to design and validate a model that transforms dispersed 

information into structured intelligence, enabling more informed, transparent, and 

adaptive decision-making. Drawing upon analytical and AI-enabled methods, and 
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grounded in the literature, the research advances this purpose by examining how risk-

intelligence can be integrated into supplier evaluation and governance processes, 

enhancing the ability to identify vulnerabilities, prioritise exposures, and sustain 

continuity under uncertainty. Through the development and expert validation of the 

proposed artefact, it aims to offer practical and theoretically robust guidance for 

embedding resilience as a measurable, evolving, and enduring capability within 

organisational practice. 

Dissertation Structure 

The dissertation comprises five interrelated chapters that combine conceptual synthesis, 

methodological rigour, and applied design. The first chapter situates the study within the 

evolution of SCR and supplier risk management, outlining the conceptual and managerial 

gap that underpins the research. The second presents the methodological foundations, 

describing how the Design Science Research (DSR) approach guided the development of 

the Resilience-Oriented Supplier Management Cycle (RO-SMC), a governance 

framework integrating supplier intelligence, evaluation, classification, monitoring, and 

adaptive re-evaluation within a continuous learning loop. Chapter three explores the 

framework’s conceptualisation and design, establishing its theoretical basis and 

operational logic. Chapter four demonstrates its practical application, showing how 

resilience principles can be embedded into data-driven supplier management. The final 

chapter evaluates and discusses the artefact, assessing its contribution to analytical 

integration, decision coherence, and organisational resilience.  
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1 Literature Review 

This chapter establishes the conceptual foundations of the study through an integrative 

review that connects SCR, supplier governance, information systems, and analytical 

decision-making. It examines the transition from efficiency-based management towards 

resilience as a strategic, data-enabled capability, highlighting how risk-intelligence and 

digital integration reshape supplier evaluation and continuity practices. The discussion 

unfolds through four interrelated themes: the evolution of supply chain management 

(SCM), supplier-centric risk governance, data-driven evaluation frameworks, and the 

integration of analytics and AI. Collectively, these perspectives consolidate the 

theoretical and methodological ground upon which the study advances its inquiry. 

1.1 The Evolution of Supply Chain Management (SCM) and the Rise 

of Resilience 

Global supply chains have long been engines of cost efficiency, scalability, and 

international reach. Yet the same interdependence that fuels competitiveness also 

amplifies vulnerability, exposing networks to frequent and often unpredictable shocks 

that disrupt continuity and performance (Christopher, 2023; Parast & Subramanian, 

2021). As such risks become more frequent and interconnected, managing supply chain 

complexity has evolved into a strategic necessity. 

1.1.1 From Efficiency to Complexity: The Transformation of SCM 

Since its origins in the 1980s, SCM has evolved from a logistics‑centred pursuit of cost 

efficiency into a broad, integrative discipline focused on resilience and strategic risk 

management. The establishment of institutions such as the Supply Chain Council (1996) 

and the Council for Supply Chain Management Professionals (2004) consolidated SCM’s 

place at the heart of corporate strategy (Laguir et al., 2023). Today, its remit spans 

supplier relationships, sustainability, and digital transformation as well as traditional 

operational concerns. 

As sourcing networks extend across geographies and tiers, exposure to disruption 

increases. Addressing this challenge demands proactive risk management enabled by 

technologies such as real‑time monitoring, predictive analytics, and digital supplier 
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integration. These tools strengthen visibility, responsiveness, and agility within supply 

chain operations (Laguir et al., 2023; Liu et al., 2023). 

In this environment, resilience has become a central principle of modern supply chain 

strategy. It involves not only recovery from disruption but also the ability to anticipate, 

absorb, and adapt to change across operational, political, and technological dimensions 

(Javed et al., 2022; Laguir et al., 2023) Firms now focus on four guiding principles: 

responsiveness, reliability, resilience, and relationships (Christopher, 2023). 

Of these principles, resilience links long-term planning with short-term adaptability. 

Achieving this balance often requires prioritising flexibility over pure efficiency through 

approaches such as supplier diversification, geographical dispersion, and built-in 

redundancy. Although such measures add complexity, they are essential for managing 

systemic shocks and maintaining supply continuity (Baldwin & Freeman, 2022). 

1.1.2 Information Systems, Supplier Collaboration, and Continuity Practices  

Technological innovations play a key role in enhancing SCR. Tools such as AI, 

blockchain, and real-time analytics improve visibility, enable early warnings, and support 

data-driven supplier risk evaluations (Jones, 2025; Sharma & Joshi, 2023). However, 

resilience also relies on strong inter-organisational collaboration and the integration of 

risk awareness into procurement practices. 

Supplier Relationship Management (SRM) is essential in this context. By fostering trust, 

aligning objectives, and promoting transparency, SRM enables joint risk governance and 

coordinated disruption responses (Jones, 2025). Supplier business continuity 

management (S-BCM) further strengthens resilience by assessing suppliers’ 

preparedness, recovery capabilities, and risk-mitigation efforts. This systematic approach 

embeds continuity into sourcing and supports more stable operational and financial 

outcomes (Sadeghi R. et al., 2022). 

1.2 Supplier-Centric Risk Management in a Global Risk Landscape 

The expansion of global supply chains has intensified interdependence, allowing local 

disturbances to escalate into systemic shocks that expose structural fragilities (Laguir et 
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al., 2023; Parast & Subramanian, 2021). In this environment, the inadequacy of reactive 

risk management is evident. Resilience now depends on supplier-centred strategies that 

extend visibility and control beyond first-tier relationships, enabling anticipation rather 

than response (Zahoor et al., 2023). 

1.2.1 Responding to Geopolitical, Environmental, and Digital Disruption 

Geopolitical risks such as protectionist trade measures, investment screening, and 

regulatory fragmentation are prompting firms to reassess sourcing structures and 

geographical exposure as part of broader risk-mitigation strategies (Zahoor et al., 2023). 

These developments underscore the need to integrate macro-level political and economic 

factors into procurement planning. 

In response, many firms are adopting diversification strategies, including multi-sourcing 

and geographical dispersion, to reduce regional dependencies and enhance continuity in 

volatile environments (Sonar et al., 2022). While these strategies strengthen resilience, 

they also introduce coordination challenges, making structured evaluation frameworks 

essential for maintaining consistency and efficiency (Huma et al., 2020; Javed et al., 

2022). 

The urgency of this transformation is reinforced by global risk trends. The 2024-2025 

Global Risks Perception Survey (GRPS) identifies state-based armed conflict as the 

leading short-term threat (23 per cent), followed by extreme weather events (14 per cent) 

and geoeconomic confrontation (8 per cent), including sanctions and trade restrictions 

(Elsner et al., 2025). These findings, illustrated in Figure 1, reflect growing macro-

environmental instability and highlight the importance of supplier evaluation frameworks 

that account for geopolitical and economic exposures (Elsner et al., 2025; Zahoor et al., 

2023). 
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Figure 1 - Top 10 Global Risks Selected by Respondents 

Source: Adapted from Elsner et al. (2025). 

 

Environmental and digital risks add complexity to maintaining supply chain continuity. 

Climate-related events such as floods, hurricanes, and wildfires disrupt production and 

logistics, especially in regions with concentrated suppliers or weak infrastructure. 

Fourteen per cent of survey respondents cite environmental disruptions as major risks 

(Elsner et al., 2025), with impacts intensified where resilience and adaptation planning 

are lacking (Chukwuka et al., 2023). 

Simultaneously, digital supply chains face rising threats from cyber-attacks, data 

breaches, and system failures. The integration of AI adds complexity, and without 

safeguards such as auditability, explainability, and control, algorithmic opacity and bias 

can undermine decision quality and trigger cascading disruptions (Joel et al., 2024). 

Resilience now rests on the reliability and integrity of these digital systems. 

1.2.2 Advancing Supplier Risk-Intelligence Through Structured Evaluation 

Despite technological progress, internal challenges persist. Many organisations still 

struggle with fragmented procurement structures, inconsistent risk assessments, and 

siloed data systems, limiting the development of supplier-centric risk-intelligence (I. A. 
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Mohammed, 2023; Sadeghi R. et al., 2022). Overcoming these issues requires 

coordination, shared metrics, and standardised protocols (Gopal et al., 2024). 

Effective supplier risk assessment should combine internal performance metrics with 

external exposure indicators. Traditional criteria such as cost and delivery must be 

complemented by factors such as financial resilience, adaptability, environmental 

compliance, and geopolitical positioning (Wissuwa et al., 2022; Zahoor et al., 2023). 

Recent studies also emphasise dependency-adjusted evaluation, where risk ratings are 

scaled by buyer reliance, offering a clearer view of systemic exposure (Baldwin & 

Freeman, 2022). 

Integrating these dimensions helps align procurement decisions with resilience objectives 

and supports structured evaluations in dynamic environments (Javed et al., 2022). 

However, even the most sophisticated evaluation frameworks require governance 

mechanisms that coordinate actions, maintain alignment across multiple tiers, and embed 

sustainability and resilience objectives into supplier relationships. 

1.2.3 Governance Mechanisms in Multi-Tier Supplier Networks 

Governance in supply chains consists of formal and informal structures that coordinate 

inter-organisational relationships to achieve sustainability and resilience objectives 

(Marttinen et al., 2024). Formal governance, through codes of conduct, standards, 

certifications, and audits, defines rights and responsibilities, reduces behavioural 

uncertainty, and ensures consistent practice (Barbieri et al., 2022). Relational governance, 

based on trust, commitment, and open communication, supports mutual adjustment and 

collaborative problem-solving in dynamic contexts (Wu et al., 2023). Combined, these 

mechanisms balance compliance assurance with adaptability and capability development 

(Stekelorum et al., 2021). 

Extending governance upstream is challenging, as many risks originate beyond direct 

suppliers where control is limited (Marttinen et al., 2024). Firms address this by cascading 

requirements through first-tier suppliers or by engaging lower tiers directly. Assessment-

based mechanisms, such as certifications and audits, communicate expectations and 

verify compliance, while collaboration-based approaches, including supplier visits, joint 
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projects, and training, build capabilities and strengthen alignment (Stekelorum et al., 

2021). Recent approaches enhance these mechanisms through visibility tools that trace 

sub-tier dependencies and reveal where risks concentrate. Bill of materials (BoM) 

mapping, supplier-discovery platforms, and network analytics make hidden linkages 

transparent, enabling earlier detection of vulnerabilities and coordinated mitigation across 

the network (Quan et al., 2024). Lower-tier suppliers can also contribute innovation and 

promote cross-tier collaboration when governance supports openness and shared learning 

(Marttinen et al., 2024). 

The effectiveness of governance depends on contextual factors such as uncertainty, 

supply chain complexity, and relationship significance (Barbieri et al., 2022). Formal 

governance is effective in stable, low-complexity contexts, while relational governance 

is critical in high-complexity environments. Hybrid approaches that integrate both forms 

enable adaptation to evolving conditions (Barbieri et al., 2022). Governance also 

enhances resilience by enabling collaboration that turns governance structures into joint 

decision-making, information sharing, and coordinated action. Collaboration mediates 

this relationship, while institutional conditions can strengthen governance’s impact on 

resilience (Wu et al., 2023). In this way, governance establishes the structural and 

relational foundations that allow advanced analytical and decision-support approaches to 

be applied with greater consistency and impact. 

1.3 Data-Driven Approaches to Resilient Supplier Selection and 

Monitoring 

Heightened uncertainty within global supply networks has reinforced the need for data-

driven decision-making in supplier management. Traditional evaluation methods focused 

on static, cost-based metrics are being replaced by adaptive frameworks that assess 

suppliers across interdependent dimensions such as continuity, adaptability, and strategic 

alignment (Nayeri et al., 2023; Zahoor et al., 2023). In parallel, analytics-based 

assessment tools have become integral to modern procurement strategies, enabling 

organisations to anticipate disruptions, optimise sourcing portfolios, and strengthen 

responsiveness to risk (Lotfi et al., 2024). 
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Recent research highlights that such analytical capability depends on coherent data 

governance that ensures analytical credibility and organisational alignment. Governance 

frameworks define the decision rights, responsibilities, and stewardship principles 

required to transform dispersed supplier information into a reliable analytical asset 

(Bližnák et al., 2024). Within this context, well-structured master-data systems serve as 

the foundation for comparability, enabling consistent metrics, data lineage, and cross-

functional integration. When governed strategically, data form the foundation for the 

transparency, trust, and analytical depth necessary for resilient supplier evaluation and 

intelligence-driven sourcing (Acev et al., 2025; Aljabhan & Abeyie, 2022). 

1.3.1 Enhancing Supplier Selection with Analytics and AI 

Business Analytics (BA) enables the systematic collection, integration, and analysis of 

supplier-related data to inform more resilient procurement decisions. By applying 

descriptive, predictive, and prescriptive analytics, firms can assess historical 

performance, forecast potential disruptions, and optimise sourcing strategies under a 

range of operational conditions (Evans, 2020). These analytical capabilities extend the 

scope of supplier evaluation to include indicators such as financial health, environmental 

performance, and long-term strategic viability, ensuring supplier choices align with 

resilience goals (Patrucco et al., 2023). 

AI strengthens data-driven supplier evaluation by applying advanced algorithms to large 

and complex data sets. Techniques such as neural networks, support-vector machines, 

and deep learning are used to classify risks, detect anomalies, and forecast potential 

supplier disruptions under uncertain conditions (Mirzaee & Ashtab, 2024). When 

integrated into analytics platforms, AI enables real-time supplier monitoring and supports 

adaptive sourcing decisions that align procurement with broader organisational continuity 

objectives (I. A. Mohammed, 2023). 

1.3.2 Monitoring, Interpretation, and Maturity as Enablers of Resilience 

Maintaining supplier resilience requires continuous monitoring of performance and risk 

indicators such as lead-time variability, quality compliance, financial stress, and exposure 

to environmental or social disruptions (Sadeghi R. et al., 2022). Real-time monitoring 
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systems consolidate data from Enterprise Resource Planning (ERP), Internet of Things 

(IoT), and procurement platforms into dashboards that translate signals into actionable 

insights. By linking indicators to specific triggers and responsibilities, these tools enable 

early warnings, coordinated responses, and clear accountability within the monitoring 

process (Gopal et al., 2024; Hasan et al., 2024).  

Beyond operational metrics, supplier risk-intelligence must account for structural factors 

such as criticality, concentration risk, and alignment with continuity goals. These help 

identify systemic vulnerabilities often missed in transactional data (Baldwin & Freeman, 

2022; Corsini et al., 2024). Scenario analysis and predictive simulations allow firms to 

assess supplier viability under disruption and adjust sourcing accordingly (Hasan et al., 

2024). 

Monitoring should differentiate between tracking performance and evaluating continuity 

planning. S-BCM offers insight into preparedness and recovery capabilities, adding a 

forward-looking resilience perspective (Sadeghi R. et al., 2022). This distinction supports 

more proactive mitigation and governance. 

Predictive analytics also enable the integration of external data sources, including 

geopolitical trends and macroeconomic indicators. To convert this intelligence into 

decisions, firms must develop absorptive capacity, meaning the ability to identify, 

process, and apply external knowledge effectively (Hasan et al., 2024). This strengthens 

awareness and adaptability to changing risks. 

The effectiveness of these tools depends on organisational data maturity. According to 

Langer (2025), less mature firms often rely on fragmented data and retrospective reports, 

whereas advanced firms use predictive models, automation, and integrated dashboards. 

Aligning resilience efforts with maturity levels is therefore essential, as data quality, 

system integration, and model transparency remain critical challenges even when the 

combination of BA, AI, and digital monitoring offers substantial potential (Gopal et al., 

2024; Zhang et al., 2024). 
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1.4 Evaluation Frameworks for Risk-Based Supplier Selection 

To strengthen procurement resilience, organisations are increasingly adopting structured 

evaluation frameworks that consider multiple and often conflicting decision criteria. 

Multi-Criteria Decision-Making (MCDM) techniques are central to this effort, enabling 

supplier comparisons across dimensions such as cost, quality, delivery performance, and 

sustainability (Sivanagaraju Pitchaiah et al., 2021). These methods integrate expert 

judgement with data-driven weighting to support consistent and transparent decision-

making processes (Chen, 2020). 

1.4.1 Classical and Fuzzy Techniques for Structured Decision-Making 

Classical MCDM methods such as the Analytic Hierarchy Process (AHP), the Technique 

for Order Preference by Similarity to Ideal Solution (TOPSIS), and VlseKriterijumska 

Optimizacija I Kompromisno Resenje (VIKOR) provide structured approaches to 

supplier evaluation by ranking and prioritising criteria through systematic comparison 

(Sivanagaraju Pitchaiah et al., 2021). These models help decision-makers handle trade-

offs among performance dimensions and maintain analytical rigour across diverse 

procurement contexts. 

Other techniques extend this reasoning by capturing interdependencies and efficiency 

relationships. Decision-Making Trial and Evaluation Laboratory (DEMATEL) identifies 

causal links among resilience factors to support prioritisation, while Data Envelopment 

Analysis (DEA) benchmarks supplier efficiency using input-output relationships (A. 

Mohammed et al., 2021). 

To address uncertainty and qualitative judgement, fuzzy logic has been incorporated into 

classical models. Fuzzy AHP and Fuzzy TOPSIS enable the evaluation of intangible 

factors such as flexibility, adaptability, or ethical standards, translating linguistic 

assessments into quantitative scores (Pramanik et al., 2020; Rane & Choudhary, 2023) 

Fuzzy entropy weighting further refines this balance between expert perception and 

objective data, improving the reliability and interpretability of results. Hybrid forms such 

as Fuzzy Grey Relational Analysis (Fuzzy GRA) extend the approach to incomplete or 

imprecise data, enhancing decision flexibility in uncertain contexts (Leong et al., 2022). 



 

Risk-Intelligent Supplier Management: Designing Resilient Governance Systems 
  

 

12 de 80  
Mod5.233_00  
SISTEMA INTERNO DE GARANTIA DA QUALIDADE  

 

 

Together, these methods form a structured, transparent, and explainable foundation for 

supplier evaluation under uncertainty, supporting resilience-oriented decision-making. 

1.4.2 Hybrid Frameworks and Maturity-Aligned Evaluation Models 

Several studies propose multi-stage frameworks that combine these models to enhance 

evaluation accuracy and better align with resilience objectives. As summarised in Table 

1, these integrated approaches address multiple aspects of supplier assessment, including 

weighting, ranking, validation, and probabilistic modelling. 

Model selection should reflect analytical maturity, with less digital firms using simplified 

scorecards, while more mature organisations can adopt ERP integrated models that 

incorporate fuzzy logic, causal mapping, and real-time data to support scalable, adaptive 

evaluations (Abdulla & Baryannis, 2024; Gopal et al., 2024). This ensures that evaluation 

methods remain rigorous and feasible within existing systems. 

Table 1 - Overview of MCDM Methods in Resilient Supplier Evaluation 

MCDM 

Method(s) 
Focus Verified Reference 

AHP, TOPSIS, 

VIKOR 
Classical ranking and prioritization 

Sivanagaraju Pitchaiah et 

al. (2021) 

DEMATEL, 

MABAC 

Structure interdependencies and 

rank options 

A. Mohammed et al. 

(2021) 

OCRA, TOPSIS, 

VIKOR 

Multi-method ranking with internal 

validation 

A. Mohammed et al. 

(2021) 

Fuzzy AHP, 

Fuzzy TOPSIS 

Evaluate qualitative and subjective 

criteria 

Pramanik et al. (2020); 

Rane & Choudhary 

(2023) 

Fuzzy entropy 
Balance subjective and objective 

weightings 

Rane & Choudhary 

(2023) 

Fuzzy GRA 
Fuzzy ranking under incomplete or 

imprecise data 
Leong et al. (2022) 

GRA-BWM-

TOPSIS 

Combine grey analysis, preference 

elicitation, and distance ranking 
Leong et al. (2022) 

SFBWM, 

Bayesian BWM 

Probabilistic fuzzy weighting for 

resilient criteria 
Nayeri et al. (2023) 

Source: Own Elaboration 
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Integrated evaluation models strengthen procurement resilience by addressing the 

complexity and uncertainty of global supplier networks. The Stochastic Fuzzy Best-

Worst Method (SFBWM) improves the robustness of weighting under ambiguity (Nayeri 

et al., 2023), while DEMATEL-MABAC and multi-method combinations such as 

OCRA-TOPSIS-VIKOR strengthen consistency and internal validation (A. Mohammed 

et al., 2021). Complementary matrix-based frameworks, including the Kraljic Matrix and 

its recent adaptation, the Circular Assessment of Suppliers (CAoS), translate analytical 

results into strategic segmentation, linking supplier positioning with resilience and 

continuity objectives (Corsini et al., 2024). Hybrid approaches that merge MCDM, fuzzy 

logic, and analytics-based frameworks further enhance flexibility and alignment with 

resilience goals (Leong et al., 2022). When embedded in business intelligence (BI) 

systems, these models improve transparency and coordination, enabling the systematic 

integration of risk-intelligence into procurement decisions (Gopal et al., 2024). 

1.5 Integrating BA and AI for Supplier Risk-Intelligence 

The integration of BA and AI has significantly advanced supplier risk-intelligence by 

enabling organisations to convert complex data into actionable insights. BA provides a 

structured foundation for supplier evaluation through the three primary forms of analysis: 

descriptive, predictive, and prescriptive. Descriptive analytics helps organisations assess 

past supplier performance through data aggregation and visualisation. Predictive analytics 

leverages statistical models to forecast potential disruptions before they occur, while 

prescriptive analytics goes further by recommending optimal sourcing decisions based on 

predefined objectives and constraints (Evans, 2020). 

1.5.1 Enabling Intelligent Risk Detection Through Analytics and AI 

AI enhances supplier risk-intelligence by automating data interpretation, detecting 

complex patterns, and enabling adaptive learning. Techniques such as machine learning 

and neural networks are used to classify risk, identify anomalies, and forecast failures 

using large volumes of structured and unstructured data (Gopal et al., 2024; Mirzaee & 

Ashtab, 2024). 
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The effectiveness of analytics depends on data quality and availability. Technologies such 

as blockchain, cloud computing, IoT, and Radio Frequency Identification (RFID) 

enhance traceability, enable real-time access, and improve reliability. Integrated into ERP 

and SRM systems, these technologies support continuous supplier monitoring (Gopal et 

al., 2024; Kalaiarasan et al., 2022). 

Analytics also enhances MCDM models by standardising data normalisation, weighting, 

and evaluation. Hybrid methods such as AHP, TOPSIS, and fuzzy logic gain clarity and 

rigour when supported by analytical tools, particularly under conditions of uncertainty 

(Leong et al., 2022; Rane & Choudhary, 2023). Although some models employ adaptive 

weighting, AI-driven learning integration remains an emerging field. 

Optimisation approaches can further strengthen these frameworks by modelling trade-

offs among the different factors, supporting resilient and scalable sourcing strategies in 

complex environments (Mirzaee & Ashtab, 2024). 

1.5.2 Implementation Challenges and Governance for Responsible AI Use 

While AI and analytics expand analytical capability, they also introduce significant 

governance challenges. Resilience-oriented criteria such as adaptability or social 

compliance often lack standard benchmarks, which can result in inconsistency and bias. 

Oversight mechanisms are therefore essential to maintain fairness and reliability in AI-

supported evaluation (Mirzaee & Ashtab, 2024).  

Effective AI model governance depends on transparency, explainability, and 

accountability throughout the analytical lifecycle. Bias detection, version control, and 

independent validation strengthen ethical integrity and traceability, transforming AI from 

a technical instrument into a governed decision-support system (Gopal et al., 2024; Guida 

et al., 2023). 

Predictive analytics also faces limitations under high uncertainty. Rapid geopolitical, 

regulatory, or environmental shifts may render historical data unreliable, demanding 

robust data infrastructure and collaboration across procurement, risk, and analytics 

functions to maintain adaptability (Hasan et al., 2024; Zhang et al., 2024). 
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By replacing static assessments with dynamic, continuously updated intelligence, AI-

driven analytics enable proactive detection of financial, environmental, and reputational 

risks. This responsiveness supports transparency, governance, and resilience across 

supplier networks, reinforcing the shift from reactive assessment to continuous, risk-

informed decision-making (Gopal et al., 2024; I. A. Mohammed, 2023).  

1.6 Toward a Resilience-Oriented Supplier Evaluation Model 

Building on the theoretical foundations and analytical tools explored throughout this 

study, supplier evaluation must evolve into a continuous, intelligence-driven process that 

directly supports organisational resilience. The complexity of today’s supply chains 

demands that procurement teams integrate structured methodologies with real-time data 

and forward-looking risk indicators (Hasan et al., 2024). This evolution requires both 

methodological sophistication and organisational alignment to navigate uncertainty and 

build adaptive sourcing capabilities (Laguir et al., 2023). 

1.6.1 Structuring Supplier Evaluation Around Resilience Dimensions 

A resilience-oriented model should assess suppliers across a diverse set of interrelated 

dimensions. As outlined in previous chapters, these dimensions include financial stability, 

geopolitical exposure, technological readiness, environmental performance, and social 

compliance, along with more traditional considerations such as cost, quality, and delivery 

reliability (Nayeri et al., 2023; Wissuwa et al., 2022). The selection and weighting of 

these criteria should be tailored to reflect the organisation’s specific risk landscape, 

category strategy, and analytical maturity (Javed et al., 2022; Leong et al., 2022). 

Incorporating disruption likelihood and impact within supplier evaluation reinforces the 

strategic alignment and economic rationale that underlie resilience-oriented decision-

making. 

To operationalise these dimensions, organisations can apply MCDM methods such as 

Fuzzy AHP, TOPSIS, or VIKOR. These approaches accommodate both quantitative and 

qualitative inputs, enabling the inclusion of expert judgement when data are incomplete 

or uncertain (Rane & Choudhary, 2023). When implemented within structured evaluation 
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processes, such models contribute to greater consistency and transparency in supplier 

assessments (Leong et al., 2022). 

Table 2 presents a synthesis of the key evaluation dimensions identified in the literature, 

including representative criteria and supporting references. 

Table 2 - Supplier Evaluation Dimensions and Criteria for Supply Chain Resilience 

Evaluation 

Dimension 
Associated Criteria 

Supporting 

References 

Operational Risk and 

Reliability 

Delivery performance, quality 

assurance, compliance, business 

continuity planning 

Sadeghi R. et al. 

(2022) 

Geopolitical and 

Location-Based Risk 

Political instability, regulatory 

changes, trade barriers, 

infrastructure, proximity 

Zahoor et al. (2023); 

Baldwin & Freeman 

(2022) 

Technological 

Capability and 

Readiness 

Digital maturity, information 

sharing, real-time monitoring, 

cybersecurity, platform integration 

Modares et al. (2025) 

Environmental and 

Sustainability Factors 

Emissions, resource efficiency, 

climate risks, waste management 

Nayeri et al. (2023); 

Mirzaee & Ashtab 

(2024) 

Economic and 

Financial Resilience 

Financial stability, liquidity, capital 

structure, cost optimization 

Sadeghi R. et al. 

(2022); Gopal et al. 

(2024) 

Social and Ethical 

Compliance 

Labor rights, workplace safety, 

ethical compliance 

Mirzaee & Ashtab 

(2024) 

Strategic Fit and 

Dependency Risk 

Dependency, strategic alignment, 

sole-source risk, partnership 

compatibility 

Baldwin & Freeman 

(2022); Corsini et al. 

(2024) 

Adaptability and 

Risk Mitigation 

Flexibility, responsiveness, 

disruption readiness, innovation, 

collaborative governance 

Leong et al. (2022); 

Sonar et al. (2022) 

Visibility and Multi-

Tier Awareness 

Transparency, sub-tier visibility, 

upstream risk detection 

Leong et al. (2022); 

Baldwin & Freeman 

(2022) 

Source: Own Elaboration 
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1.6.2 Operationalising the Model Through Monitoring and Governance 

Supplier evaluation should operate as a continuous cycle of monitoring, reassessment, 

and informed adjustment. Effective monitoring frameworks distinguish between 

operational performance indicators and forward-looking measures of continuity 

readiness, enabling early detection of vulnerabilities and timely corrective action 

(Sadeghi R. et al., 2022). Scaling resilience assessments by buyer-side dependence also 

enhances systemic awareness, since concentrated reliance on critical suppliers amplifies 

both disruption probability and cascading impact (Baldwin & Freeman, 2022; Zahoor et 

al., 2023). 

Real-time analytics and predictive modelling further strengthen adaptability by allowing 

organisations to refresh supplier risk profiles as internal and external conditions evolve. 

These tools integrate signals from market trends, regulatory dynamics, and geopolitical 

change to maintain alignment between evaluation parameters and the surrounding 

environment (Hasan et al., 2024). Yet, their reliability remains sensitive to data quality 

and uncertainty, underlining the need for sound data governance, interdisciplinary 

collaboration, and ongoing validation to ensure analytical outputs remain interpretable 

and actionable (Hasan et al., 2024; Zhang et al., 2024). 

In essence, operationalising resilience requires a governance structure that is both 

analytical and adaptive. Models must balance methodological rigour with flexibility, 

linking structured evaluation to real-time intelligence (Leong et al., 2022). Such 

integration reinforces the continuity of buyer–supplier relationships (Sadeghi R. et al., 

2022) and strengthens long-term competitiveness in increasingly uncertain supply 

environments (Hasan et al., 2024).  
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2 Methodology 

This study employs the Design Science Research (DSR) methodology as a rigorous and 

structured approach to develop a solution that is both theoretically robust and practically 

relevant. DSR is particularly suited to complex organisational contexts, as it generates 

knowledge through the systematic creation and evaluation of artefacts designed to address 

real-world problems (Peffers et al., 2020). Within this research, it provides the 

methodological foundation for linking the conceptual principles of SCR with the practical 

mechanisms of supplier governance and analytics. 

2.1 Design Science Research (DSR) 

The DSR process unfolds through five interdependent stages: problem identification and 

motivation, objective definition and solution design, artefact development, demonstration 

and evaluation, and communication and contribution. Together, these stages ensure 

coherence between the research problem, the artefact, and the study’s theoretical and 

practical contributions. 

The methodological focus of this work arises from a persistent gap between analytical 

capability and governance practice in supplier management. Organisations often possess 

vast procurement data yet lack a structured framework to translate it into decision-ready 

intelligence. Existing evaluation systems tend to be static and fragmented, limiting 

responsiveness to dynamic risk conditions. The DSR approach enables the structured 

development of a framework that addresses this gap through iterative design, ensuring 

both conceptual integrity and practical applicability. 

Through this process, the research advances a model that embodies the logic of DSR, 

aligning theoretical insight with operational feasibility while maintaining methodological 

rigour. Each stage contributes to refining the artefact and validating its relevance within 

the broader context of procurement and SCR. 

Figure 2 illustrates the methodological flow of DSR, highlighting the progression from 

conceptualisation to evaluation and communication. 
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Figure 2 - Design Science Research Methodology 

Source: (Peffers et al., 2020) 

 

2.1.1 Problem Identification and Motivation 

The first stage seeks to identify a problem that is both practically relevant and 

academically significant. It involves examining an existing challenge within 

organisational practice that has not been adequately addressed in the literature. The 

process requires a comprehensive analysis of the research domain to understand current 

limitations and to justify the need for an improved approach. This ensures that the 

investigation is anchored in both theoretical foundations and practical relevance (Peffers 

et al., 2020). 

2.1.2 Objective Definition and Solution Design 

Once the problem is defined, clear objectives are established to guide the design of a 

suitable solution. These objectives outline the intended purpose of the artefact and define 

the criteria for its evaluation. The design phase draws upon established theories, 

frameworks, and methodological insights from the literature to ensure conceptual 

coherence and practical feasibility. This stage also delineates the principles and 

requirements that will inform the artefact’s subsequent development and its alignment 

with the research objectives (Peffers et al., 2020). 
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2.1.3 Development of the Artefact 

The development stage focuses on constructing an artefact that responds to the defined 

problem and fulfils the established objectives. It follows an iterative process that 

integrates theoretical insight, empirical reasoning, and critical reflection. Each cycle of 

design and refinement aims to enhance the artefact’s robustness, relevance, and 

methodological consistency. The process is exploratory and adaptive, allowing the 

emerging design to evolve in response to analytical findings and contextual 

understanding. This ensures that the artefact remains aligned with the DSR principles of 

utility, quality, and rigour. 

2.1.4 Demonstration and Evaluation 

The demonstration and evaluation stage aims to assess the artefact’s ability to address the 

identified problem effectively. Demonstration involves applying the artefact within a 

defined context to illustrate its functionality and intended purpose. Evaluation examines 

its performance against the criteria established earlier, focusing on conceptual validity, 

practical applicability, and overall coherence. This stage ensures that the artefact satisfies 

the research objectives and contributes meaningful insights to both academic knowledge 

and professional practice (Peffers et al., 2020). 

2.1.5 Communication and Contribution 

The final stage of DSR concerns the dissemination of the research process and its 

outcomes. It involves clearly articulating the problem investigated, the methodological 

rationale adopted, the design logic applied, and the insights derived from demonstration 

and evaluation. The goal is to communicate the research transparently and effectively to 

both academic and professional audiences, enabling replication, refinement, and further 

development. Through this process, DSR promotes cumulative knowledge building and 

strengthens the link between theoretical research and organisational application (Peffers 

et al., 2020). 

By following the DSR methodology, this research is structured to ensure methodological 

rigour, transparency, and coherence. It provides a clear pathway for linking problem 



 

Risk-Intelligent Supplier Management: Designing Resilient Governance Systems 
  

 

21 de 80  
Mod5.233_00  
SISTEMA INTERNO DE GARANTIA DA QUALIDADE  

 

 

definition, design, and evaluation within a unified framework, allowing knowledge to 

emerge through the systematic creation and assessment of a purposeful artefact. 

2.2 Research Strategy 

The research strategy outlines how conceptual analysis, design activity, and evaluative 

inquiry are integrated within a coherent methodological framework. It complements the 

DSR approach by ensuring consistency between theoretical development, methodological 

execution, and practical relevance. 

The study commences with an extensive review of literature on SCR, supplier risk, and 

analytics-driven decision-making. This examination establishes the conceptual 

foundation, identifies shortcomings in current practices, and defines the requirements 

guiding the research design. 

Rather than reproducing existing models, the strategy promotes synthesis and integration. 

It combines complementary theoretical perspectives and empirical insights into a unified 

structure capable of addressing the multifaceted nature of supplier evaluation and risk 

governance. The resulting framework aspires to strengthen decision-making through 

clarity, adaptability, and the informed use of data, linking analytical capability with robust 

governance processes. 

Relevance is maintained through grounding in established models while remaining 

sensitive to organisational factors such as scalability, usability, and maturity of systems. 

Iterative reflection and expert feedback reinforce contextual alignment, ensuring that 

conceptual reasoning translates into mechanisms applicable across varied procurement 

settings. 

Ultimately, the research strategy provides a structured pathway that connects conceptual 

inquiry, artefact creation, and evaluative assessment. By uniting theoretical precision with 

practical understanding, it delivers a rigorous and meaningful contribution to advancing 

supplier risk management and enhancing procurement resilience. 
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3 Artefact Conceptualisation and Design 

Markets have entered an era of enduring volatility. Supply networks are increasingly 

interdependent, their complexity heightened by geopolitical tension, environmental 

disruption, and technological transformation. Within this landscape, procurement evolves 

beyond its transactional origins to act as a governance discipline that balances risk, cost, 

and continuity through informed and traceable decisions (Christopher, 2023; Laguir et 

al., 2023). Achieving such balance depends on MIS that transform dispersed data into 

coherent intelligence, enabling anticipation, proportionate action, and organisational 

learning. 

Despite advances in digitalisation and analytics, practice remains fragmented. Resilience 

criteria are inconsistently applied, evaluation routines lack standardisation, and 

monitoring is often disconnected from sourcing decisions (Wissuwa et al., 2022). Data 

and tools are abundant, yet weak ownership and irregular review cycles continue to 

undermine accountability (Zahoor et al., 2023). The limitation lies less in technological 

capability than in the absence of a unifying model that connects governance and analytics 

within a structured and adaptive system. 

This chapter introduces the RO-SMC, developed under the DSR methodology as a 

governance framework for embedding resilience into supplier management. It integrates 

analytical reasoning with organisational governance, enabling decisions that are 

transparent, proportionate, and continuously informed by evidence. 

The following sections establish the conceptual foundation of this artefact, identifying the 

problem and motivation, defining its objectives and requirements, and outlining the 

design principles through which governance, analytics, and maturity converge into a 

coherent framework for resilience-oriented supplier management. 

3.1 Problem Identification and Motivation 

Supply chains now operate in conditions of persistent turbulence. Disruptions propagate 

rapidly across tiers, amplified by structural dependencies, geopolitical tensions, and 

environmental pressures (Christopher, 2023; Parast & Subramanian, 2021). These 
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realities demand supplier management systems that embed exposure and dependency 

within decision logic rather than treating them as external uncertainties. 

In many organisations, practice still reflects earlier paradigms. Supplier evaluations 

remain centred on cost, quality, and delivery, with limited consideration of resilience-

related factors (Wissuwa et al., 2022). Processes are often manual, fragmented, and 

constrained by inconsistent data and criteria (Zahoor et al., 2023). Governance represents 

a persistent gap: risk indicators lack formal thresholds, escalation paths are undefined, 

and monitoring responsibilities are unclear (Sadeghi R. et al., 2022). As Baldwin & 

Freeman (2022) observe, when information systems are disjointed, supplier data cannot 

be converted into decision-ready intelligence, leading to undocumented rationales and 

limited organisational learning. 

The literature offers mature methods for decision-making under uncertainty, such as 

fuzzy AHP, TOPSIS, and GRA, which strengthen consistency and analytical robustness 

(Leong et al., 2022; Rane & Choudhary, 2023). Yet their potential remains constrained 

when analytical maturity and system interoperability are limited. As Gopal et al. (2024) 

highlight, the barrier lies less in the techniques themselves than in the absence of governed 

processes and integrated interfaces that enable their systematic use in daily decision-

making. 

This research addresses that gap by positioning supplier evaluation within a governed 

process that integrates risk, performance, and dependency, and evolves with 

organisational maturity. The motivation is practical: to transform dispersed data into 

shared intelligence, ensure consistency in evaluation, connect outcomes to portfolio 

posture, and adapt decision rules as conditions change. The next section defines the 

objectives and requirements that guide the design of the proposed artefact, establishing 

the foundation for its operationalisation in Chapter 4, where resilience is embedded into 

routine procurement practice rather than treated as an exceptional initiative. 

3.2 Objective Definition and Solution Requirements 

Against this backdrop of fragmented evaluation practices and limited governance 

integration, the objective is to design a governance-based artefact that translates analytical 
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principles into a structured decision framework connecting multi-criteria evaluation 

models with organisational information systems. Its purpose is to transform management 

data into supplier decisions that balance risk, cost, quality, and continuity through defined 

ownership, measurable thresholds, and systematic review cycles integrated within ERP, 

SRM, BI, and external intelligence platforms (Patrucco et al., 2023). 

The artefact operates as a continuous process rather than a static scorecard. Supplier 

intelligence integrates internal reliability and quality indicators with external exposure 

and strategic fit, defining eligibility logic and traceable exceptions. Evaluation applies 

structured weighting and documented expert judgement, distinguishing inherent supplier 

risk from buyer dependency so that priorities remain both comparable and defensible 

(Baldwin & Freeman, 2022). The resulting insights inform portfolio posture, aligning 

oversight and investment with exposure, while a concise signal set sustains vigilance and 

triggers proportionate re-evaluation as conditions evolve. 

Method selection balances analytical rigour with usability. Operational records on 

delivery and audit performance are complemented by forward-looking indicators such as 

financial health, Environmental, Social and Governance (ESG) conduct, and geopolitical 

exposure, ensuring that assessments capture both performance and vulnerability (Gopal 

et al., 2024). When evidence is qualitative or incomplete, multi-criteria and fuzzy 

approaches preserve consistency, transparency, and interpretability in evaluation (Leong 

et al., 2022; Rane & Choudhary, 2023). 

The artefact is designed to scale with organisational maturity. Its governance logic can 

function through structured templates and periodic reviews in less integrated contexts or 

be embedded within SRM and BI dashboards featuring automated alerts, scenario testing, 

and version-controlled rules. Success is measured not by technological sophistication but 

by traceable decisions, proportionate responses, and institutionalised learning that make 

resilience a sustained organisational capability. 

3.3 Artefact Design and Development  

Building on these foundations, the artefact materialises as a governed operating model 

that aligns procurement decisions with the organisation’s MIS. It translates diverse data 



 

Risk-Intelligent Supplier Management: Designing Resilient Governance Systems 
  

 

25 de 80  
Mod5.233_00  
SISTEMA INTERNO DE GARANTIA DA QUALIDADE  

 

 

from ERP, SRM, BI, and external intelligence sources into decision-ready insight, 

channelled through defined roles, thresholds, and review cadences that embed resilience 

into daily operations (Patrucco et al., 2023). Developed under the principles of DSR, the 

design emphasises contextual fit and practical utility while preserving methodological 

rigour. 

At its core lies Resilience, represented through the RO-SMC, a continuous governance 

loop that integrates information, interpretation, and action into a dynamic system of 

learning. It combines descriptive, predictive, and prescriptive analytics so that data 

become insight and insight translates into measurable, adaptive outcomes. The model is 

maturity-scaled and technology-agnostic: it can operate through governed templates in 

less integrated contexts or within digital environments where SRM and BI systems 

automate alerts, version control, and audit trails, ensuring coherence and traceability 

across the cycle. 

Each stage functions under clear ownership, measurable thresholds, and review cadences 

proportionate to supplier relevance and risk exposure. Decisions are logged with their 

underlying data, applied rules, rationale, approver, and next review date. As illustrated in 

Figure 3, the model forms a continuous feedback loop in which intelligence, evaluation, 

classification, monitoring, and re-evaluation interact to sustain alignment between 

information, action, and strategic intent. 
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Figure 3 - Resilience-Oriented Supplier Management Cycle 

Source: Own Elaboration 

 

The first stage, Supplier Intelligence and Eligibility, defines the entry conditions for 

supplier assessment by consolidating internal evidence of reliability and quality with 

external indicators of exposure and continuity. This integration ensures that supplier 

selection supports long-term continuity objectives and mitigates vulnerabilities that may 

propagate across interdependent tiers (Christopher, 2023; Parast & Subramanian, 2021). 

Evaluation and Risk-Based Prioritisation transforms intelligence into structured and 

defensible priorities. Criteria and weights are established at the outset of each review, 
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expert judgements are documented, and inherent supplier risk is analytically 

differentiated from buyer dependency. When uncertainty is high, methods such as fuzzy 

AHP or TOPSIS provide a systematic means of comparison and consistency testing, 

strengthening transparency and the stability of results (Leong et al., 2022; Rane & 

Choudhary, 2023). 

Classification and Segmentation translates evaluation outcomes into strategic posture. 

Suppliers are positioned according to risk and strategic relevance, while dependency and 

substitution difficulty act as modifying factors. Segmentation determines oversight 

intensity and review cadence, adapting portfolio logic to resilience objectives while 

maintaining clarity of action. 

Monitoring and Signal Detection sustains vigilance through a concise set of indicators 

that combine operational reliability with forward-looking signals such as financial health, 

continuity assurance, and external exposure. Predefined triggers and escalation paths 

enable timely intervention, while dependency levels calibrate sensitivity in areas of higher 

reliance (Gopal et al., 2024; Hasan et al., 2024). 

Finally, Adaptive Re-Evaluation and Strategic Adjustment closes the cycle and 

reinforces the central role of resilience. Monitoring signals may prompt targeted reviews, 

supplier reclassification, or recalibration of eligibility logic and weighting. Outcomes 

follow four governed paths: Indicator Review, Reclassification, Logic Adjustment, or 

Full Re-evaluation. All changes are versioned and time-stamped to ensure traceability 

and to strengthen organisational learning. 

Together, these stages integrate governance and analytics into a continuous evidence-to-

decision system. By combining structure, proportionality, and learning, the RO-SMC 

transforms resilience from an abstract ideal into a verifiable organisational capability. The 

next chapter operationalises this cycle in detail, outlining its inputs, methods, thresholds, 

and maturity pathways to support scalable implementation across diverse organisational 

settings.   
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4 Operationalising the Resilience-Oriented Supplier 

Management Cycle (RO-SMC) 

The value of a resilience-oriented supplier evaluation model lies not only in its conceptual 

integrity but in its ability to inform decisions across diverse organisational contexts. This 

chapter operationalises the RO-SMC, translating its five governance stages into practical 

modules that align analytical reasoning with proportionate, transparent, and traceable 

action. 

The approach follows the principle of adaptive modularity. No single design suits every 

environment, and application must reflect each organisation’s maturity, complexity, and 

strategic priorities. Diagnostic prompts and integration pathways support context-

sensitive implementation. While advanced organisations may embed the logic in analytics 

platforms and near-real-time monitoring, others may begin with structured templates, 

expert judgement, and progressive adoption. In all cases, evidence becomes comparable 

assessment and assessment becomes an accountable decision. 

Transforming data into intelligence depends less on quantity than on the organisation’s 

ability to govern, integrate, and interpret it effectively. Supplier information arises from 

ERP, SRM, audit, and transactional systems, often enriched by external financial or ESG 

data. Its value emerges only when these sources are connected through disciplined 

governance and analytical coherence. As Patrucco et al. (2023) observe, analytical 

advantage derives not from technological sophistication but from the absorptive capacity 

to interpret diverse information and convert it into actionable knowledge that enhances 

both decision quality and resilience. 

Within this framework, data maturity is a structural element of the artefact, expressing an 

organisation’s readiness to transform dispersed information into decision intelligence 

through the alignment of technology, governance, and analytical capability. It typically 

evolves from fragmented and retrospective practices to integrated systems with predictive 

insight, reflecting the progression identified by Langer (2025) across maturity models. 

Among these, Buitelaar (2018) 5×10 Data-Driven Maturity Model provides a clear 

example of a structured maturity assessment framework, complemented by a digital self-

assessment tool that supports practical evaluation and benchmarking. Assessing ten 
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dimensions across data, skills, technology, leadership, and integration, it illustrates how 

coherence between analytical and organisational capabilities enables information to 

become actionable intelligence. 

Maturity serves both diagnostic and developmental purposes, helping organisations 

identify strengths, prioritise improvements, and align analytical capability with 

governance quality. More than a technical benchmark, it provides the foundation for 

operationalising the RO-SMC, determining the pace and depth at which each stage can 

be effectively embedded in practice. 

Grounded in the DSR methodology, the following sections apply this maturity logic to 

demonstrate how resilience principles are operationalised across the five stages of the 

Cycle, ensuring that intelligence is consistently transformed into timely, proportionate, 

and transparent action. 

The operational architecture comprises five interdependent modules: 

• Module 1: Supplier Intelligence and Eligibility 

• Module 2: Evaluation and Risk-Based Prioritisation 

• Module 3: Strategic Classification and Portfolio Segmentation 

• Module 4: Monitoring and Signal Detection 

• Module 5: Adaptive Re-Evaluation and Strategic Adjustment 

Each module may operate independently, but their combined application creates a 

continuous governance system that embeds learning, coherence, and resilience within 

organisational decision-making. 

4.1 Supplier Intelligence and Data Integration 

The cycle begins by treating supplier intelligence as a governed capability rather than a 

data collection exercise. This module forms the informational foundation for all 

subsequent stages. Fragmented data leave procurement reactive; integrated intelligence 

transforms information into foresight. By aligning eligibility with resilience objectives, it 

ensures that decisions are transparent, proportionate, and timely. 
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4.1.1 Intelligence as a Governance Foundation 

Supplier data are abundant yet seldom organised to support resilience. Internal systems 

capture performance and quality but overlook contextual exposure and continuity risk. 

External insights such as ESG alerts, geopolitical indicators, or financial stress signals 

rarely integrate into sourcing routines, creating information without interpretation. 

Resilience-oriented intelligence relies on governance that connects measurement to 

intent. Governance defines which indicators matter, how they are validated, and how they 

inform eligibility decisions over time. Without this structure, organisations optimise what 

is convenient to measure instead of what safeguards continuity. 

An effective framework balances three dimensions: 

• Internal performance: reliability, responsiveness, and delivery quality. 

• Contextual exposure: external risks including geopolitical instability, 

sustainability and compliance pressures, and financial fragility. 

• Strategic fit: long-term alignment, innovation potential, and adaptive capacity. 

Together, these dimensions offer a coherent lens through which supplier resilience can be 

assessed. Applied at the eligibility stage, they expose upstream vulnerabilities that may 

compromise continuity and align onboarding with broader resilience goals (Parast & 

Subramanian, 2021). 

As illustrated in Figure 4, supplier intelligence emerges where reliability, exposure, and 

strategic alignment converge. This intersection establishes the governance foundation for 

eligibility, turning dispersed information into a clear and actionable view of resilience. 



 

Risk-Intelligent Supplier Management: Designing Resilient Governance Systems 
  

 

31 de 80  
Mod5.233_00  
SISTEMA INTERNO DE GARANTIA DA QUALIDADE  

 

 

 

Figure 4 - Supplier intelligence model 

Source: Own Elaboration 

 

4.1.2 Operationalising Eligibility Logic 

Intelligence gains significance when converted into clear rules that determine supplier 

entry into the evaluation process. Eligibility transforms information into decisions that 

reflect resilience priorities and contextual realities, creating a disciplined link between 

analysis and action. 

Thresholds typically include minimum performance levels, the absence of unresolved 

ESG controversies, acceptable geographic or concentration exposure, and validated 

continuity plans for critical items. Criteria are calibrated to supplier tier, category 

sensitivity, and sourcing intent. A supplier in a high-risk region may qualify only if 

redundancy is secured, while limited transparency may be tolerated for non-critical items 

under enhanced oversight. 

Governance ensures that these rules are applied consistently and transparently. Each 

decision requires justification, exceptions follow a defined escalation path, and mitigation 

must be time-bound. All outcomes are recorded with dataset and criteria versions, 

rationale, approver, and next review date, ensuring comparability and traceability over 

time. 
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Figure 5 - Eligibility flow 

Source: Own Elaboration 

 

As shown in Figure 5, the eligibility process consolidates data, applies validation and 

escalation logic, and results in three possible outcomes: admit, admit with conditions, or 

decline. 

Maturity progression within the framework: 

• L1 Foundational: manual checks supported by templates and review logs. 

• L2 Intermediate: SRM workflows integrate automated validation, selected data 

feeds, and defined exception routing. 

• L3 Advanced: intelligence platforms enable near-real-time verification, 

continuous monitoring, and automated audit trails. 

Eligibility turns analytical insight into structured governance practice. By embedding 

proportionality, consistency, and transparency within routine supplier evaluation, it 

anchors resilience within the operational fabric of decision-making. 
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4.1.3 Contextual Adaptation and Real-World Application 

Effective application is a matter of calibration, not capability display. Eligibility and 

monitoring should be tuned to decision rights, review cadence, and stated risk appetite, 

with the minimum automation needed to produce reliable action. Start from the questions 

that govern inclusion and escalation, then select data and workflows that serve those 

questions rather than the other way round. 

A critical lens is essential. Common failure modes include dashboard theatre, alert 

fatigue, indiscriminate ingestion of external feeds, opaque scoring, and false precision. 

Guardrails should include clear indicator lineage, version control of rules, periodic back-

testing against realised events, and checks for bias and unintended incentives. External 

platforms, where used, are sources of signals rather than decision makers, and their 

outputs require validation before they alter supplier status. 

Adoption benefits from tight sequencing. Pilot within a single category, specify 

hypotheses and measurable effects, and define stop–go criteria in advance. Evaluate 

impact on cycle time, false negatives, mitigation lead time, and rework. Only then scale 

across categories. Embed the resulting signals in contracting, planning, and review 

routines so that intelligence changes what the organisation does, not only what it sees. 

4.1.4 Foundation for Risk-Based Prioritisation 

Supplier intelligence and eligibility create the conditions under which evaluation 

produces meaningful insight. They ensure that prioritisation rests on verified data rather 

than assumption, aligning assessment with actual exposure and performance realities. 

Evaluation must capture nuance rather than apply uniform metrics. A supplier with 

recurring ESG alerts may warrant greater sustainability weighting, while geopolitical 

exposure becomes critical only when alternatives or recovery capacity are limited. 

Effective prioritisation distinguishes signal from noise, integrating internal performance 

and external risk data within adaptive, multi-criteria structures. 

A review of industry sources identified platforms such as S&P Global, Everstream 

Analytics, and Riskmethods that provide continuous supplier intelligence. These tools 

maintain live profiles, validate exposure data, and deliver timely insights that enhance 
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situational awareness. Their value lies in keeping intelligence current and comparable, 

complementing professional judgement while enabling a more transparent and adaptive 

evaluation process. 

4.2 Evaluation and Risk-Based Prioritisation 

Evaluation converts supplier intelligence into structured prioritisation, treating 

assessment as a governed process that combines quantitative analysis with expert 

judgement. It ensures transparency, proportionality, and strategic alignment, linking 

eligibility with classification so suppliers are assessed for performance and their 

contribution to resilience. 

As Zahoor et al. (2023) note, resilience in global networks relies on informed decisions 

that recognise geopolitical and structural risks while balancing efficiency with continuity. 

Within this logic, evaluation sets criteria and weights, makes trade-offs explicit, and keeps 

choices consistent across categories and geographies. In Figure 6, the architecture is 

maturity-aware: diverse inputs from internal systems and external signals are 

standardised, validated, weighted, and ranked, with outputs visualised through 

dashboards and review tools to support timely action. The same logic operates at different 

capability levels, from disciplined scorecards to integrated workflows, enabling a 

continuous, evidence-led process that produces defensible, resilience-oriented decisions. 
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Figure 6 - Evaluation data model by maturity 

Source: Own Elaboration 

 

4.2.1 Inputs, Processing, and Outputs 

Evaluation functions as a governed sequence that transforms dispersed information into 

coherent and comparable insight. Inputs combine internal data from ERP, SRM, quality, 

and logistics systems with external financial, risk, and sustainability intelligence. Their 

interpretation depends on data integrity, contextual exposure, and the organisation’s 

analytical maturity. 

Processing applies validation, weighting, and scoring routines that uphold consistency 

and proportionality. As analytical capability matures, this logic extends to dependency 

mapping and predictive assessment, allowing risks to be anticipated rather than detected 

after the fact. Research on multi-criteria decision methods, including Pramanik et al. 

(2020), demonstrates how expert judgement can be systematically integrated with 
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quantitative weighting by translating linguistic assessments into fuzzy numbers and 

balancing them through entropy-based measures. This hybrid logic enables structured 

evaluation even when information is incomplete or imprecise, preserving analytical 

rigour under uncertainty. 

Outputs evolve with capability. Foundational applications yield structured scorecards and 

prioritised shortlists; integrated systems provide dashboards, segmentation matrices, and 

scenario analyses; advanced configurations generate predictive alerts and governed 

playbooks that support continuous, evidence-based portfolio steering. Together, these 

layers form a coherent architecture in which data, analytics, and governance converge to 

deliver transparent and resilience-oriented supplier evaluation. 

4.2.2 Expert Evaluation Routine 

Extending this analytical sequence, expert judgement is operationalised through a defined 

routine supported by two visual anchors: a flow diagram outlining the process and a 

matrix translating it into supplier-level outputs. The flow, illustrated in Figure 7, begins 

with scoping, where criteria and definitions are confirmed, ownership and cadence 

established, and evidence sources captured to ensure traceability. Weighting follows 

through the Best-Worst Method (BWM): experts identify the most and least critical 

criteria, make pairwise comparisons on a 1–9 scale, and an optimisation model derives a 

weight vector 𝑤 with an associated consistency ratio ε. Stochastic or Bayesian variants 

may be adopted in higher-uncertainty contexts, preserving interpretability while 

enhancing robustness. 
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Figure 7 - Expert evaluation flow 

Source: Own Elaboration 

 

Suppliers are evaluated within the matrix, where criteria form rows, i, suppliers form 

columns, s, and each cell records a 1–5 risk score, 𝑠𝑐𝑜𝑟𝑒𝑖,𝑠 . Dependency is assessed 

separately on the same scale to distinguish inherent supplier risk from buyer criticality. 

This stage translates expert judgement into a consistent logic of evaluation, turning 

qualitative insight into defensible, data-informed decisions. 

Weighted risk for each supplier 𝑠, in the set of evaluated suppliers 𝑆 is 

𝑊𝑅𝑠 =  ∑ 𝑤𝑖 ∗ 𝑠𝑐𝑜𝑟𝑒𝑖,𝑠                                       ∀𝑠𝜖 𝑆                           (1)

𝑖

 

Where a single parameter k, 𝑘 𝜖 [0, 1] is required for prioritisation, a documented policy 

is applied consistently. A common rule is a convex blend, based on k balance, of weighted 

risk, 𝑊𝑅𝑠, and rescaled dependency, 𝐷𝑒𝑝𝑠, such as:  

𝑇𝑜𝑡𝑎𝑙𝑠 = (1 − 𝑘)𝑊𝑅𝑠 + 𝑘 𝐷𝑒𝑝𝑠                        ∀𝑠𝜖 𝑆                           (2) 
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Alternative policies, such as multiplicative uplifts or threshold rules that elevate suppliers 

when both 𝑊𝑅𝑠 and 𝐷𝑒𝑝𝑠 exceed limits, can be applied within the same interface. 

 

 

Figure 8 - Expert evaluation matrix (worked example) 

Source: Own Elaboration 

 

The worked example in Figure 8 presents an expert evaluation matrix that organises 

weighted criteria, supplier scores, and dependency ratings into a unified view of risk. 

Each criterion retains its BWM-derived weight, and the aggregated results form an index 

reflecting both performance and resilience, while dependency is shown separately to 

capture buyer exposure and contextualise outcomes. Beyond illustrating the evaluation 

logic, this matrix also exemplifies a format accessible even to organisations at early 

maturity levels, where structured templates can serve as both an evaluation tool and a 

source of traceable data for progressive integration into digital systems. It thus 

demonstrates how expert assessments can be transformed into transparent, repeatable, 

and data-ready supplier evaluations. 

4.2.3 Scalability by Maturity 

The evaluation routine scales with the maturity levels defined in 4.1.2. The structure 

remains constant, but data, methods, and cadence adapt. 
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• L1 Foundational: Evaluation can be supported by spreadsheets or basic BI tools, 

with documented evidence links ensuring traceability. Normalisation ensures that 

heterogeneous indicators are comparable. 

For cost-type criteria, x, where lower values denote superior performance, normalisation 

is defined as: 

𝑥∗ =
max

 
(𝑥) − 𝑥

max
 

(𝑥) − min
 

(𝑥)
                                                                              (3) 

This inversion ensures that smaller original values yield higher normalised scores, 

aligning cost-related indicators with the overall evaluation logic. 

For benefit-type criteria, where higher values indicate stronger performance, 

normalisation follows: 

𝑥∗ =
𝑥 − min

 
(𝑥)

max
 

(𝑥) − min
 

(𝑥)
                                                                             (4) 

Here, values are rescaled between 0 and 1, producing consistent and comparable scores 

across all criteria prior to aggregation. 

BWM provides weighting with minimal cognitive load. Risk exposure can be expressed 

as 𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 × 𝐼𝑚𝑝𝑎𝑐𝑡 × 𝑊𝑒𝑖𝑔ℎ𝑡. Reviews are typically monthly. 

• L2 Intermediate: Evaluation broadens to portfolio indices and scenario analysis, 

using streams such as quality events, logistics variability, ESG signals, 

compliance, and spend. Methods including fuzzy AHP, TOPSIS, and DEMATEL 

are appropriate where uncertainty or interdependencies are material, supporting 

segmentation matrices and resilience trends. 

• L3 Advanced: Evaluation evolves into a resilience intelligence system. Machine 

learning extends capacity through anomaly detection, forecasting, and network 

analytics, while hybrid frameworks such as DEMATEL, TOPSIS, and VIKOR 

are embedded in ERP or BI platforms with version-controlled rules. Validation 

strengthens credibility; rank stability can be tested using the Spearman Rank 

Correlation Coefficient (SRCC), 
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𝑆𝑅𝐶𝐶 = 1 −
6 ∑ 𝑑𝑖

2

𝑛(𝑛2 − 1)
                                                                             (5) 

where SRCC represents the correlation between two ranked sets, dᵢ the difference between 

paired supplier ranks, and n the total number of suppliers evaluated. Values close to +1 

indicate strong rank stability, confirming that the evaluation remains consistent and 

reliable despite minor data or weighting variations. As priorities and dependencies 

consolidate, classification translates these results into a dynamic supplier portfolio 

aligned with organisational objectives and exposure, focusing attention and resources 

where resilience is most critical. 

4.3 Strategic Classification and Portfolio Segmentation 

Following the evaluation stage, classification translates priorities and dependency profiles 

into a dynamic supplier portfolio aligned with organisational objectives and proportional 

to exposure. Positions within the resilience-importance matrix steer oversight, 

collaboration, and investment, forming the basis for monitoring and re-evaluation. 

4.3.1 Classification Logic and Decision Axes 

The model integrates two dimensions: strategic and risk relevance. Strategic relevance 

reflects a supplier’s contribution to long-term value, innovation, and continuity, while 

risk relevance captures vulnerability stemming from external pressures, performance 

consistency, and compliance strength. Their intersection defines four management 

postures: strategic/high risk, strategic/low risk, non-strategic/high risk, and non-

strategic/low risk. This adapts Kraljic’s portfolio logic to a resilience context, shifting 

emphasis from spend to continuity and impact. 

As depicted in Figure 9, the matrix positions suppliers accordingly, establishing default 

postures (resilience-importance), review cadences, and proportionate actions. Positions 

are revised when material signals change, such as supply disruptions, audit findings, or 

variations in dependency. 
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Figure 9 - Resilience-importance matrix 

Source: Own Elaboration 

 

Management implications by quadrant: 

• Strategic/high risk: intensive oversight, targeted mitigation, and contingency 

planning. 

• Strategic/low risk: partnership and continuous improvement. 

• Non-strategic/high risk: substitution or closer monitoring where disruption 

outweighs value. 

• Non-strategic/low risk: streamlined controls and minimal engagement. 

Dependency and substitution difficulty modify these positions, reinforcing oversight 

where reliance is high and relaxing it where alternatives exist. This aligns with Baldwin 

& Freeman (2022) view that concentrated dependencies heighten systemic vulnerability, 

whereas diversification reinforces resilience. 

Classification remains context-sensitive: what appears peripheral in one unit may be 

critical elsewhere due to regulation, technical specificity, or concentration. Local 
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adaptations are allowed when justified and documented to maintain traceability. 

Versioning of inputs and rules keeps decisions auditable and consistent over time. 

Maturity-scaled application: 

• L1 Foundational: workshops and templates for manual placement, concise 

criteria, and documented rationale. 

• L2 Intermediate: automated links between evaluation outputs and metadata, with 

prompts for reclassification. 

• L3 Advanced: rules-driven segmentation within BI or SRM platforms, 

dashboards that update automatically, and alerts when thresholds are exceeded. 

Governance parameters (example): 

• Owner: Category Manager or Regional Procurement Lead. 

• Approver: Procurement Governance Board or designated senior approver. 

• Thresholds: triggered by material score or dependency changes. 

• Cadence: quarterly for strategic suppliers, semi-annual for others, adjusted by 

risk tier. 

• Decision log: includes dataset and rule version, rationale, approver, and next 

review date. 

• Escalation: red-level breaches or repeated amber events prompt interim review. 

4.3.2 Integration into Strategic Decision-Making 

Classification strengthens decision quality by linking analytical outputs with managerial 

judgement. Within integrated information systems, portfolio positions act as decision 

cues, translating complex evaluation data into prioritised courses of action. This 

alignment bridges model-based reasoning and experiential expertise, ensuring that 

sourcing, investment, and collaboration choices reflect both quantitative insight and 

contextual understanding. 

Embedded within digital workflows, classification enables adaptive decision-making. 

Portfolio data feed directly into planning and review cycles, allowing shifts in exposure 

or strategic relevance to be detected early and addressed proportionately. In this way, 
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classification operates not as a static outcome but as a dynamic interface between 

analytical intelligence and strategic discretion, sustaining accurate and timely responses 

to evolving supply conditions. 

4.4 Monitoring and Signal Detection 

Once suppliers are positioned within the resilience-importance matrix, monitoring 

ensures that portfolio decisions remain dynamic and evidence-driven. Its role is to identify 

change early, interpret it consistently, and trigger proportionate responses so that supplier 

posture stays aligned with exposure and priority. As Christopher (2023) highlights, 

effective risk management depends on visibility and early-warning capabilities that allow 

organisations to anticipate and contain disruptions before they escalate. 

4.4.1 Strategic Role and Objectives 

Monitoring extends the analytical cycle by maintaining continuity between evaluation, 

classification, and action. Four objectives define its function. Visibility consolidates 

signals into a shared and current view. Timeliness reduces the gap between signal and 

response. Traceability links indicators, judgements, and actions to strengthen learning and 

accountability. Adaptability allows practices to evolve with maturity while retaining a 

stable decision logic (Patrucco et al., 2023). Together, these principles sustain a closed 

control loop that keeps the portfolio current and actionable without duplicating earlier 

evaluation or classification work. 

4.4.2 Signal Set and Data Sources 

The signal set is designed to remain focused and purposeful, linking each indicator to 

defined triggers, ownership, and proportionate actions. Selection follows the principles 

of proportionality and dependency sensitivity, concentrating analytical attention where 

exposure and reliance intersect most critically.  

Operational performance is represented by On-Time In-Full (OTIF), calculated as 

𝑂𝑇𝐼𝐹 =  
𝐷𝑒𝑙𝑖𝑣𝑒𝑟𝑖𝑒𝑠 𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑 𝑜𝑛 𝑡𝑖𝑚𝑒 𝑎𝑛𝑑 𝑖𝑛 𝑓𝑢𝑙𝑙

𝑇𝑜𝑡𝑎𝑙 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑖𝑒𝑠
 × 100           (6) 
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where the numerator corresponds to the number of consignments that meet both timing 

and completeness requirements, and the denominator reflects the total number of 

deliveries in the period under review. The result expresses the proportion of successful 

deliveries as a percentage on a scale from 0 to 100, where higher values indicate greater 

reliability and process stability. For critical suppliers, OTIF levels above 95 per cent are 

generally regarded as indicative of satisfactory performance. OTIF is complemented by 

the frequency of quality escapes per thousand units, supported by brief root-cause notes 

to distinguish isolated incidents from recurrent deficiencies. 

Review effort is prioritised using the Weighted Exception Exposure (WEE) index, 

𝑊𝐸𝐸 =  
∑(𝐸𝑥𝑐𝑒𝑝𝑡𝑖𝑜𝑛𝑖  ×  𝑊𝑒𝑖𝑔ℎ𝑡𝑖)

𝑇𝑜𝑡𝑎𝑙 𝑎𝑐𝑡𝑖𝑣𝑒 𝑒𝑥𝑐𝑒𝑝𝑡𝑖𝑜𝑛𝑠
 × 100                                      (7) 

where Exceptionᵢ denotes the number of deviations or non-conformities of type i, and 

Weightᵢ represents their relative severity and dependency relevance. The ratio expresses 

the share of weighted exceptions within the total number of active cases, providing a 

concise view of operational stress. Values below 20 per cent typically indicate effective 

control, whereas higher levels signal the need for closer oversight or corrective action. 

Exposure and continuity are monitored from both external and internal perspectives. 

External shocks are aggregated through the Disruption Index (DI), 

𝐷𝐼 =
∑(𝑆𝑒𝑣𝑒𝑟𝑖𝑡𝑦 × 𝑅𝑒𝑐𝑒𝑛𝑐𝑦)

𝑁𝑜𝑟𝑚𝑎𝑙𝑖𝑠𝑎𝑡𝑖𝑜𝑛
×  100                                                  (8) 

where Severity quantifies the magnitude of each event and Recency adjusts its weight 

according to how recently it occurred. This index combines data on ESG controversies, 

credit changes, cyber incidents, logistics disruptions, and geopolitical events, offering a 

normalised measure of their overall intensity and frequency. 

Internally, dependency and concentration risk are captured through the Critical Exposure 

at Risk (CEaR), 

𝐶𝐸𝑎𝑅 =  
∑ 𝑆𝑝𝑒𝑛𝑑𝑐𝑟𝑖𝑡𝑖𝑐𝑎𝑙,𝑟𝑖𝑠𝑘 ≥ 80

∑ 𝑆𝑝𝑒𝑛𝑑𝑐𝑟𝑖𝑡𝑖𝑐𝑎𝑙
 × 100                                               (9) 
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where the numerator represents the portion of critical expenditure linked to high-risk 

suppliers (risk score ≥ 80), and the denominator reflects total critical spend. CEaR 

quantifies the proportion of vital purchases exposed to vulnerable sources. It is 

complemented by the Continuity Assurance Score (CAS), which weights supplier 

dependency by the existence, validity, and testing frequency of business-continuity plans. 

CAS values above 80 per cent generally indicate that continuity assurance is substantiated 

rather than assumed. 

All indicators are expressed as ratios converted into percentages on a 0-100 scale, 

ensuring consistency and comparability across suppliers, categories, and review periods. 

This uniform representation creates a coherent analytical language through which 

performance, exception management, disruption exposure, and continuity assurance can 

be jointly interpreted. Indicative targets such as OTIF ≥ 95 per cent, WEE ≤ 20 per cent, 

and CAS ≥ 80 per cent serve as reference thresholds within the governance process, 

adjustable to each category’s criticality, dependency profile, and geographical 

complexity. 

Behavioural cues, including delayed confirmations, inconsistent data submissions, or 

sudden procedural deviations, are also tracked through SRM workflows, as they often 

precede measurable performance deterioration. Selective integration ensures that only 

decision-relevant indicators are consolidated from ERP, SRM, audit, and external 

intelligence systems, preserving focus and interpretability. Each indicator is calculated at 

supplier level as an aggregate of the full product portfolio delivered, ensuring that 

performance, exposure, and continuity reflect the totality of the relationship rather than 

isolated items or transactions. 

By combining quantitative ratios, behavioural signals, and governed processes, the signal 

set transforms fragmented information into coherent intelligence. It sustains visibility, 

enables proportionate and timely intervention, and reinforces a continuous connection 

between analytical evidence and managerial action within the supplier-governance 

framework. 
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4.4.3 From Detection to Governed Action 

Signals have purpose only when they lead to informed and timely action. Monitoring 

translates detection into response through a structured process that validates the signal, 

identifies its cause, and defines the appropriate course of action with a documented 

rationale. This ensures that every response is evidence-based, proportionate, and 

traceable. 

Actions typically follow four pathways: reviewing the indicator, reclassifying the 

supplier, adjusting evaluation logic, or initiating a full re-evaluation. The level of 

dependency determines sensitivity, with highly relied-upon suppliers managed under 

tighter thresholds and faster response times, while low-dependency relationships follow 

lighter oversight to maintain efficiency. 

Practical examples illustrate the approach. A strategic, high-risk supplier showing 

declining OTIF and two quality issues linked to a logistics strike prompts temporary 

buffers and an interim review, not reclassification. Conversely, a non-strategic but high-

risk supplier receiving a credit downgrade and ESG alert triggers dual sourcing and a 

pause on new orders until a re-bid is completed. These responses demonstrate how 

detection mechanisms ensure that operational action remains aligned with exposure, 

dependency, and resilience priorities. 

4.4.4 Operating Model and Communication by Maturity 

Monitoring creates value not only through meaningful indicators but through the 

efficiency with which information circulates and insights translate into action. Once 

detection informs response, the operating model governs how signals are shared, 

decisions recorded, and learning reintegrated into the model. The principles remain 

constant, though their expression evolves with organisational maturity. 

• L1 Foundational: monitoring uses curated Key Performance Indicator (KPI) and 

exposure dashboards reviewed at set intervals. Validation and escalation are 

logged in shared registers with assigned owners and concise action notes, 

embedding a culture of traceable follow-up. 
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• L2 Developing: ERP and SRM platforms introduce rule-based alerts and 

structured documentation of root causes. Regular cross-functional reviews align 

operational signals with portfolio positions, adjusting sourcing or mitigation 

priorities where needed. 

• L3 Advanced: monitoring becomes predictive. Dependency-sensitive alerts and 

automated playbooks operate within BI or SRM systems, while analytics connect 

ERP, IoT, and cloud data streams to provide real-time visibility and transform 

operational signals into foresight that supports timely and proportionate action 

(Gopal et al., 2024). 

Across all maturity levels, success lies in practical effect. Monitoring is most effective 

when indicators are focused, triggers proportionate, and feedback loops active, ensuring 

that lessons feed back into evaluation and classification. This keeps the Cycle coherent, 

adaptive, and continuously informed, linking intelligence, decision, and action in a 

unified process of organisational learning. 

4.4.5 Illustrative Dashboard: Monitoring and Signals 

An integrated Supplier Resilience Dashboard (Figure 10) consolidates performance, 

exposure, continuity, and behavioural signals into a unified, interactive view. Developed 

in Microsoft Power BI using a randomly generated model dataset, it applies a full Extract, 

Transform, Load (ETL) process in Power Query to structure and connect the underlying 

data. The example illustrates how governed analytical environments can transform 

supplier information into actionable intelligence and sustain continuous visibility of 

resilience. 

Header cards summarise core indicators: OTIF reflects delivery reliability, the Exception 

Backlog Ratio highlights unresolved actions, and the Disruption Index captures recent 

external pressures across ESG, financial, and geopolitical dimensions. CEaR and CAS 

link supplier dependency to continuity assurance, exposing concentrations of critical risk 

within the portfolio. 

A Supplier Event Log records controversies, downgrades, and regulatory alerts, colour-

coded by severity to guide escalation. The Risk-Dependency Matrix positions suppliers 
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by combined risk and reliance, while the GeoRisk Map visualises spend concentration 

against country-level exposure. Supporting charts trace delivery trends and break down 

composite risk into financial, quality, ESG, and geopolitical components for transparent 

analysis. 

 

 

Figure 10 - Conceptual view of an integrated supplier resilience dashboard 

Source: Own Elaboration 

 

A delivery trendline compares OTIF performance against defined thresholds, converting 

deviations into governed signals for review. By integrating dependency, exposure, and 

performance data, the dashboard demonstrates how monitoring evolves from static 

reporting to dynamic, decision-support intelligence. 

The same logic scales with maturity. Foundational systems rely on ERP data and external 

indices for periodic reviews, while advanced implementations integrate ERP, IoT, and 

cloud platforms for real-time visibility and predictive alerts (Gopal et al., 2024). 

Embedded in governed dashboards, monitoring functions as a live control mechanism 

that adjusts portfolio positions as evidence accumulates or thresholds are reached. 

Recording both signals and responses preserves visibility, accountability, and 
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organisational learning. As Christopher (2023) highlights, visibility and early warning 

underpin proactive risk management, and as Patrucco et al. (2023) observe, analytics 

generate value only when embedded in disciplined routines that transform information 

into informed and adaptive action. 

4.5 Adaptive Re-Evaluation and Strategic Adjustment 

Re-evaluation preserves the model as a dynamic and continuously informed system. 

Evaluation establishes priorities, classification defines posture, and monitoring supplies 

intelligence; re-evaluation then transforms this evidence into timely adjustments to 

eligibility rules, portfolio positions, and mitigation measures, ensuring that decisions 

evolve in line with changing exposure and strategic intent. 

4.5.1 When to Re-evaluate 

Re-evaluation is activated when substantive change alters the balance of exposure or 

confidence in supplier performance. Triggers may include sustained deviations in quality 

or delivery, shifts in dependency or substitution difficulty, regulatory findings, or external 

disruptions that challenge the assumptions underpinning previous assessments. 

Thresholds are proportionate to reliance, directing closer scrutiny to relationships where 

concentration risk is greatest. High-dependency suppliers therefore warrant tighter 

triggers and accelerated responses, while diversified or low-reliance portfolios maintain 

lighter oversight to preserve efficiency. As Baldwin & Freeman (2022) observe, 

concentrated dependencies heighten systemic fragility, reinforcing the need for re-

evaluation frameworks that adapt sensitivity to the structural realities of interdependence 

and the pursuit of balanced resilience. 

4.5.2 How to Adjust Proportionately 

Re-evaluation follows a concise and disciplined sequence designed to balance 

responsiveness with stability. 

1. Reconfirm scope and evidence: validate the signal, consolidate the relevant data 

and rule versions, and define clear review boundaries to maintain traceability. 
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2. Reassess inputs and assumptions: verify data integrity, update weighting to 

reflect current strategic priorities, and document expert judgement to sustain 

legitimacy. Decision frameworks must adapt to evolving geopolitical and policy 

conditions to remain robust (Zahoor et al., 2023). 

3. Select and implement the adjustment: determine the appropriate course of 

action, record the rationale, and apply the change with a defined effective date. 

Figure 11 illustrates four potential adjustment pathways, increasing in scale and impact: 

• Indicator Review refines a KPI or threshold without altering posture. 

• Logic Adjustment updates evaluation criteria or weighting to reflect new insight. 

• Strategic Reclassification repositions a supplier within the resilience–

importance matrix when the balance between risk and relevance shifts. 

• Full Re-evaluation reapplies the entire framework following a major disruption 

or clear evidence of systemic drift. 

 

 

Figure 11 - Re-evaluation decision pyramid 

Source: Own Elaboration 
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When deterioration is local rather than systemic, targeted reclassification or limited 

safeguards usually suffice. Posture tightens, continuity clauses activate, and weighting on 

critical risk factors such as route fragility or supplier dependency is recalibrated to 

maintain control while avoiding overreaction. 

4.5.3 Learning, Integrity, and Maturity in Adaptive Re-Evaluation 

Adaptive re-evaluation strengthens both decision quality and model integrity by 

transforming operational experience into structured learning. Three complementary 

routines sustain its reliability: back-testing compares past classifications with realised 

outcomes to refine thresholds, sensitivity checks assess the robustness of results against 

data variation, and exception analysis converts recurring workarounds into formal rules. 

These mechanisms ensure that the framework evolves with evidence and remains aligned 

with its operating environment. 

As Patrucco et al. (2023) emphasise, data-driven systems deliver value only when 

supported by learning mechanisms that assimilate experience and refine analytical 

practice. Adaptive re-evaluation thus functions as both a corrective and developmental 

process, reinforcing the credibility of the model while improving its capacity for informed 

and adaptive decision-making. Its integration with monitoring creates a continuous 

learning loop, where each signal contributes to refining decision logic and strengthening 

the coherence of governance routines. 

• L1 Foundational: learning occurs through manual KPI reviews and scheduled 

reassessments, translating monitoring insights into quarterly updates. Evidence 

from ERP and SRM systems supports a concise decision log recording trigger, 

analysis, action, owner, and next review date, ensuring traceability and 

accountability. 

• L2 Developing: BI and SRM platforms enable rule-based alerts and structured 

reassessment workflows. Logic adjustments are tested before deployment, and 

dependency determines both the speed and depth of the response, allowing 

attention to concentrate where exposure is highest. 
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• L3 Advanced: predictive analytics and simulation tools enable near real-time re-

evaluation within integrated environments. Dependency-sensitive alerts connect 

detection and action, supported by automated audit trails and governed version 

control, sustaining transparency and consistency in decision-making (Gopal et al., 

2024). 

Across all levels, effectiveness depends less on technological sophistication than on 

disciplined learning. When insights are captured systematically, triggers remain 

proportionate, and feedback informs future judgement, the model becomes a self-

correcting system. In doing so, supplier management evolves into a continuously 

improving, intelligence-driven framework that connects analysis, adaptation, and 

strategic foresight. 

4.5.4 Closing the Loop 

Re-evaluation completes the feedback arc, ensuring that the model remains active and 

forward-looking. Each iteration refines eligibility criteria, portfolio positions, and 

response playbooks, maintaining alignment between decisions, data, and strategic 

exposure. Intelligence, evaluation, classification, monitoring, and re-evaluation flow as a 

single, connected process in which insight is continually translated into proportionate and 

traceable action. 

The model endures through continuity rather than conclusion. As evidence accumulates, 

it reshapes thresholds, redefines priorities, and strengthens the coherence between 

analysis and response. Its value lies in this ongoing rhythm of interpretation and 

adjustment, where information becomes knowledge and knowledge becomes decision. 

The model thus embodies resilience as a continuous state of readiness, one sustained by 

learning, precision, and the discipline of constant renewal. 
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5 Artefact Evaluation and Discussion 

Within the DSR methodology, evaluation represents both validation and exploration. It 

verifies whether the artefact fulfils its intended purpose and examines how it performs 

within the realities of organisational practice. The RO-SMC was evaluated through a 

bilingual (English-Portuguese) Microsoft Forms instrument (Appendix 1 – RO-SMC 

Evaluation Form), carefully structured to reflect its five stages and assess its conceptual 

clarity, operational coherence, and practical feasibility. 

The form was developed to capture perspectives from professionals in procurement, 

logistics, and supplier governance, as well as experts in MIS whose work intersects with 

supply chain intelligence and digital decision support. Respondents were drawn from 

large and medium-sized organisations across industrial and service sectors, ensuring that 

the feedback reflected both operational insight and technological awareness. Participation 

was voluntary and anonymous, conducted under institutional ethical standards and data 

protection requirements. 

The evaluation aimed to establish a holistic understanding of the artefact’s clarity, 

governance alignment, data readiness, integration feasibility, and perceived contribution 

to continuity and resilience. It combined scaled questions with open reflections, 

generating complementary quantitative and qualitative evidence. Ten complete responses 

were obtained, representing a satisfactory yet limited sample of professionals experienced 

in managing data-driven supplier processes and governance systems of differing digital 

maturity. 

5.1 Findings and Interpretation 

The evaluation confirmed that the RO-SMC constitutes a coherent and well-structured 

governance framework that effectively bridges analytical and managerial dimensions. 

Respondents consistently described it as a continuous and integrative system rather than 

a static assessment tool, recognising its ability to connect supplier intelligence, 

evaluation, segmentation, monitoring, and adaptive review within a single, traceable 

logic. This perception demonstrates that the artefact successfully translates resilience 

principles into a form that is both intelligible and actionable in managerial contexts. As 
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shown in Figure 12, respondents expressed consistently high levels of agreement across 

all evaluation statements, with average scores exceeding four on a five-point scale. These 

results affirm that the RO-SMC is perceived as conceptually clear, operationally coherent, 

and capable of enhancing decision quality within supplier-governance processes. 

 

 

Figure 12 - Perceived Clarity and Practicality of the RO-SMC 

Source: Own Elaboration, based on integrated Microsoft Forms evaluation responses (2025). 

 

Beyond the artefact itself, the evaluation provided insight into the organisational 

environments in which it would operate. The maturity profiles revealed that most 

organisations function between the defined and managed levels of governance and data 

capability. While data quality and decision traceability were considered relatively well 

established, integration across ERP, SRM, BI, and risk management platforms remains 

partial. This imbalance reflects a common reality in which governance discipline 

develops faster than the technological and analytical infrastructure that sustains it. Figure 

13 illustrates this relationship: the upward trend confirms a positive correlation between 

governance and data maturity, yet the concentration of points below the trend line 

indicates that governance practices often outpace data integration. This pattern suggests 

that although formal governance structures are maturing, the consolidation of resilient 

supplier management still depends on strengthening data interoperability, analytical 

reliability, and system alignment. 
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Figure 13 - Governance and Data-Maturity Distribution 

Source: Own Elaboration, based on integrated Microsoft Forms evaluation responses (2025). 

 

When assessing the artefact’s individual stages, Supplier Intelligence and Evaluation 

emerged as the most mature and consistently applied components, supported by 

structured data and defined criteria. In contrast, Monitoring and Adaptive Re-evaluation 

revealed lower readiness, indicating that while supplier data are collected effectively, 

their transformation into sustained learning remains limited. Figure 14 captures this 

pattern clearly: usefulness is recognised across all modules, yet operational readiness 

declines in the later stages. This divergence shows that organisations acknowledge the 

value of advanced governance routines but have yet to institutionalise the feedback 

mechanisms and data integration required to sustain them. 
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Figure 14 - Stage-Wise Usefulness and Data Readiness of the RO-SMC 

Source: Own Elaboration, based on integrated Microsoft Forms evaluation responses (2025). 

 

Respondents also emphasised the artefact’s scalability and compatibility with existing 

systems, noting that it can be implemented within current infrastructures with 

proportionate effort. This adaptability was regarded as one of its defining strengths, 

enabling progressive adoption across different maturity levels, from governed 

spreadsheet routines to digitally integrated BI or ERP environments. The qualitative 

feedback provided further depth to the evaluation. Several participants suggested 

incorporating visual mapping of supplier dependencies and key materials to enhance 

transparency and improve prioritisation. Others recommended expanding the final stage 

to include more collaborative mechanisms, such as post-incident learning and supplier 

development plans that strengthen mutual accountability. These perspectives enrich the 

artefact’s interpretation and confirm its versatility, demonstrating how its structure can 

accommodate broader integration across governance, data intelligence, and supplier 

partnerships. 

The results presented in Figure 15 further substantiate these findings, showing that most 

respondents expect the artefact to deliver a significant contribution to organisational 

resilience within the next twelve months, with responses concentrated in the high and 

very high categories. 
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Figure 15 - Expected Contribution to Organisational Resilience within 12 months 

Source: Own Elaboration, based on integrated Microsoft Forms evaluation responses (2025). 

 

This optimism is tempered by a smaller number of moderate assessments, which highlight 

the organisational conditions required to translate design potential into measurable 

impact. Consistent data quality, managerial commitment, and embedded learning routines 

remain critical enablers of sustained performance. When considered alongside the 

separate overall verdict, in which all respondents identified the artefact as a credible and 

valuable guide for procurement governance and SCR, the results reflect both confidence 

in its conceptual robustness and awareness of the effort required for its full 

operationalisation. Rather than implying immediate transformation, they suggest a 

realistic trajectory in which the artefact provides a stable foundation for resilience that 

strengthens progressively through disciplined application and institutional learning. 

5.2 Synthesis and Implications 

The evaluation confirms that the RO-SMC fulfils its purpose within the DSR paradigm, 

demonstrating conceptual integrity, operational feasibility, and adaptability across varied 

organisational and technological contexts. By structuring supplier management around 

governed feedback loops and traceable intelligence, the artefact transforms resilience 

from a reactive intention into a systematic, measurable capability embedded in decision 

governance. 
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The findings also illuminate the evolution of practice. Limited maturity in monitoring and 

adaptive re-evaluation indicates that resilience depends as much on learning and 

collaboration as on analytical sophistication. Reflections reveal a growing recognition 

that continuity and resilience are sustained through collective intelligence, shared 

foresight, and post-incident learning. The proposed integration of dependency mapping 

and supplier development planning points to a more relational interpretation of resilience, 

where insight becomes a shared resource and improvement a coordinated endeavour. The 

artefact provides the foundation for this transition, supporting both internal governance 

and inter-organisational intelligence. 

Variations in technological readiness underline the need for maturity-based adoption. The 

RO-SMC’s modular design enables such flexibility, allowing implementation to progress 

in line with data and governance capability. Developing concise adoption pathways or 

maturity-specific guidance would further enhance accessibility and ensure consistent 

embedding across contexts. 

Beyond its immediate application, the artefact opens meaningful avenues for further 

research. Longitudinal evaluations could assess its sustained impact on decision quality 

and continuity performance, while cross-sector studies may test its transferability to 

industries with distinct governance structures. Exploration of automation-ready interfaces 

with analytics and risk-intelligence platforms could extend its analytical reach, evolving 

the RO-SMC into a digitally augmented decision environment. Strengthening its 

collaborative dimension may also advance it into a multi-tier framework for co-resilience, 

where organisations and suppliers share indicators, lessons, and development objectives. 

Ultimately, the RO-SMC unites analysis, governance, and adaptation in an evolving 

system that strengthens both organisational learning and supply continuity. It exemplifies 

the essence of DSR: rigorous in design, relevant in context, and transformative in practice. 

By institutionalising resilience through the purposeful integration of governance 

discipline, data intelligence, and reflective learning, the artefact contributes both a 

practical blueprint for supplier management and a theoretical advancement in embedding 

resilience as a continuous organisational capability. 
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CONCLUSION 

Resilience has become the defining competence of contemporary supply chains. This 

study advanced that understanding by exploring how organisations can transform 

analytical potential into governed and adaptive practice. It began with the recognition 

that, although digitalisation and analytics have multiplied the availability of supplier 

information, many organisations still face the challenge of converting that data into 

coherent, resilience-oriented decisions. The question was therefore not one of access to 

information but of how MIS could be structured and governed to support timely, 

proportionate, and strategic action. 

Guided by the DSR methodology, the dissertation developed the RO-SMC, a framework 

that unites intelligence, governance, and learning within a continuous decision system. 

Addressing RQ1, the study demonstrates that data-driven governance operationalises 

resilience in supplier management by integrating intelligence, evaluation, classification, 

monitoring, and adaptive re-evaluation into a governed feedback loop that keeps 

decisions transparent and evidence-based. In response to RQ2, it shows that risk-

intelligence, supported by MIS, enhances decision quality and capability development by 

transforming fragmented data into foresight and enabling adaptive, proportionate 

responses across global supply networks. 

The research contributes to academic and managerial knowledge by reframing SCR as a 

governed, data-enabled capability that evolves through design and organisational 

maturity. It advances the DSR discourse by showing how artefact creation can unite 

theoretical insight with practical application within a single, adaptive model. The 

evaluation confirmed the RO-SMC’s coherence, adaptability, and scalability across 

varied organisational contexts, underscoring that resilience strengthens through 

collaborative learning, shared intelligence, and proportionate governance. 

Nonetheless, the study recognises boundaries that invite further exploration. Its 

interpretive evaluation, based on expert contexts, highlights the need for longitudinal and 

cross-sector studies to examine how the artefact performs under different operational and 

technological conditions. Future research should expand on this foundation through pilot 

implementations, assessing the model’s influence on decision quality, data integration, 
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and re-assessment logic. Deeper analysis of the references informing the design would 

also refine understanding of model selection, maturity assessment, and technology 

alignment, helping to identify which analytical and governance configurations most 

effectively sustain resilience. 

The RO-SMC should therefore be viewed as both a guide and a foundation: a framework 

that consolidates the essential dimensions of resilient supplier governance while allowing 

contextual adaptation and empirical evolution. Advancing this line of inquiry will require 

systematic testing of its components, comparative analysis across industries, and closer 

integration with emerging analytical technologies that expand its reach, precision, and 

transformative potential. 

Ultimately, this dissertation demonstrates that resilience is neither an abstract concept nor 

a reaction to disruption but a discipline of governance sustained by intelligence, 

collaboration, and learning. When MIS are designed and managed as instruments of 

foresight, supplier management becomes a living system of continuity and adaptation. 

The RO-SMC embodies this philosophy, offering a framework through which 

organisations can transform uncertainty into strategic renewal and resilience into an 

enduring source of competitive strength.  
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Appendix 1 – RO-SMC Evaluation Form 

This appendix presents the instrument used to evaluate the RO-SMC, capturing expert 

feedback on its conceptual clarity, practical coherence, and applicability across 

organisational contexts. 

 

 

 



 

Risk-Intelligent Supplier Management: Designing Resilient Governance Systems 
  

 

69 de 80  
Mod5.233_00  
SISTEMA INTERNO DE GARANTIA DA QUALIDADE  

 

 

 

 

 



 

Risk-Intelligent Supplier Management: Designing Resilient Governance Systems 
  

 

70 de 80  
Mod5.233_00  
SISTEMA INTERNO DE GARANTIA DA QUALIDADE  

 

 

 

 

 



 

Risk-Intelligent Supplier Management: Designing Resilient Governance Systems 
  

 

71 de 80  
Mod5.233_00  
SISTEMA INTERNO DE GARANTIA DA QUALIDADE  

 

 

 

 

 

 



 

Risk-Intelligent Supplier Management: Designing Resilient Governance Systems 
  

 

72 de 80  
Mod5.233_00  
SISTEMA INTERNO DE GARANTIA DA QUALIDADE  

 

 

 

 

 

 

 



 

Risk-Intelligent Supplier Management: Designing Resilient Governance Systems 
  

 

73 de 80  
Mod5.233_00  
SISTEMA INTERNO DE GARANTIA DA QUALIDADE  

 

 

 

 

 



 

Risk-Intelligent Supplier Management: Designing Resilient Governance Systems 
  

 

74 de 80  
Mod5.233_00  
SISTEMA INTERNO DE GARANTIA DA QUALIDADE  

 

 

 

 

 



 

Risk-Intelligent Supplier Management: Designing Resilient Governance Systems 
  

 

75 de 80  
Mod5.233_00  
SISTEMA INTERNO DE GARANTIA DA QUALIDADE  

 

 

 

 



 

Risk-Intelligent Supplier Management: Designing Resilient Governance Systems 
  

 

76 de 80  
Mod5.233_00  
SISTEMA INTERNO DE GARANTIA DA QUALIDADE  

 

 

 

 



 

Risk-Intelligent Supplier Management: Designing Resilient Governance Systems 
  

 

77 de 80  
Mod5.233_00  
SISTEMA INTERNO DE GARANTIA DA QUALIDADE  

 

 

 

 

 



 

Risk-Intelligent Supplier Management: Designing Resilient Governance Systems 
  

 

78 de 80  
Mod5.233_00  
SISTEMA INTERNO DE GARANTIA DA QUALIDADE  

 

 

 

 

 



 

Risk-Intelligent Supplier Management: Designing Resilient Governance Systems 
  

 

79 de 80  
Mod5.233_00  
SISTEMA INTERNO DE GARANTIA DA QUALIDADE  

 

 

 

 

 



 

Risk-Intelligent Supplier Management: Designing Resilient Governance Systems 
  

 

80 de 80  
Mod5.233_00  
SISTEMA INTERNO DE GARANTIA DA QUALIDADE  

 

 

 


