Chapter 5 ®)
Evolution on the Generation and Analysis  %uie
of Single Imputation Synthetic Datasets

in Statistical Disclosure Control

Ricardo Moura, Carlos A. Coelho, and Bimal Sinha

5.1 Introduction

In today’s world, simply using a smartphone leads to the creation of a vast array of
data. This data is automatically saved, and more and more, various organizations,
businesses, and institutions are insisting on accessing this data for research and
examination purposes. However, if this data is shared without proper control, it
could threaten the privacy of the individuals or groups to whom the data pertains.
To adhere to the principle of statistical confidentiality besides the physical
safeguarding of data—meaning data that is stored and accessible only to authorized
personnel—many national and international bodies commonly implement Statistical
Disclosure Control (SDC) methods. The purpose of these methods is to protect the
confidentiality of existing data deemed sensitive, minimizing the risk of individual
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identification.! This allows for the public release of such data while ensuring privacy
protection.

Noise addition, data rounding, selective data suppression, and the creation of
synthetic data are a few methods of Statistical Disclosure Control (SDC) employed
by organizations like EUROSTAT and the US CENSUS BUREAU before releasing
data to the public (Hundepool et al., 2010; Abowd et al., 2020). This text will delve
into the synthetic data generation techniques, which in brief, involve replacing the
actual data with its synthetic counterparts. This technique is not only relatively new
but also has the significant advantage of maintaining the statistical characteristics of
the original model assumed for the data, a feature not commonly found in other SDC
methods (Drechsler, 2011). Consequently, this approach is being actively promoted
for research by government institutions worldwide.

Little (1993) and Rubin (1993), are often credited as being the forerunners in
developing this technique, being the first to propose the generation of synthetic data
through multiple imputation (Rubin, 1987) as a form of SDC. This process entails
substituting original data with synthetic versions, allowing for public disclosure
without risking the privacy of the individuals who provided the data, as these
synthetic versions lack enough detail to breach individual confidentiality.

It was only a decade later that the feasibility of procedures enabling the analysis
of these synthetic data generated by multiple imputation became available. The
works of Reiter (2002, 2003), Raghunathan et al. (2003), and Reiter (2005a,b) were
instrumental in this development, driven by a Bayesian approach, allowing for the
study of the parameter or vector of parameters involved.

However, in specific situations, where there is a significant risk of revealing a
respondent’s identity, it may become impractical to publish multiple iterations of
the original data. Under these circumstances, the strategy shifts to the release of a
single synthetic version, relying thus on data produced through single imputation
(Abowd et al., 2006; Kinney et al., 2011, 2014; Bowen et al., 2020; Alam et al.,
2020).

Evidently, the conventional methods for combining inferences are not suitable
when just one synthetic dataset is released, leading to the question of whether valid
inferences can still be drawn in these scenarios.

In the following sections, attention will be directed towards an extensive review
of the literature concerning the generation and analysis of single imputation
synthetic datasets. This exploration will cover a range of methods, highlight the key
challenges faced, and discuss the significant advancements. The aim is to offer a
thorough insight into how the field currently stands and to shed light on prospective
developments in utilizing single imputation synthetic data as a tool for preserving
privacy when releasing data.

! Regulation (European Commission) Number 223/2009, 2009.
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5.2 Different Types of Synthetic Data

As mentioned before, we want to focus on the generation of synthetic data as a
way of protecting the confidentiality and thus we must start to specify the different
categories of synthetic data available.

5.2.1 Fully Synthetic Data

Introduced by Rubin (1993), the approach releases, instead of the original dataset,
one or more synthetic datasets obtained by generating the overall data, that is,
generating values for all variables, from a model that is assumed to fit the original
data. If missing data is present in the original data, this process may even fill these
gaps. Subsequently, only the synthetic versions of these datasets are released to the
public. These publicly available datasets will not contain any of the original data.
When circumstances dictate that only one synthetic dataset can be released, we will
be in the single imputation scenario.

5.2.2 Partially Synthetic Data

Little (1993) suggested to partially synthesize the data. This method refers to
situation where synthetic versions are synthesized only for those individual records
deemed sensitive, that is, which release could compromise their confidentiality. The
remaining values are left unchanged, ensuring protection without compromising the
overall quality of the publicly disclosed data (Reiter, 2005c). Partially synthetic
generated or imputed data may thus involve (1) the synthetic generation of some
of the unit or observational records, for all the variables, or only for the sensitive
variables, or (2) otherwise involve the synthetic generation of the values for all units
(or only sensitive units) for given sensitive variables. Clearly, releasing some of the
original data values to the public presents a greater risk of disclosure. However, as
a trade-off, the dataset made available will more closely mirror the properties of
the original dataset, especially when compared to a scenario where the available
data is fully synthetic. Indeed, if the number of key variables or key values in the
original data, which are supposed to remain unaltered, is reduced to zero, then the
scenario of partially synthetic data effectively becomes equivalent to the case of
fully synthetic data. However, the use of the partially synthetic data approach to
create a fully imputed synthetic dataset will lead to a different inferential analysis
approach.
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5.3 Methods of Creating Synthetic Data

This survey presents an overview of the diverse techniques employed to generate
synthetic data. We may say there are two main classes of methods for synthetic data
generation, model-based and machine learning based.

5.3.1 Model-Based

The model-based approach to synthetic data generation heavily depends on assum-
ing a specific model for the data and then synthesizing this data by sampling
(randomly generating values) from the specified model. Model-based techniques
include the use of various parametric models like logit models, exponential mod-
els, pareto, univariate and multivariate normal models, multiple and multivariate
regression models, and sequential conditional regression models. Some references,
to name just a few, include works by Kennickell (1997), Abowd et al. (2006), Reiter
(2005a), An and Little (2007), Klein and Sinha (2015¢,b,d,a), Moura et al. (2017,
2021), and Mishra and Barui (2022).

It is crucial to note that these model-based methods can be categorized into two
distinct approaches when synthesizing multiple key variables.

One approach, known as joint modeling, involves specifying the joint distribution
of the data. This method focuses on clearly defining a joint model that captures the
existing relations among all variables, both those that are to be synthesized and those
that may remain unchanged (Drechsler & Haensch, 2023).

The other approach is sequential modeling, where each sensitive variable is
synthesized in sequence using models that are conditioned on the original variables
that do not need to be replaced and on any of the remaining variables that need to be
synthesized. To better understand the process of sequential modeling let us consider
that we have a set of p variables from which Yy, ..., Y, are considered to be
sensitive, and which thus need to be replaced by the synthetic versions, and variables
Xpi+1, .- ., Xp, which are the non-sensitive variables. One approach, is the sequen-
tial regression multivariate imputation (SRMI) where a sequence of conditional dis-
tributions f(Y;|Yy, ..., Yj—1,Yjqr1, ..., Yy, Xpi41, ..., Xp) is used to generate
synthetic versions of the original Y, for j =1, ..., p; (Raghunathan et al., 2001).
However, this process may be very complex and may require a large amount of time.
Thus, a simplified algorithm commonly used considers the distributions conditioned
only on the non-sensitive variables, X, 11,..., X, and the variables that have
already been synthesized. That is, generates values sequentially by using the
distributions f(Y1|Xp,+1, ..., Xp), f(Y2lY1, Xp,41,..., X}), and so on, until we
generate the values for the last variable from f(Yp, Y1, ..., Yp,—1, Xpi41, -+, X))
(Drechsler, 2011). Due to its simpler application, this is the algorithm that is often
used in practice.
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Rubin (1987) suggested that for an approximately unbiased estimation of vari-
ance in multiple imputation of missing data, the replacement data should be drawn
from posterior predictive distributions. This idea formed the basis for generating
synthetic data through Posterior Predictive Sampling (PPS). However, Reiter and
Kinney (2012) established that this is not strictly necessary. They showed that one
can simply use sample estimates, such as posterior modes or maximum likelihood
estimates, and plug them in the model, drawing then the synthetic data from this
model. This method of generation is commonly referred to as the Plug-in Sampling
(PS) method.

In the PPS method, the synthetic data is essentially seen as predictions coming
from the posterior distribution of the model, whose parameters are estimated from
the confidential dataset. On the other hand, in the PS method, synthetic data is
created directly from the parametric model by plugging in the sample estimates,
which are also based on the confidential data. This approach differs from PPS in
that it uses same sample estimates to generate the different imputations of synthetic
data rather than using several posterior distributions to generate those imputations.

In the model-based approach to synthetic data generation, it is generally advised
to use a large set of predictor variables for generating the synthetic variables. This
way, when someone wants to analyze the data, using a simpler model than the one
used to synthesized the data, it is still ensured a good degree of congruence between
the two models.

5.3.2 Machine Learning Based

Contrary to the notion of using a parametric model to generate the data, one can
consider adopting a non-parametric approach. This alternative methodology does
not rely on predefined parametric models but instead uses methods that are more
flexible and less dependent on assumptions about the data’s underlying distribution.
Reiter (2005¢) proposed the use of Classification and Regression Trees (CART)
for synthetic data generation. When there are multiple key variables to be replaced
with synthetic values, a sequential regression approach, as mentioned earlier, is
recommended. This method offers more flexibility compared to the model-based
approach, allowing for the accommodation of non-linear relationships between
variables and non-standard variable distributions. However, due to the sequential
nature of generation in this method, the first variables are generated independently
of those generated later. As a result, if there are any relationships between these
early and later variables, such interdependencies may not be fully captured in the
synthetic data creation process. We may see extensions of the very popular CART
approach in the use of random forests (Caiola & Reiter, 2010), support vector
machines (Drechsler, 2010) and even into the use of deep learning methods such as
Generative adversarial networks (GANs) (Park et al., 2018; Xu et al., 2019; Koivu
et al., 2020), and Variational Autoencoders (VAEs) (Srivastava et al., 2017; Vardhan
& Kok, 2020; Ma et al., 2020).
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5.4 Inferential Analysis of Single Imputation Synthetic
Datasets

5.4.1 Origins of Inferential Analysis for Synthetic Datasets

Before delving into the inference analysis of the single imputation case, it is
essential to first discuss the origins of inference analysis in this context. The concept
of synthetic data, originating from the work of Rubin (1987), naturally led to the
development of inferential procedures initially based on scenarios involving both
fully and partially generated data, related to the multiple imputation framework. The
first comprehensive rules for analyzing multiply imputed full synthetic data were
derived by Raghunathan et al. (2003). In a similar way, methodologies for partially
synthetic data were introduced by Reiter (2003). Further advancements were made
by Reiter (2005¢), who expanded these concepts to include multivariate techniques,
thereby extending the application of Wald tests and Likelihood ratio tests.

To gain a deeper insight into the essence of these rules, consider an analyst who is
focused on a specific parameter Q from the true model. When M synthetic datasets
are released, the procedure entails gathering the point estimate g; (j = 1, ..., M)
and its corresponding variance estimate u j, from every synthetic dataset as though
it were the original data. These rules, commonly designated as combination rules, as
formulated by the previously mentioned authors, involve calculating the variance of
the point estimate by combining the within-variance of the point estimates ¢; with
the average of the variance estimates u ;. Consequently, the analyst can use the mean
of g; as an unbiased estimator for Q and then use either a Student’s ¢-distribution
or an F-distribution, to infer about Q. For a more comprehensive understanding,
readers are directed to the work of Reiter and Raghunathan (2007).

As the reader might have surmised, these methodologies and associated distri-
butions need that the number of synthetic versions released to the public exceed 1.
This requirement is critical, as a single dataset or a very small number of synthetic
datasets would render the distributions used for inference impractical. In such
scenarios, one would face the predicament of not being able to calculate the degrees
of freedom, or, in cases where the number is very small, extremely limited degrees
of freedom in the distributions.

As highlighted in the Introduction, certain scenarios (Abowd et al., 2006; Kinney
etal., 2011, 2014; Bowen et al., 2020; Alam et al., 2020) need the release of a single
synthetic dataset to mitigate the risk of data disclosure.

5.4.2 The Single Imputation Scenario

The inability to effectively handle single imputation requirements or a limited
number of releases of synthetic versions of data was what prompted Klein and
Sinha (2015d) to address this specific challenge. Beginning in 2013, these authors
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embarked on compiling a collection of papers focused on this issue. In their work,
Klein and Sinha (2015¢), they considered both Posterior Predictive Sampling (PPS)
and Plug-in Sampling (PS) generation methods. They developed exact inference
procedures for analyzing data, based on sufficient statistics, when it is presumed
that the original data follows an exponential model. These exact procedures are
applicable not only to the multiple imputation scenario but also to single imputation
cases. For both PPS and PS cases unbiased estimators of the true parameters can be
derived.

In the same year, the same authors, published three additional works (Klein &
Sinha, 2015b,d,a) focusing on single imputation synthetic data for confidentiality
purposes. These papers expanded the results of exact inference procedures for both
PPS and PS methods, considering scenarios where the original data is assumed to
follow univariate or multivariate normal, and for cases of partially generated data
through multiple linear regression (MultiLR) models. In these works, the authors
successfully derive the exact distributions for key sample measures in the synthetic
data: the mean, variance, and regression coefficients.

All these studies are based on the assumption of normality in the data, but they
differ in the type of synthetic data used. For the univariate and multivariate normal
cases, it is assumed that the synthetic data will be fully synthesized. In contrast,
for the MultiLR model, the released data is partially synthesized; here, the response
variables are considered sensitive, and the predictor variables remain unchanged.

In the latter scenario, those authors explored cases where the imputer and/or
analyst either overfits or underfits the regression model. They also examined cases
where the analyst’s regression model is the regression of the unsynthesized variable
on the synthesized variable, which is the opposite of the generation case. These
explorations were conducted under the PS method.

In the following year, Moura (2016) delved into the multivariate linear regression
model (MLR), resulting in two more publications (Moura et al., 2017, 2021). In
Moura et al. (2017), attention was given to the PPS method, whereas Moura et al.
(2021) focused on the PS method. A major challenge tackled in these studies
was the measurement of the size of confidence sets based on the test statistics
employed in drawing inference about the matrix of regression coefficients. To tackle
this problem, they introduced a new measure for the multivariate scenario, termed
“radius”, which may be seen as the distance between the centre and the edge of
the confidence set. This measure, based on the quantiles of the distribution of the
test statistic used for inference on the matrix of regression coefficients and on the
determinant of the estimator of the variance-covariance matrix of the variables
based on the synthetic data provides an useful approach to evaluating confidence
in multivariate contexts, in situations where the confidence sets may have an infinite
volume.

A critical aspect of Moura et al. (2021) was their approach to scenarios involving
the release of synthetic data that was either non-normal or involved non-continuous
response variables. Despite these challenges, the inferential procedures that were
based on normality assumptions continued to perform effectively. The authors
proposed adaptations to the PS method to suit these more complex data scenarios.



90 R. Moura et al.

This showed the method’s adaptability and efficacy in handling a diverse array
of data types, highlighting the wide applicability of this synthetic data generation
methods.

It’s important to recognize that these studies did not just develop exact inference
procedures for multiple imputation synthetic data generated by PPS and PS
methods, but also extended these procedures to single imputation approaches.
Additionally, they adapted Reiter (2005b) vector methodology, known for its
combination rules, to a matrix parameter, as it is relevant in the context of the
MLR. This adaptation is a significant advancement, as it extends the applicability
of Reiter’s methodology to more complex statistical models.

In 2022, Guin et al. (2022) addressed the inferential analysis for the MultiLR
model under PPS and PS, but from a Bayesian inference perspective. They
employed a non-informative diffuse prior, in contrast to the frequentist approach
commonly seen in the literature. This study extended the work of Klein and Sinha
(2015d,a) into the Bayesian realm.

The paper by Guin et al. (2022) explored two distinct methodologies for
generating data. The first method focuses exclusively on using the sensitive data to
estimate the model parameters. The rationale behind this approach is to ensure that
in the released dataset, the synthetic portion, which represents the sensitive data,
remains independent of the non-synthetic and non-sensitive part. This separation
is key for maintaining the integrity of the non-sensitive data while protecting the
confidentiality of the sensitive information. The second method involves utilizing
the entire original dataset for parameter estimation. This comprehensive approach
can potentially offer a more holistic view of the data’s underlying structure, albeit
with increased difficulty in maintaining data privacy.

Interestingly, in terms of estimating the regression coefficients, both approaches
in this paper mirror the frequentist inference method. The estimator for the vector
of regression coefficients, in the MultiLR model, is computed in the same way as
the usual unbiased estimator used with the original data. This parallelism simplifies
the computation of estimates when only one dataset is available.

In 2023, the same authors turned their focus to the Multivariate Normal Model,
examining both PPS and PS scenarios through the lens of Bayesian inference (Guin
et al., 2023). Once again, opting for a non-informative prior, they obtained Bayes
estimators for the mean, the covariance matrix, and the generalized covariance.
Notably, the Bayes estimator for the population mean mirrors precisely the estimator
derived from traditional frequentist inference methods. Furthermore, they outlined
methods for constructing credibility sets for both the generalized variance and the
population mean, providing valuable insights into the convergence of Bayesian and
frequentist methodologies in this context.

Klein et al. (2021) addressed a gap in previous research concerning inference
about the variance structure under the Multivariate Normal assumption, particularly
in the context of fully synthetic data generation. Their work significantly expanded
the scope of inferential procedures to include more complex statistical assessments,
especially when dealing with PS synthetic data.
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Specifically, they developed inference procedures for several key statistical mea-
sures: the generalized variance, the sphericity test, and tests for the independence
of two subsets of variables and for the regression of one subset on the other. This
extension allows for a more comprehensive analysis of synthetic data, encompassing
a broader range of inferential needs.

A notable feature of the proposed test statistics is their similarity to the conven-
tional statistics commonly found in existing literature. This familiarity facilitates
analysts’ quick identification and computation of the desired test statistic values.
The only challenge for analysts lies in utilizing the ‘R’ package ‘PSinference’
(Moura et al., 2023), which provides access to the Monte Carlo simulated distri-
butions of these test statistics. This package represents a valuable tool, enabling
analysts to accurately apply these advanced statistical procedures to synthetic data.

Under the same assumption of normal distribution, Basak and Sinha (2024)
tackled the univariate case for fully synthetic data generated by both PS and PPS.
Their work focused on inferential procedures for testing the equality of means across
several populations, akin to ANOVA (Analysis of Variance). They provided insights
into the distribution properties not just under the null hypothesis but also under the
alternative hypothesis.

An important aspect of their study was examining the robustness of these
proposed tests when the assumption of normality in the original data was violated.
The results were quite noteworthy. When the original data is generated from
distributions like Double Exponential, Student’s t, Exponential, or Lognormal, the
Type 1 error rates are significantly impacted in the traditional ANOVA F-test.
However, this is not the case with their proposed tests for PS and PPS synthetic data.
This finding indicates that the tests developed for synthetic data are more robust than
the traditional tests, offering greater reliability when the underlying assumptions
about the data distribution are not met.

Venturing beyond the normality assumption, Mishra and Barui (2022) explored
the Pareto Model (specifically the two-parameter model) in the context of synthetic
data generation. Their study encompassed both types of data synthesis: PS and
PPS. In the case of PS, the authors developed inferential procedures for all possible
scenarios: whether one of the parameters is known and the other unknown, or both
parameters are unknown. This comprehensive approach in the PS framework allows
for a broad application of the Pareto Model in various data contexts. On the other
hand, for PPS, the focus was narrower. The inferential procedures were presented
only for the shape parameter, under the assumption that the other parameter (scale
parameter) is known.

While much of the work in synthetic data generation focuses on methods like
Plug-in Sampling (PS) or Posterior Predictive Sampling (PPS), it’s important to
acknowledge alternative approaches. Klein and Datta (2018) explored a method
based on the principle of sufficiency, particularly under the assumption of a normal
MultiLR model. In this method, partial synthetic data is generated by sampling from
the conditional distribution of the data, given the sufficient statistics which are free
from unknown parameters.
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This approach is particularly advantageous for several reasons. Firstly, when the
regression model is correctly specified, the values of the sufficient statistics can be
directly calculated from the synthetic version of the data. This allows the analyst
to use standard regression methodologies. Furthermore, if the imputer overfits the
regression model, valid inferences can still be obtained by the analyst, even when
using an underfitted model. However, the same is not true if the imputer underfits
the model and the analyst overfits model.

It’s also crucial to note that this type of synthetic data generation and the
subsequent release of synthetic data is contingent upon the institution holding the
original data agreeing to release the sufficient statistics of those data, since with
access to these sufficient statistics and the specified model, additional versions of
the original data can be generated.

Finally, we should highlight the work of Raab et al. (2018), which introduced
a novel variance estimator suitable for use with large synthetic datasets. This
estimator is applicable regardless of whether the datasets are generated through non-
parametric or parametric methods, and whether they are derived from the posterior
predictive distribution or not. A key feature of this new variance estimator is that it
does not account for variance between multiple synthetic datasets. As a result, it can
be used in the inferential analysis of datasets that have undergone single imputation,
using procedures somewhat akin to those found in Raghunathan et al. (2003).

Despite the promising nature of this development, there remains a keen interest
in seeing its application in real-world scenarios, particularly through simulations
and practical applications on actual datasets. Specifically, it would be informative
to observe the performance of this variance estimate in cases where the number
of synthetic versions is reduced to one, a scenario that was not examined in their
work. Such investigations could provide valuable insights into the effectiveness and
reliability of this variance estimator in different contexts of synthetic data analysis.

Table 5.1 presents a summary of the references in this section pertaining to singly
imputation analysis, where the works are ordered chronologically. We may note that
all works except the one by Raab et al. (2018) address exact inferential procedures
for the analysis of synthetic data.

It is important to emphasize the significance of exact inferential methods, which
are not only applicable in both single and multiple imputation scenarios but also
serve as a vital tool for assessing the quality and effectiveness of asymptotic
procedures in these contexts.

These exact methods provide a robust framework for researchers and practi-
tioners, ensuring the reliability and accuracy of statistical inferences drawn from
synthetic data, thereby playing a crucial role in advancing the methodologies and
applications of SDC. As such, these exact inferential methods are an essential
component to consider in the ongoing evolution and refinement of SDC techniques.
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Table 5.1 Summary of the work done for the single imputation case
Generation Type of synthetic
Author(s) Year | Model method generation
Klein and Sinha 2015 | Exponential PPS/PS Fully/Partially
(2015¢)
Klein and Sinha 2015 | Univariate normal PPS/PS Fully
(2015b)
Klein and Sinha 2015 | Multivariate normal PPS Fully/Partially
(2015d) and MultiLR
Klein and Sinha 2015 | Multivariate normal PS Fully/Partially
(20152) and MultiLR
Moura et al. 2017 | MLR PPS Partially
(2017)
Klein and Datta 2018 | MultiLR Sufficiency principle | Partially
(2018)
Raab et al. (2018) | 2018 | Generic PPS/PS Fully/Partially
Moura et al. 2021 | MLR PS Partially
(2021)
Klein et al. (2021) | 2021 | Multivariate normal PS Fully
(Tests for the
covariance structure)
Guin et al. (2022) |2023 | MultiLR (Bayesian PPS/PS Partially
inference)
Mishra and Barui | 2022 | Pareto PPS/PS Fully
(2022)
Guin et al. (2023) | 2023 | Multivariate normal PPS/PS Fully
(Bayesian inference)
Basak and Sinha 2024 | ANOVA PPS/PS Fully
(2024)

5.5 Multivariate Normal Model: A Theoretical Overview

Given the range of theoretical results surrounding single imputation, our discussion
will focus specifically on the Multivariate Normal Model. This model is selected
for its comprehensive suite of inferential procedures and its broad applicability. Our
focus will be on the PS generation method due to its straightforward implementation
and the fact that a single synthetic dataset may suffice for drawing inferences.
This approach not only simplifies the process but also ensures an adequate level
of privacy protection, making it a highly suitable choice for our analysis.

To start, let us delve into the generation of synthetic data using the PS method,
within the context of the Multivariate Normal Model. For that, we begin to consider
the original data as X = (x1, ..., X;), where

iid.

X; ™~ Np("l‘iz)aizla"'vn9 (51)
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forx; = (x1;,...,x pi)’ , where n is the sample size and p the number of variables
involved. The initial phase is estimating the mean vector u and the variance-
covariance matrix X, from the original dataset, respectively by the sample mean,

X = % ?:1 X;, and the sample variance-covariance matrix
R S 1 n
3= = Yo —%) (xi — %) (5.2)
n—1 n—1 =

The second step, is to plug-in the estimates in to the model and generate the synthetic
versions of x;, v;, by randomly drawing

iid. _ 2\ .
Vi ~ N,,(x,Z),t:l,...,n.

Thus, we end up with one fully synthetic dataset, V = (vy, ..., Vv,). If someone
wishes to reproduce more than one fully synthetic dataset, it has only to multiply
create Vi, ..., Vyr (M > 1), independently from each other. As one may see, the
process is very straightforward, since we draw from a multivariate Normal model
where the sample estimates are plugged-in.

The idea of releasing a single synthetic version of the original dataset and not the
sample mean and sample variance is due to the fact that institutions are usually not
comfortable in doing so, since that way someone may produce multiple synthetic
versions of the original dataset and come up closer to the original dataset, possibly
compromising the confidentiality of the respondents (Reiter et al., 2014). As such,
in this section we will only address the case of singly imputed datasets.

5.5.1 Synthetic Mean and Variance-Covariance Matrix

Now that the synthetic version of the dataset is available, obtaining estimators for
the population mean and covariance matrix becomes a crucial next step. Fortunately,
this process is straightforward.

Using the synthetic version of the data, we can calculate the synthetic sample
mean as

and the synthetic variance-covariance matrix as

Sps R
Tps = = Y Wi =i -V

n—1 n—li:1
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Some key properties of v and ) ps are:

1. They are jointly sufficient statistics for (u, X), ensuring efficient use of data for
estimation (Klein & Sinha, 2015b).

2. v is the maximum likelihood estimator of u, providing an unbiased estimate with
a variance of % (Klein & Sinha, 2015b).

3. % ps offers an unbiased estimation of X, enhancing the reliability of the synthetic
data (Klein & Sinha, 2015b).

4. With a non-informative joint prior, 7 (g, X)  |X |_7’/ 2 the Bayes estimator for
(n—1*%ps

1 aligns with v, and the Bayes estimator for X is determined as G2ty 37

with n > max{p, 2p — y 4+ 3} (Guin et al., 2023).

These properties offer a framework for analyzing synthetic data, since they ensure
that the estimates of the mean and covariance matrix are both statistically sound and
practical for further analysis.

5.5.2 Confidence and Credibility Sets for p

A fundamental step in conducting inference on a dataset involves making inferences
about the mean. The synergistic contributions of Klein et al. (2021) and Guin et al.
(2023) methodologies facilitates the creation of both confidence and credibility sets
for p. This dual approach encompasses the principles of frequentist and Bayesian
inference, offering two ways to draw inference about the mean in the context of
normal distribution.

5.5.2.1 Confidence Ellipsoid for x

To infer about u using synthetic data, consider the random variable

T2 =

G- s (), (5.3)

as defined by Klein and Sinha (2015b). Its distribution can be simulated through a
series of steps to generate a random value of 72

¢ Generate a p X p random matrix X* from a Wishart distribution, with parameter
I, and n — 1 degrees of freedom

» Compute Aq, ..., Ap, as the solution of |(n -DI,+0 -2 Z*| =0
* Generate X12,'v j=1,..., p, independently, from a x? distribution with 1 degree
of freedom

* Compute T = Zf:l Aj X12j
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 Generate Ty, independently of T», from a inverse x? distribution with n — p
degrees of freedom
» Compute 72 = T; x T».

To construct a (1 — «) confidence ellipsoid for u, calculate the (1 — o) percentile,
Cn,p;o from the empirically simulated values from the distribution of T2. This
ellipsoid is given by

Ap) ={p: T2 = Cn,p,ot}

with a volume of

(n— 1)p/2ﬂp/2

) = R

2% 1/2
(Cn,p;at)p/ X ps| / s

and corresponding expected volume

12 (n=j+!1

xP/? P12 F( 5 )

ElVv,VM)]= — = — ) P/2|| — ~ 7 |Ixve
[ IL( )] np/zr(p/2+1) (Cl'l,[’.,()l) i 1"(”;]) I |

5.5.2.2 Credibility Set for u

From a Bayesian perspective, the random variable defined in (5.3) is also consid-
ered, but taking into account the posterior distribution of the synthetic data. Guin
et al. (2023), proposed the following steps to repeatedly generate a value of its
distribution:

¢ Generate a p x p random matrix B from an inverse Wishart distribution, with
parameter I, and n — p + y — 2. Here one must establish one value for y,
abiding by the restriction in Sect.5.1. In their simulations study, Guin et al.
(2023) suggest setting the value of y at 10 for the PS scenario

¢ Generate a p x p random matrix A* from an inverse Wishart distribution, with
parameter (n — 1)B and n — p + y — 2 degrees of freedom

e Compute A =A*+B

» Compute A1, ..., Ap, as the solution of |A — AL,| =0

¢ Generate Xlzj, j=1,..., p, independently, from a x? distribution with 1 degree
of freedom

* Compute 7> = 3-0_ A;xi;-

To construct a (1 — «) credibility ellipsoid for u, obtain the (1 — «) percentile,
kn,p.y;«, from the empirically simulated distribution of T2. This ellipsoid is given
by

ABayes(1) = {p : T* < knp.yial
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with volume

(n — 1)P2qp/2

R N Yo T8 S V)
nP/ZF(p/2+ 1)( n.pyia)’ 1Eps|

VBa_ves,;L V) =

and corresponding expected volume

aP? e [2T (
E[VBayes,;L(V)] /21_,(17/2_'_ 1)( n,p,y. oz) l_[ ( - )

It’s noteworthy that the expected volumes for the confidence and credibility sets,
derived from the frequentist and Bayesian approaches respectively, exhibit a high
degree of similarity. This resemblance arises primarily due to the analogous nature
of their construction, with the only distinction being the specific cut-off points
chosen from the distributions of 72 for each approach.

) Iz (/2.

5.5.3 Variance-Covariance Structure

Based on the result found in Klein and Sinha (2015b), conditionally on S, defined

in (5.2),
S
SPSNWp<n_lsn_l>9

Klein et al. (2021) presented four inferential procedures regarding the structure of
the variance-covariance matrix, which are presented in the following subsections.

5.5.3.1 Generalized Variance

We have seen, previously, that both the expected volumes for the confidence set and
credibility set for u are a function of | X|, the generalized variance. The generalized
variance is an important measure, used not only to determine the volume of those
sets but also to measure the spread of the dataset.

Consider the random variable

ISpsl
P

TP =@m—1r
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The distribution of Tlp 5 can be obtained using Monte Carlo simulation, following
these steps, to generate one of its values:

* Generate p independent random variables A; and, independently from these,
p independent random variables Bj, for j = 1,..., p, all from a chi-square
distribution with n — j degrees of freedom

¢ Calculate TIPS = ( 5‘7:1 Aj) (Hﬁ'):l Bj)'

Consequently, we may use the empirical distribution of Tlp S to calculate the orth
percentile, tf 5 , and use it to construct the (1 — «) level confidence interval for |X|
which is given by

’

((n — D ISpsl (1 —D” |sps|)

(PS (PS :

I;1—a/2 Lia/2

Remarkably, for those preferring the Bayesian methodology over the frequentist
approach, the test statistic suggested by Guin et al. (2023), denoted as T11D S, remains
the same. However, the distribution of TIP S differs due to a modification in the
generation process of the independent B; random variables. Specifically, when
generating these variables, the degrees of freedom should be adjusted from n — j
ton — p + y — j, reflecting the Bayesian framework’s unique considerations,
considering the restriction for y in Sect. 5.1.

5.5.3.2 Sphericity Test

In multivariate statistics, the assumption of sphericity represents a critical condition
for the validity of certain inferential tests, related to MANOVA, repeated measures
ANOVA, and multivariate analysis of covariance (MANCOVA).

The sphericity test is designed to assess this assumption, providing a means to
test the hypotheses

Hy: X = 021,, versus Hy: X # O‘ZI[,.
Defining

1
ps _ ISpsl!/P

= — 5.4
2 tr (Sps) /p e

Klein et al. (2021) demonstrated that its distribution, assuming that ¥ = Poml | p» can
be empirically obtained through Monte Carlo simulation by iteratively executing the
steps:

* Generate W; ~ W, (n -1LI,/(n— 1)) and W, ~ W, (n -1, Ip), indepen-
dently
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PS _ IWiW,|'P
e Calculate T2 — tr(WWy)/p-

With the empirical distribution we may conduct a sphericity test, that is, the
hypotheses in (5.4), rejecting the null hypothesis, for a level of significance «, if
the observed value of T21D S falls bellow t{? g , the arth percentile of T2}D S,

5.5.3.3 Test for the Independence of Two Subsets of Variables

Assessing the independence between two subsets of variables is crucial for uncov-
ering complex relationships within a dataset. This analysis is key to understand
the variables’ structure, aiding in feature selection, dimensionality reduction, and
other processes. The independence test aims to clarify whether variations in one
variable set are statistically related to variations in another set or if the two sets
behave independently.

Considering the vectors x; in (5.1) split into two subvectors or sets of variables
X; = [x/l i x/2i]’ where the first set has size pj, and the second set has size p,, with
p = p1+ p2, to carry out this test, the matrices X and S p are partitioned as follows:

- [)311 212] Sps = [Sps,n SPS,12i|
Xy X’ Sps21 Sps2]’

where both X || and Spg ] are square matrices of dimension pj.
Once assumed the normality of the x;, to test the hypothesis of independence of
the two subsets of variables is equivalent to test the hypotheses

Hy: X112 =0 versus Hy: X2 #0. (5.5
Once defined the random variable

7PS _ ISpsl
ISps.11][Sps,22|

it is feasible to simulate its distribution, under Hy in (5.5), by iteratively following
the following steps (Klein et al., 2021):

* Generate 2 from a Wishart distribution with parameters n — 1 and I,

* Generate 2, from a Wishart distribution with parameters n — 1 and r%
e Partition 2, as

0, — [92.11 92,12}
2 =
2221 22

where 27 11 is a square matrix with dimension p

« Compute TFS = 1%l
Comp 3 |€2,11]]22,22]
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The null hypothesis in (5.5) should then be rejected, for a level of significance «,
if the observed value of T3P S falls bellow t3]j g the arth percentile of T3P S,

The strategic choice for £, whose Wishart distribution parameter matrix is an
identity matrix, makes the derivation of the empirical values of T3P $ easier, and also
laid the groundwork for the next result (for details see Klein et al. 2021).

5.5.3.4 Test for the Regression of One Set of Variables on the Other

The regression of one set of variables on another emerges as a powerful tool,
enabling researchers to explore and quantify the relationships between two distinct
sets of variables. It enables the understanding of how variations in one group
of variables can explain or predict variations in another group, uncovering the
underlying dynamics and dependencies within the data. Tests for the matrix of
regression coefficients of one set of variables on another set involves the test of
the hypotheses

Hy: A=Ay versus Hj: A # Ay, (5.6)

where A = X 12):2_21, and where A( represents any specified p; X (p — py) matrix.
Consider the test statistic

/
‘(SPSJZS;;,D - Ao) Sps2 (SPS.lzs;js,zz - AO)

TP = 1
|SPS,11 - SPS,12S;S,223PS,21‘

To empirically derive the distribution of T4P S, one can utilize Monte Carlo
simulation. This involves the following set of iterative steps:

* Generate 1 from a Wishart distribution with parameters » — 1 and I,

* Generate 2, from a Wishart distribution with parameters n — 1 and %
e Partition 2, as

@ = |:92,|1 92,12}
Q571 72

where €27 | is a square matrix with dimension p;
92.1292_5292,21’

« Compute T,/S = .
P 4 ‘92,11—92‘129{’12292,21‘

For a given significance level «, we should reject the null hypothesis in (5.6),
if the observed value of T4P 5 exceeds the (1 — a)th percentile, tf f_a, of the T4P S
distribution.
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5.5.4 As a Summary

As shown, in the context of the fully synthetic PS method under the assumption
of a normal distribution, exact inferential procedures for the mean, generalized
variance, and tests for the covariance structure are readily available. Although
comprehensive validation across all scenarios is pending, Moura et al. (2021)
have explored the implications of assuming non-normal and even non-continuous
distributions for the data, particularly for response variables, within the context
of partially synthetic datasets. Their results indicate that the normality assumption
holds up well, even when not fully met, showing its practical effectiveness. This
paper posits that such effectiveness is likely to extend to fully synthetic datasets,
highlighting the adaptability and utility of these inferential approaches even when
faced with deviations from normality.

Moreover, because these procedures are exact and adaptable to multiple impu-
tation contexts for synthetic data, they establish a benchmark for evaluating
asymptotic inferential techniques tailored to both single (Raab et al., 2018) and mul-
tiple imputation frameworks (Raghunathan et al., 2003). Contrasting confidence sets
generated from synthetic data using these exact procedures against those derived
from asymptotic approaches offers a way to gauge the effectiveness and precision
of asymptotic methods. Traditionally, the evaluation of inferential methods’ quality
involved comparisons with results from the original dataset. However, the exact
nature of the procedures discussed in this manuscript provides an opportunity to
compare expected values of sample estimators obtained from these exact procedures
against the findings from asymptotic methods.

5.6 Conclusion and Last Remarks

This manuscript has traveled across the comprehensive landscape of generating
and analyzing single imputation synthetic datasets within the domain of Statistical
Disclosure Control (SDC). Through a detailed analysis of the literature on the
development of inferential procedures for single imputation, this work gives a
description of the evolution and the current state of methodologies for creating and
utilizing synthetic datasets to uphold individual privacy while enabling statistical
analysis.

The exact inferential procedures for analyzing synthetic data, as showcased by
the contributions of several authors, show the potential of synthetic datasets in
maintaining statistical integrity, while protecting the privacy. These procedures not
only provide a basis for making robust inferences from synthetic data but also offer a
benchmark for assessing the quality of asymptotic inferential methods in both single
and multiple imputation scenarios. The adaptability of these exact methods to the
Bayesian framework further extends their applicability, offering a versatile toolset
for researchers and practitioners in SDC.
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One of the key insights from this review is the effectiveness of the normality
assumption in synthetic data analysis. Despite potential deviations from normality in
real-world datasets, the procedures developed under this assumption can still show
remarkable robustness, suggesting that their utility extends beyond strictly normal
conditions. Broader studies of these methodologies, in the presence of non-normal
or non-continuous data types, would be desirable and worthy.

Furthermore, the exploration into the variance-covariance structure and the
development of tests for sphericity, independence, and regression analysis within the
synthetic data context have enriched the toolkit available for SDC. These advances
not only facilitate a deeper understanding of the data underlying structure but also
enable analyses that were previously challenging in the realm of synthetic data.

In conclusion, the work presented in this manuscript aims at being a valid
contribution to the field of SDC by providing a detailed overview of the generation
and analysis of single imputation synthetic datasets. As SDC continues to adapt
to the challenges posed by modern data environments, the insights and approaches
detailed herein may play a role in shaping the future of privacy-preserving statistical
analysis.
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