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ABSTRACT

The Long Range (LoRa) technology has been gaining popularity, becoming one of
the most promising and frequently used technologies among Low Power Wide Area
Networks (LPWANSs). Highly compatible with Internet of Things (IoT) applications,
LoRa enables long-range communications, albeit with low transmission rates and
duty cycle constraints. Despite all this enthusiasm, challenges persist in L.oRa
networks, especially in terms of coverage, with the occurrence of problematic areas
where communications are inconsistent, often referred to as shadow zones. The
reasons are diverse, ranging from the urban propagation environment, physical
obstruction to the network base station, or locations with significant electromagnetic
attenuation, among others. In this context, this project focused on designing an Ad
Hoc protocol integrated with the LoRaWAN network to perfect communication in
unstable scenarios. This protocol was designed for non-mobile devices that rely
exclusively on LoRa technology for communication. The Ad Hoc LoRa approach
aims to address small areas with unstable connectivity by transforming unstable
nodes into Slave devices that connect to relay nodes called Masters, resulting in the
formation of two-hop communication trees. The test results reveal the effectiveness
of the Ad Hoc LoRa protocol in optimizing network coverage and improving the
success rates of transmitted messages. Furthermore, the results suggest that the

protocol may offer superior energy efficiency compared to direct transmissions to
LoRaWAN base stations.

Keywords: LoRaWAN, Shadow Zones, Ad Hoc, Multihop, Two-Hop Tree
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RESUMO

A tecnologia Long Range (LoRa) tem vindo a ganhar bastante popularidade,
tornando-se numa das tecnologias mais promissoras e frequentemente utilizadas
entre as Low Power Wide Area Networks (LPWAN). Altamente compativel com
aplicacoes da Internet of Things (10T), LoRa permite comunicagoes de longo alcance,
ainda que com baixas taxas de transmissao e restricoes de duty cycle. Apesar de todo
esse fulgor, subsistem desafios nas redes LoRa, especialmente em termos de
cobertura, com a ocorréncia de areas problematicas onde as comunicagoes sao
inconsistentes, muitas vezes referidas como zonas sombra. Os motivos sao diversos,
que vao desde o ambiente de propagacao urbano, obstrucio fisica a estagao base da
rede ou locais com uma grande atenuagdo eletromagnética, entre outros. Nesse
ambito, este projecto concentrou-se no desenho de um protocolo Ad Hoc integrado
com a rede LoRaWAN com o objetivo de otimizar a comunica¢do em cenarios de
instabilidade. Este protocolo foi projetado essencialmente para dispositivos nao
moveis que se baseiam exclusivamente na tecnologia LLoRa para comunicagao. A
abordagem do Ad Hoc LoRa consiste em resolver pequenas areas com conectividade
instavel, transformando noés instaveis em dispositivos Escravos que se ligam a nos
retransmissores denominados de Mestres, resultando na formacao de arvores de
comunicacdo de dois saltos. Os resultados dos testes realizados revelam a eficacia do
protocolo Ad Hoc LoRa na otimizacao da cobertura da rede e na melhoria das taxas
de sucesso das mensagens transmitidas. Além disso, os resultados sugerem que o
protocolo pode oferecer uma eficiéncia energética superior em comparagao com as
transmissOes diretas as estacoes base LoRaWAN.

Palavras-Chave: LoRaWAN, Zonas Sombra, Ad Hoc, Multihop, Arvore de Dois
Saltos
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1. INTRODUCTION

1.1. CONTEXT

In the coming years, device connectivity promises to transform the way we interact
with the world, where people and industries will become both data consumers and
generators. This is the IoT paradigm, which will allow heterogeneous devices to
communicate and cooperate to provide intelligent services in different environments
in a transparent way for the user. The expected billions of IoT devices around the
wotld will lead to the development of intelligent systems for different applications
[1]. These applications can fit into the concept of smart cities, where real-time data
collection and connectivity of devices spread across the city are essential. Smart
public lighting is an example of how IoT and Smart Cities can be combined to bring
significant benefits. Namely, energy efficiency, improved safety, and optimization of
luminaire maintenance cycles, contributing to a positive socio-economic impact on
a city.

IoT applications and wireless communication technologies are two faces of the same
coin. The developers design trade-offs are based on the need for high coverage
combined with low bandwidth, low power requirements, small form factor and low
operating costs [2]. These are the elements that identifty LPWAN, which promise to
become the engine of IoT applications (Figure 1.1). The objective of these networks
is to provide small amounts of data over long distances, at rates of up to tens of
kilobits per second (kbps), supporting thousands of devices connected to gateways
(GW), thus enabling facilitating online data integration.

High BW

Medium BW

Bluetooth
BLE

Low BW

Short range Medium range Long range

Figure 1.1 — LPWAN technologies according to range capability and bandwidth required. [3].

The IEEE 802.15.4 standard provides specifications for the physical and medium
access control layers in wireless access technology for battery operated devices and
is used by in sensor networks for IoT applications. However, the range on point-to-
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point connections is limited to hundreds of meters. For this reason, smart city
solutions have boosted research into wireless technologies that allow long-range
communication with energy consumption like IEEE 802.15.4 transceivers [4]. On
the other hand, the objective of achieving wider coverage requires that the data
transmission rate be reduced for this type of chips. LoRa is one such promising long-
range, low-power technology, operating in the 868-915 MHz Industrial, Scientific,
and Medical (ISM) band, enabling bitrates between 0.37 kbps and 46.9 kbps and
promising ranges up to 20-25 km [5]. The medium access control protocol is called
LoRaWAN. It follows a star topology, which simplifies the network and makes it
robust. However, even with a large transmission range, it remains very difficult to
obtain extended coverage within the range of a LoRaWAN base station, for example,
due to the existence of shadow areas. Unless there is a higher density GW installation
in suitable locations, the solution may involve the development of Ad Hoc networks.
In this case, even if implemented with simple protocols, Ad Hoc operation may
guarantee the reliability of communications [6] in LoRaWAN communications. This
is on current challenge in developing solutions with the LoRa network since mesh
communications are not yet supported by current LoRa technology.

1.2. OBJECTIVES

The main objective of this project is to design, implement, test and evaluate the
performance of an Ad Hoc LoRa protocol. Thes proposed protocol is designed to
operate in conjunction with LoRaWAN networks, with the aim of improving
communication coverage and stability for non-mobile LoRa devices that face
connectivity difficulties within the LoRaWAN network. With this purpose in mind,
the specific objectives of this work include:

o Understand the undetlying causes for unstable or non-existent connection
zones in the LoRaWAN network.

o Determine appropriate indicators capable of alerting devices to their presence
in areas of unstable LoRaWAN communication.

o Design an Ad Hoc protocol capable of ensuring broader and more stable
coverage, while maintaining compatibility with LoRaWAN specifications for
data transmission in both directions, that is, both in the uplink (UL) and
downlink (DL).

« Develop a prototype with the ability to interpret all the protocol's methods
and functionalities.

o Evaluate the Ad Hoc LoRa protocol and compare it with the standard
operation of the LoRaWAN architecture, to demonstrate the ability to deal
with the challenges of unstable connectivity in the architecture.

10



Ad Hoc Wireless Network for Long Range Applications

1.3. DOCUMENT ORGANIZATION

This document is organized as follows:

Chapter 2 presents a comprehensive theoretical context on Ad Hoc wireless
networks, LoRa technology, and other concepts relevant to the understanding of the
work developed. In addition, an analysis of the most recent literature on LoRa is
conducted in various areas, such as the performance of the LoRa physical layer and
the LoRaWAN network. Protocol implementations are also discussed, with a focus
on optimizing the performance of the LoRaWAN network, as well as the
development of multi-hop Ad Hoc protocols and how they impact coverage,
reliability, and energy efficiency of communications.

Chapter 3 describes the protocol and communication mechanisms developed, which
make it an Ad Hoc model working on the LoRaWAN network.

Chapter 4 shows the implementation of the protocol in specific scenarios in the
Penela — Portugal region, and the hardware resources used. In this chapter, the
performance evaluation of the protocol is also carried out, namely, on the reliability
of communications in comparison with the typical LoRaWAN network.

Chapter 5 presents the conclusions of this project, along with suggestions for future
work, which aim at the continuous validation and improvement of the developed
protocol.

11
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2. STATE OF ART

This chapter provides an overview of some concepts for understanding the
developed protocol, as well as some relevant published works. Chapter 2.1 addresses
the fundamentals of a wireless Ad Hoc network and its possible organizations. In
addition, the challenges related to medium access and routing faced by devices in an
Ad Hoc network will be explored. Chapter 2.2 presents work related to LoRa
performance studies and Medium Access Control (MAC) protocols, as well as the
development of multi-hop Ad Hoc protocols. Finally, chapter 2.3 summarizes the
contributions of the chapter.

2.1.AD HOC WIRELESS NETWORKS

An Ad Hoc network is a decentralized network, where devices communicate directly
with each other without relying on any pre-existing infrastructure. In this type of
networks, the participation of each node is carried out through retransmissions, so
that a given message reaches its destination (Figure 2.1). The organization of a
wireless Ad Hoc network may be highly dynamic, due to the freedom of joining or
leaving nodes. The need to adapt to new scenarios and the presence of mobility
patterns are, therefore, factors for network organization to be dynamic, unstructured
and heterogeneous. All these characteristics make Ad Hoc networks more complex
to develop but give them high flexibility. This versatility has led to the emergence of
diverse types of networks, which will be discussed further below.

Destination

2 4 /
« Source A | w
0~ =L -
Transmission Range '
. 2 N

Figure 2.1 — Wireless Ad Hoc network [7].

2.1.1. Types of Wireless Ad Hoc Networks

The distinct types of wireless Ad Hoc networks are characterized by their operation
and protocol. Ad hoc networks are used in specialized solutions, depending on their
use. It is also possible to build hybrid networks, eliminating the possibility of each
solution having exclusively one type of network.

12
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2.1.1.1. Wireless Mesh Network (WMN)

A WMN consists of multiple mesh routers, which can forward messages between
each other via wireless communication. These network elements can be equipped
with more than one radio interface, improving their performance. Mesh routers that
are connected to the internet are referred to in this context as gateways. As a rule,
these routers have minimal mobility and, therefore, are usually installed on roofs or
on public lighting posts [8]. Figure 2.2 shows the WMN architecture in a generic way,
where the dashed lines represent wireless communications.

Internet gateway

Mesh router

Access point

5)

g “.

N
Desktop -~
WiFi phone

Printer @)
B’ Access point

Lapmpm D g

D WiFi phone
PDA

Figure 2.2 — Architecture of a wireless mesh network [8].

Figure 2.2 illustrates mesh routers serving devices (mesh clients), such as computers,
telephones, WiFi access points, etc. In addition to serving these types of stations,
WMNs can work with local networks such as Ethernet, Bluetooth, or sensor
networks. In this way, the interoperability characteristic of mesh routers is verified.
WMN may therefore be used in various scenarios. One of them is to take advantage
of a number of cities physical elements, such as Internet Protocol (IP) address, in
order to provide network access in a specific city area more effectively and at reduced
cost.

2.1.1.2. Wireless Sensor Network (WSN)

WSN [8]—[10] are networks made up of sensor nodes randomly placed or dispersed
in a certain geographic area, communicating via a wireless connection to collect,
process and transmit data. These data, which can be temperature, air quality and
humidity, among others, are aggregated in a special node, called a sink node, as shown

13
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in Figure 2.3. On the other hand, the network must be able to receive messages from
the sink direction to the end device.

=]

\ sink /

Coverage area

Figure 2.3 — Architecture of a wireless sensor network [9].

A WSN are characterized by their operation mode with non-mobile nodes. The main
goal is to ensure communication connectivity, namely the ability to form data routing
to the sink node. In this context, it is important that there is at least one path that
connects any two sensors in service to the sink node. Therefore, the network must
have the capacity to self-organize. On the other hand, the network must be scalable,
fault tolerant and capable of efficient routing from an energy point of view since
many of these devices are battery powered [10].

2.1.1.3. Mobile Ad Hoc Networks (MANET)

Mobile Ad Hoc Networks (MANET) [8], [11] are dynamically formed networks and
consist of autonomous nodes that may be mobile. These devices are unpredictable,
as they have the freedom to move within a network. This characteristic causes
constant changes in the network organization. The difference in relation to WSNis is
that the architecture change is due to movement between nodes, while in WSNs it is
usually due to nodes going offline (lack of battery, hardware failure, etc.) [8].

2.1.2. Medium Access Control

In a wireless communications system, it is through the medium that information is
transmitted by waves that make up its electromagnetic spectrum. Therefore, the
performance of a wireless Ad Hoc network and its medium access control, or
Medium Access Control (MAC), are inseparable in the design of an Ad Hoc network.
Therefore, the importance of MAC protocols (chapter 2.1.2.2.) is essential. Namely,
in the creation of the network structure, giving the capacity for self-organization.
Also, in reliable sharing (reduction of collisions and interference), fair and efficient

14
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[9], [11]. Due to this nature of diffusion, wireless communications face many
challenges, which need to be overcome to achieve successful network operation.

2.1.2.1. Medium Access Control Challenges

Fading

Within the context of wireless communications, fading corresponds to the variation
of signal energy with time, distance, frequency, among other variables. The lower the
energy, the more difficult it is to distinguish between signals and noise [12], [13]. The
intensity of this energy is called Received Signal Strength Indicator (RSSI) and the
ratio of signal intensity over noise is called signal-to-noise ratio (SNR). There are
several types of fading: Distance from the transmitter; Attenuation and obstruction
of wave propagation by obstacles (Shadow Fading); Relative movement from
transmitter to receiver during transmission (Doppler Fading); Wave frequency and,;
Natural phenomena [12]. Therefore, a wireless channel is considered time-varying
and error-prone. Due to this instability, there is a possibility that a receiver will not

be able to capture any information if the received signal power fades below a certain
level [14].

Interference

The overlapping of waves is the cause of signals becoming corrupted, making them
impossible to read. This phenomenon is called interference. Very common is
interference from objects that emit waves, such as an industrial installation, or objects
that are a source of wave reflection, dispersion and refraction mechanisms [12]. In
the latter case, the medium is susceptible to errors due to the result of propagation
in multiple paths. A good parameter for perceiving this type of phenomena is the
SNR. A particular case of interference, which occurs when several elements of a
network transmit simultaneously, are collisions [12]—[14].

Shadow Zones

In a wireless network, it is very common for there to be areas within the range of the
transmitter with packet losses [15]. That is, there is a probability that a receiver
located within these areas will not receive data messages. According to [15]., the
origins of shadow zones are the main factor in signal attenuation, even if there are
no obstacles or propagation in multiple paths. The presence of obstacles makes the
gray area larger. In these shadow areas the SNR value drops abruptly, which causes
a drop in the percentage of messages received, even if the RSSI value is above the
sensitivity value.

Hidden and Exposed Nodes

In wireless Ad Hoc networks that use multi-hop communication structures, in which
the sender device uses relay nodes to send messages to the recipient [16], a few
challenges may be identified, namely when designing medium access control
mechanism.
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e Hidden nodes

In Figure 2.4 it is possible to portray the problem of the hidden node. This situation
occurs when, for example, two nodes (stations A and C), which are not within range
of each other, are within range of another receiver (station B). And when these two
network elements transmit simultaneously, they cause a collision. This fact impacts
receiver B reception ability, thus preventing data reception. This hidden terminal
problem may impact the operation of multi-hop networks.

Station B
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'\_’, g Wi g
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Figure 2.4 — Hidden terminal problem [16].

e Exposed nodes

Generally, medium access protocols use algorithms to reduce collisions between
signals. This objective results in contention of network elements, which leads to
postponed or cancelled transmissions. These mechanisms may lead to the occurrence
of the exposed node situation. Figure 2.5 illustrates this problem. When node B is
transmitting to A, the transmission is heard by C. Thus, C will unnecessarily delay
sending the message to D to avoid interference/collisions with the transmission
made by B. However, node C is beyond the range of A. Therefore, the transmission
attempt by node C would not affect the reception of the message to device A.

Station B,/ Station C

Station A | ‘ Station D

Figure 2.5 — Exposed terminal problem [106].
Network Congestion

Increased message traffic increases the likelihood of network congestion. As a result,
messages may be lost, an increased latency should be expected and the appearance
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of the exposed node problem may be detected, thus impairing communications.
Within this context, excessive retransmissions and exchange of messages between
nodes are the main causes of network congestion.

2.1.2.2. MAC protocols

MAC protocols have two approaches. One is based on contention, where the nodes
that need to use the medium compete and the winner can access and transmit
information. The other approach is based on time slotting reservation, where time
interval that allows nodes to access and transmit information whenever their turn
comes, are pre attributed to a node.

e Reserve-based protocols

This type of protocol is the most complex, as a priori knowledge of the network
organization and temporal synchronization between network elements is required.
One of the main protocols of this approach is Time Division Multiple Access
(TDMA) [17], [18]. In this scheme, the frequency channel used is divided into several
time intervals (slots), which is the only time at which the node can access the medium.
[18]. Figure 2.6 illustrates this division into slots for each frame. This procedure will
lead to a reduction in collisions, since the various nodes in the network will never
transmit information over the air at the same time, ensuring the fairness of the
network. Even so, due to temporal slotting, the throughput cannot be increased
beyond the use of these time slots.

o« Frame 1 Frame 2-

Y
F 3
Y

Slot 1 Slot 2 Slot ... Slotn Slot 1 Slot 2 Slot ... Slotn

Figure 2.6 — Basic operation of the TDMA MAC protocol.
e Containment Based Protocols

There are two main protocols for this approach: Advocates of Linux Open-source
Hawaii Association (ALOHA) and Carrier Sense Multiple Access (CSMA). ALOHA
is the pioneering medium access protocol mechanism. The nodes access the network
when they have a message ready to transmit and waited for an acknowledgment
signal (ACK) from the receiver [13], [16]. But, in this type of mechanism, the
probability of collisions between transmitting nodes is high. To reduce the
occurrence of collisions, ALOHA was combined with the TDMA protocol known
as Slotted-ALOHA [19]. Thus, a node must wait for its predefined time interval to
start transmission. Slotted-ALOHA increased robustness and efficiency compared
to the original ALOHA, however, it introduced the need for synchronization [16],
[17]. In this way, the Slotted-ALOHA MAC protocol classification framework can
be considered a hybrid by combining the two approaches.

In the CSMA [16] mechanism, before each transmission, the node “feels” the
medium to avoid collisions. If there is a transmission in progress, the transmitter
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waits a random period before trying again. If the medium is free, the node sends the
data packet [19]. This strategy only avoids collisions, not addressing the exposed and
hidden node problems. To address the first, there is a CSMA/CA variant [13], [20],
where a virtual detection of the environment is carried out, through two control
frames. That is, the transmitter sends a Request-to-Send (RTS) frame to the receiver,
which responds with a Clear-to-Send (CTS). If the sender receives the CTS, it
transmits the message again after a random period. Any node other than the intended
recipient receiving an RTS or CTS delays its transmissions, thus mitigating the hidden
node problem. However, virtual sensing amplifies the problem of exposed nodes
since all nodes that receive a CTS unnecessarily refrain from transmitting [14].

There are a variety of containment approach protocols that go beyond ALOHA and
CSMA/CA. Namely, protocols that derive from these two initial mechanisms, as is
the case with CSMA/CA. For example, the Multiple Access with Collision
Avoidance (MACA) protocol [21], which reduces the exposed node problem. The
Broadcast Medium Window (BMW) [22], which solves the hidden node problem in

Broadcast-style communications.

2.1.3. Routing

In Ad Hoc networks, it is very common for communication between the sender and
the receiver to pass through intermediate terminals, which function as data packet
switches [23]. This sequence of interconnected nodes is called a route. The process
of discovering it is called routing [23].

According to the approach in [24] to represent routing design concepts in wireless
Ad Hoc networks, several central and auxiliary components are presented. Within
these components, the neighbout’s discovery element stands out, which plays an
essential role in calculating routes, providing each node with information about
connections with the remaining nodes. This information includes characteristics such
as location, direction, identification, among others. It is important to highlight the
direction property, as it can be bidirectional, given the ability of a node to receive
and send messages to other devices [14]. Generally, there are several routes available
between the sender and the recipient. Moreover, routing solutions strive to discover
the best routes to use, applying metrics to different routes [14]. These metrics refer
to the parameters used by routing algorithms, such as connection quality, the number
of “hops”, that is, the number of retransmissions between the sender and receiver,
channel noise or latency. Furthermore, the route quality parameter can be added,
which includes parameters such as processing and memory power, security, energy
consumption, among others [24]. Again, highlight that the metrics are also
directional, that is, they can present different values in each direction, with the
possibility of dissymmetry in sending messages in each direction [14]. To choose the
best path, it is also important to consider the route representation component. This
explains how route information is stored during route discovery and selection [24].
Typically, this information is encoded in a structure called a routing table [14].
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The need for relay nodes and the various components to build routing structures
implies many challenges [14]. Namely, scalability [25], where the system must remain
efficient in terms of network growth and guarantees in the event of transmission
tailures. Furthermore, there is the challenge of mitigating route changes, which
happen in a short space of time, as is the case with the solution proposed in [26].

2.2.LORA TECHNOLOGY

LoRa is a physical layer wireless communication technology (Figure 2.7) for LPWAN
that allows long-range transmissions with low power consumption. In the LoRa
context, two distinct layers can be referred to: the physical layer, which uses a
modulation technique developed by Semtech; and a MAC layer protocol called
LoRaWAN;, under development by the LoRa Alliance.

2.2.1. Physical Layer - LoRa

LoRa [27]-[30] is a physical layer and modulation technique developed by Semtech.
LoRa enables long-range, low-power, low-throughput communications. Depending
on the region in which is implemented, it operates in the ISM bands of 433, 868 or
915 MHz, (433 MHz in Asia, 433 MHz and 863 to 870 MHz in Europe, 902 to 928
MHz in the US) [31].

LoRaWAN
Class A ‘ Class B ‘ Class C

LoRaWAN MAC

LoRa Modulation LoRa PHY

EUS68.433 | Asiad33 |

Figure 2.7 — LoRa/LoraWAN protocol architecture [31].

LoRa technology uses the Chirp Spread Spectrum (CSS) “frequency spread”
modulation technique, where symbols are encoded in ascending (Figure 2.8a) or
descending (Figure 2.8b) radio frequency signals. The use of CSS ensures a better
power balance in communication, as well as better immunity to interference in the
network. Therefore, the use of this modulation offers high performance in terms of
range, increasing signal robustness and receiver sensitivity, while maintaining low
power consumption. [31].
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Figure 2.8 — Examples of chirps: a) ascending chirp; b) descending chirp [31].

2.2.1.1. LoRa Parameters and Transmission Options

The LoRa radio has five possible configuration parameters: Transmission Power,
Carrier Frequency (CF), Bandwidth (BW), Spreading Factor (SF), and Coding Rate
(CR). These parameters can be configured in 6720 different combinations [32], which
determine power consumption, noise resilience and transmission range.

e Transmission Power

The transmit power of a LoRa radio can be adjusted from -4 dBm to 20 dBm, on a
1dBm scale. By default, the transmit power of a device is typically 14 dBm [31]. The
selection of this parameter influences the communication range, signal sensitivity,
immunity to external interference and energy consumption, which increases with
transmission power.

e C(arrier Frequency

The CF represents the central transmission frequency used in a band. This can be
programmed between 137 MHz to 1020 MHz, in 61 Hz steps. Depending on the
LoRa chip, this range can be limited to 860 MHz to 1020 MHz [32].

e Bandwidth

BW is the range of frequencies available for transmission. A higher BW allows
transmission to occur at a higher data rate (DR), leading to a shorter Time on Air
(ToA) and lower sensitivity (due to the integration of additional noise). In contrast,
a lower BW allows for higher sensitivity but at a lower DR. Most LoRa radios have
three adjustable bandwidth values: 500 kHz, 250 kHz and 125 kHz.

e Spreading Factor

The SF defines the number of bits encoded in each symbol, determining the duration
of a Ty, symbol as shown in the following formula:
2SF 2.1
Tom = Bw
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Each LoRa chirp (a Tsy,, symbol) consists of a linear frequency “sweep” (frequency
variation lineatly over time) [33] and can encode 25Fpossible values. For example,
with SF = 7, there are 25F = 128 possible values per symbol. SF can vary in a range
of 6 to 12, where SF6 is a particular case and requires special operations [28]. The
duration of the “sweep” is called symbol duration, and depends on the SF as well as
the bandwidth, as illustrated in Figure 2.8. SF has an influence on transmission
duration, energy consumption, robustness, and communication range. The lower the
SF, the higher the data rate, but the lower the immunity to interference, therefore,
the shorter the range. On the other hand, a large SF increases the signal-to-noise
ratio (SNR) and, therefore, the receiver sensitivity and signal range. However, it
reduces the transmission rate and thus increases transmission duration and energy
consumption [31].

o Coding Rate

CR determines the rate of the Forward Error Correction (FEC) technique code, [34]
according to the following expression:

(2.2)

CR = withn € [1; 4]

4
4+n’
The CR offers better protection against interference and therefore higher CR offers
more robust transmission but increases ToA [35].

2.2.1.2.LoRa Physical Layer Frame

A LoRa frame starts with a preamble, which is used to keep the receiver synchronized
with the transmitter. The preamble begins with a programmable sequence of
ascending chirp symbols (n,,eampie)- Then, there are a final 4.25 LoRa symbols,
where of these symbols, two encode a synchronization word and the rest indicate the
end of the preamble, as illustrated in Figure 2.9. This synchronization word depends
on the LoRa parameters being used by the device transmitting the packet.

Variable Length 2 Symbols 2.25 Symbols

N
0
X
>
7

Preamble Upchirps Network Downchirps
Identifiers

Figure 2.9 — LoRa preamble structure [30].

After the preamble, there is an optional header at a CR code rate of 4/8. This field
includes a cyclic redundancy check (CRC) of the header to allow the receiver to
discard packets with invalid headers. Furthermore, the header contains information
about the length of the next field, the payload. This segment is limited to 255 bytes
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of data. At the end of the LoRa packet there is an optional 16-bit CRC payload [31].
Both the payload field and its optional CRC are encoded according to equation (2.2)
(2.2). Figure 2.10 represents the LoRa packet structure.

Preamble
Nepreamble 4.25 symbols PHY Header (optional) PHY Payload Paylnald CRC
symbols + Header CRC (up 1o 255 bytes) (optional)

CR=4/8 CR =4/ (4+n)
Figure 2.10 — LoRa plot structure [31].

According with [31], for a given BW, SF and CR, the time required to transmit a
LoRa frame from an end device to the GW is the sum of the preamble transmission

time Tpreamble with the payload Tpayload:

Tframe = Ipreamble + Tpayload (2-3)

The Tpreambpie 1s dependent on Ty, and of the number of symbols in the preamble

Npreamble:

Tpreamble = (npreamble + 4-25) * Tsym (2‘4)

Also, the Tpay10q4 depends on Ty, and the number of symbols in the payload:

Tpayload = npayload * Tsym (2-5)
where
Npayloaa = Max(S(CR +4),0) +8 (2.6)
and
_ [8PL —4SF 4+ 28+ 16 — 20H (2.7)
B 4(SF — 2DE)

where PL represents the payload size in bytes; H = 0 if the header is present, and 1
if it is not; DE = 1 if low data rate optimization [30], [37] is enabled, or 0 otherwise.

2.2.2. MAC Layer - LoRaWAN Protocol

LoRaWAN |[5] is a MAC protocol based on LLoRa technology and developed by the
LoRa Alliance. It is a network that allows communication between end devices and
a network server through a GW. While LLoRa is a proprietary modulation from
Semtech, LoRaWAN is open source. In addition to the LoRa physical layer features,
LoRaWAN also optionally supports Frequency Shift Keying (FSK) modulation [31].
The LoRaWAN network operator has the autonomy to assign network channels to
the various terminals. In the European context, there are three predefined channels
as shown in Table 2.1. The network's GWs must always be listening to at least these
three channels. According to LoRaWAN specifications, the above-mentioned three
channels can be used for both UL transmissions and DL transmissions [31].
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Table 2.1 — LoRaWAN standard channels U863-870 [5].

Modulation Bandwidth  Frequency LoRa DR Number of Duty
[kHZz] Channel [MHZz] channels cycle
LoRa 125 868.10 DROto 3 <1%
868.30 DR5
868.50

2.2.2.1.LoRaWAN architecture

The LoRaWAN network organization is the star-of-stars. According to the
specification [5], the network is essentially composed of end devices, GW and a
network server, as shown in Figure 2.11.

| | |
< &3 <«
End device End %rice End device
/
7/
/
LoRa gateway LoRa gateway

-

LoRa Network server

Figure 2.11 — LoRaWAN network architecture [38].

IP connection

== == = | o0Ra connection

e End Devices

End devices are nothing more than sensors or actuators that can send or receive data
from the network server through GW.

e [.oRa Gateways

GW are access points to network nodes. All data transmitted by a node is sent to the
GW visible to that network element. Each GW that receives the signal transmits it
to a cloud-based netwotrk server via cellular, Ethernet, satellite, or Wi-Fi links.

e The network server

This is the LoRaWAN core element. As shown in Figure 2.11, it manages the GW
through Internet Protocol communication. Of many features, the LoRaWAN
network server provides mechanisms for end device authentication and
authorization [5], [39], encryption [40], [41], data transmission, data rate adaptation
(ADR), deletion of duplicate packages, and interface with applications.
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Recently, the LoRa Alliance released a new specification [42], which adds a new node
to the network with relay functionality, evolving the network beyond a star
architecture. Its implementation will allow greater and robust coverage of the
LoRaWAN network to all network nodes, at a minimum cost [43]

2.2.2.2.Duty Cycle

The European Telecommunications Standards Institute (ETSI) presents regulations
that restrict, namely, the maximum transmission power and the duty cycle, which
vary depending on the region/country.

According to the specifications [5], [37], the LoRaWAN network uses a duty cycle-
based transmission type, which limits the rate at which the end device can transmit
messages. This is because the duty cycle is the maximum percentage of time that a
node can occupy a channel. For example, if a device transmits on a channel with a
duty cycle of 1%, it can make 10 transmissions of 3.6 seconds within one hour. If it
exceeds this minimum waiting time between transmissions, the node can switch
transmission to another band. If the remaining channels are unavailable, the device
must wait before any further transmission [31]. Table 2.2 shows the default
LoRaWAN channels with their regulatory restrictions in the European framework.

Table 2.2 — Duty cycle and maximum transmission power restrictions on LoRaWAN channels in

Europe [5].
Frequency Direction Duty cycle Maximum transmission power
[MHz] (dBm)
868.1 DL, UL 1% 14
868.3 DL, UL 1% 14
868.5 DL, UL 1% 14
869.525 DL 10% 27

2.2.2.3.LoRaWAN communications

Adaptive Data Rate

The ADR allows the network server to adapt the data transmission rate of a node,
changing the SF and transmission power, to find the best compromise between
energy efficiency and connection robustness. Therefore, it is possible to say that
ADR strengthens the network capacity. The possibility of optimizing bandwidth,
connection ToA and energy consumption allows for greater network performance

and scalability.

In practical terms, it follows that network elements located close to the GW must
typically use higher DR, that is, use a lower SF, and end devices further away must
use a high SF. This entire algorithm is based on the SNR of the connection, the
number of GW that receive the signal, the DR and the Received signal strength
indication (RSSI) [44].

24



Ad Hoc Wireless Network for Long Range Applications

Device Classes

End devices in LoRaWAN can be configured into three different classes, which
determine how downlink traffic is received. Each class constitutes a compromise
between battery life and downlink communications latency. The LoRaWAN network
therefore allows three operating classes for end devices: class A, B and C as shown
in Figure 2.12.

Class A: Receiver Initiated Transmission strategy (RIT)

END Device

Gateway

Class B: Coordinated Sampled Listening (CSL)

END Device
RX [ R i RX [ RX | !E!r
Beacml 128 seconds Beacon

Gateway

Battery Lifetime

Class C: Continuous Listening unless Transmitting
Transmiting RX

END Device

Figure 2.12 — LoRaWAN class mechanisms for end devices [45].
e C(lass A

In energy terms, class A is the most efficient, since end devices are “sleeping” most
of the time. This class follows the ALOHA communication method, that is,
whenever the end devices have data packets available, they send them. However,
reception of DL data is only possible after UL communication, where only two
windows (RX1 and RX2) are opened to receive data with a latency of 1 second (by
default) for each of them. If there is a need to send more DL data, the node must
wait for the next UL transmission. The device does not open the second reception
window if the data packet was successfully received at RX1.

o (lass B

In this Class B, nodes open extra reception windows (ping slots) at scheduled times,
receiving a synchronized alert (beacon) from the network server through the GW.
This allows the network server to know when the end device is listening. Any of
these ping slots can be used by the network to initiate downlink communication.

e (lass C

In this last class, the end devices are always “listening”, as the reception windows are
almost always continuous, closing when they transmit. This aspect of continuity leads
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to latency-free communication but causes an increase in energy consumption
compared to the other two classes.

Network joining

Joining a LoRaWAN network requires a device to undergo an activation process in
two ways: Over-The-Air Activation (OTAA) and Activation By Personalization
(ABP). Network joining requires:

e Device Address (DevAddr)

It consists of a 32-bit identifier that is unique within the network. Seven bits are used
as the network identifier, and 25 bits are used as the device's network address.

e Network Session Key (NwkSKey)

It consists of a 128-bit Advanced Encryption Standard (AES) encryption key that is
unique across different network servers. This key, which is shared between an end
node and the network server, is used to calculate, and verify the message integrity
code, protecting your data [5].

e Application Session Key (AppSKey)

Like the previous key, it consists of 128-bit AES encryption. It is used by both the
application server (server responsible for the LoRaWAN application layer) and the
device to encrypt and decrypt the payload field of application-specific data messages.
Application payloads are end-to-end encrypted between the network node and the
application server but are not integrity protected. That is, a network server may be
able to change the content of data messages in transit [5].

e Application identifier (AppEUI):
It is a unique 64-bit identifier, which meets the IEEE EUI64 standard [46]. It is used

to identify the Join Server (server that helps connect devices to the LoRaWAN
network) during activation.

As previously mentioned, joining the network respects both methods. It should be
noted that regardless of the type of activation, the various elements of the network
must be assigned an address that uniquely identifies them. The address is designated
as DevEUI which respects the same IEEE EUI64 standard. Below is a description
of the joining methods:

e OTAA

In this procedure, the end device exchanges join request and join acceptance
messages. During this membership period, the network node is dynamically assigned
the DevAddr address, and security keys are negotiated between the network server
and the node. This procedure is repeated each time the device turns off [5] and is
disconnected from the network.

e ABP
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This type of activation requires that the DevAddr identifier and the two session keys,
NwkSKey and AppSKey, are directly stored on the network node. When the device
1s turned on for the first time, communication may start immediately, without
needing to exchange opt-in messages. This activation method is the least secure, as
it keeps the session credentials throughout its lifetime. Furthermore, it has the
disadvantage that nodes cannot change network operators without manually
changing the key on the device [5].

2.2.2.4.Collisions

LoRaWAN specifications provide nodes transmission freedom in terms of time,
channel choice and DR, if they respect the region's duty cycle. However, the final
node cannot fully evaluate and predict the possibility of collisions. And therefore,
when two LoRa transmissions overlap upon arrival at the receiver, there are several
conditions that determine whether it can decode ecither or both transmissions
(frames), or neither. These conditions depend on power, time, CF, and SF.

e Time

In a temporal frame, two frames overlap when their reception time intervals coincide.
That is, two frames x and y do not overlap according to the following conditions:

by <a, A ay = b, (2-8)

where the transmission starts in moment @ and ends at moment b.

e Carrier Frequency

When two transmissions occur simultaneously in time but do not share the same CF,
the two signals do not interfere with each other and can be successfully decoded
(assuming a receiver can receive on both frequencies). The CF overlap is defined as
the absolute difference between these frequencies, also considering an allowable
frequency deviation, which is related to the bandwidth used. Therefore, from a
frequency point of view, the following condition can be defined for the occurrence
of collisions:

|fx - fy| > fThreshold (2-9)

where f, and f,, are the x and y central transmission frequencies, and frpesnoia 15 the

minimum frequency offset that allows signal decoding. For example, in the case of
the Semtech SX1272 module [47], the minimum offset is 60 kHz for a 125 kHz
bandwidth, 120 kHz for a 250 kHz BW, and 240 kHz for a 500 kHz BW.

e Spreading Factor

The near orthogonality of the SF [48] allows the reception of several signals in parallel
on the same channel, if they use different SF. Therefore, transmissions that overlap
in time and frequency can be successfully decoded, if their received powers satisty
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the capture effect condition (which will be discussed below). In this way, a collision
is defined with the following equality:

SF, = SE, (2.10)

where SF, and SF, are the value for the SF of both x and y transmitions.

e Power.

Since LoRa technology is a form of frequency modulation, there is the possibility of
a stronger signal overpowering a weaker signal at the time of reception. This
phenomenon is called the capture effect. However, the strengths of the received
signals can be relatively close. When the difference is too small, the receiver continues
to switch between the two signals, effectively not being able to decode either
transmission. Therefore, packet x collides with packet y under the following
conditions:

o (2.11)
{ Collision, |Px - Py| > PThreshold

No collision, |P. — Pyl < Prareshold

where P, is the strength of the signal received from transmission x and P, is the
strength of the signal received from transmission Y and Prpresnoiq 15 the threshold
power that determines whether or not the signals overlap.

2.3. RELATED WORK

The purpose of this subchapter is to review some existing relevant works, providing
a summary of some concepts and conclusions that were crucial for the development
of this project. Chapter 2.3.1 presents empirical studies that evaluated the LoRa
technology and its LoRaWAN MAC protocol. Chapter 2.3.2 shows the operation
and results of MAC protocols integrated with the LoRaWAN network, with the aim
of improving its performance. Finally, Chapter 2.3.3 shows the development of
multi-hop networks to overcome the limitations of the LLoRa technology.

2.3.1. Performance of LoRa Technology

LoRa technology is relatively recent, which has motivated the conduct of empirical
studies to evaluate its performance. These studies aim to understand how the
variation of LoRa parameters affects the behaviour of a LoRa cell or network,
especially in terms of coverage, capacity, and resilience to interference. In addition,
it is sought to understand how the terrain relief and urban environments influence
LoRa signals. Within the MAC layer, it is intended to understand the performance
and operation capability of the LoRaWAN network, including the effect of ALOHA-

based medium access mechanisms, DL traffic, and duty cycle.

2.3.1.1. LoRa Physical Layer
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To assess the coverage around a LoRa GW, the study of [49] conducted in a coastal
city of Oulu, Finland, proceeded to mount a final device on the roof of a car and on
the mast of a boat. The GW was located 24 m above sea level. The node was
configured with a SF of 12 and a transmission power of 14 dBm. On land, more than
80% of the packets were successfully delivered for distances less than 5 km.
However, for distances greater than 10 km, the success rate in transmission dropped
to about 20%. On water, the success rate was relatively higher, reaching
approximately 70% for distances between 5 and 15 km. The authors of the study
concluded that, to date, this technology met the requirements of applications in smart
cities and that the topography had a significant impact on reception rates.

In a study like the previous one, but conducted in an urban environment with more
interference, the authors [38] evaluated the coverage of the LoRa network in Paris,
France. Variations were made in the final device settings, including different SFs of
7,9 and 12, all with the same transmission power of 14 dBm. The tests demonstrated
that LoRa can provide satisfactory network coverage within a radius of up to 3 km
in a suburban area with residential density. Changing the SF showed to have a
significant impact on coverage. The closest test point (650 m) achieved a 100%
success rate in receiving packets with a SF of 12, but this rate decreased to 84% when
a SF of 7 was used. It is worth noting that at the farthest test point (3400 m), the
message delivery rate was 38%, and sending packets with SF of 7 and 9 was
unsuccessful.

Providing a perspective on LoRa coverage in the city of Coimbra, the authors [50]
presented a set of results with different sending characteristics (SF and BW). The
tests resulted in high reception rates within a radius of 2000 m. However, the city of
Coimbra has an irregular relief, composed of hills. This characterization was the main
factor for a test point to present the worst packet reception rate (62%). These studies
have shown that a channel with favourable conditions increases the possibility of
assigning smaller SFs, making the network with greater capacity.

When it comes to the UL data transfer rate that a LLoRa device can achieve, a study
conducted by the authors [51] revealed that a final node located in the vicinity of a
LoRa GW reaches a rate of 2 kbit/s. For nodes further away, the UL transmission
rate is limited to 100 bits/s. These same authors also examined the scalability of LoRa
networks and observed that the network elements that need to send longer payloads
should be close to the GW. In addition, the results indicated that a .oRa network
can accommodate multiple devices, if all nodes send small amounts of data daily.
Another factor that the authors [52] point to as limiting the scalability of the LoRa
network is the distribution of the nodes, that is, the increase in the number of end
devices can impact the coverage range of the network.

One of the factors that impairs the performance of the LoRa network is interference.
The use of the CSS technique by LoRa, according to the simulations performed in
[48], showed that it is an essential feature to combat them. However, they found that
the symbols in CSS are not perfectly orthogonal. Taking this fact into account, the
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authors [53], [54] recorded the interference that LoRa signals are susceptible to. They
investigated the behaviour when two signals coincide in time and use different
and/or equal SF (with the same BW and CR). The results showed that coincident
signals with different SF are lost if the difference between the power of the sent
signal and the "interfering" signal is less than 16 dB. Thus, this type of interference
could be combated by adjusting the transmission power levels of the nodes.
However, the authors stated that this hypothesis is counterproductive, as
environmental conditions, the appearance of obstacles, and the mobility of the nodes
are not predictable. These findings led to the conclusion that the implementation of
LoRa cells cannot be considered independent of the others, since the different SF
transmissions are far from being perfectly orthogonal.

In order to combat the aforementioned interferences, the authors [55] used two
methods: directional antennas and the use of multiple GWs. Based on the results of
simulations, they found that both solutions increased the packet reception rate.
However, the implementation of multiple GWs is more efficient than the use of
directional antennas. In addition, from a practical point of view, the use of multiple
GWs is more advantageous when equipping the devices with directional antennas.

To verify the phenomenon of the capture effect, which was found in Chapter 2.2.2.4,
the authors [50], [57] implemented a receiver and two transmitters that sent a 32-byte
data packet, with a power interval of 1dBm. Figure 2.13 shows the results of the
experiment for an SF12 and BW250.

PRR

PRA

PRR

Oifset (Symbol)

Figure 2.13 — Capture effect [56].

Based on the results of the previous figure, the authors concluded that the
transmission with the highest power is successfully received when the packet is sent
earlier up to a maximum of 3 symbols later than the transmitter with the lower power
(capture effect). However, with an offset of more than 3 symbols until the end of the
packet, no transmission is executed successfully. It is known that a receiver, from the
last 5 symbols of the preamble, ignores the remaining transmissions, to reach its
synchronization. The transmissions were sent with 8 symbols of the preamble.
Therefore, after 3 symbols, the receiver was only listening to the transmission with
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the lower power, but its signal was suppressed by the transmission with the higher
power, leaving the packet corrupted and both transmissions lost. Figure 2.14 shows
a temporal representation after the offset of more than 3 symbols of the transmission
with the highest power N2 in relation to the one with the lower power N1.

3 symbols )
. . receiver locked to weak frame

frame loss

Preamble + | Header + PHY Payload|
N1 Syne Word CRC Yixagisad CRC

Preamble 4 | Header + IPHY Payload
N2 Sync Word | - CRC | EYPayload 70 3050

»

time

Figure 2.14 — Example of the loss of two LoRa communications through capture effect [57].

Based on the results obtained above and from Figure 2.13, it is concluded that the
packets are lost if they are not protected by at least about 5 preamble symbols (in the
case of a weak packet). Therefore, the following temporal window can be defined in
the representation of both transmissions being corrupted:

[ax + Tsym X (Npp - 5), bx] (2.12)

Where N, is the programmable number of the preamble length.

Finally, the authors [58] conducted an evaluation of packet losses in point-to-point
links, also known as point-to-point (P2P), between low-altitude LoRa SX1276 [37]
terminals. They conducted experiments in various environments, including urban,
coastal, and forest. In all scenarios, they were able to achieve coverage ranging from
several tens of meters (~100 m) to kilometres. According to the authors, these results
confirmed that the LoRa technology is an interesting choice for establishing Ad Hoc
wireless networks in various IoT applications.

2.3.1.2.LoRaWAN Architecture

The absence of clear channel assessment mechanisms and unregulated access to the
medium (based on ALOHA) is one of the critical factors limiting the performance
of the network. According to the authors [38], based on the simulation results, they
analysed that the LoRaWAN network is like the ALOHA protocol, where its
performance degrades according to the channel usage. Like the previous work, the
work [59] showed that as the number of nodes and transmission rates increase, the
percentage of messages received drops rapidly due to the higher number of collisions.
It is worth noting that at a certain point, the percentage drop slowed down, due to
the LoRaWAN duty cycle restriction. Thus, in a LoRaWAN network with a small
number of terminals, the duty cycle is a limiting factor of the number of messages
received, on the other hand, in a larger scale network, the reason that impairs its
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performance is collisions between packets. When it comes to mitigating this type of
problem, all authors agree that the implementation of a larger number of GWs is a
good solution. In addition, the implementation of UL and DL message scheduling
strategies are quite viable hypotheses.

Another factor that limits the performance of the LoRaWAN network is the high
traffic of DL messages. The authors [60] showed that the percentage of packets
received decreased significantly if DL traffic is present, in contrast to the case of only
UL messages without the need for confirmation. This problem was more evident
when the number of terminals increased. According to [61], this limitation is
associated with the duty cycle for DL transmissions. And, about UL under
confirmation, as the network evolves, GWs begin to have difficulty sending ACKs,
along with the data from the remaining DL links. Therefore, it is essential to consider
the number of retransmissions in the case of UL with the need for ACK. The results
obtained found that, for networks with many nodes, a high set of attempts is
required. However, for networks that are not very "saturated", the authors reached
values above 95% of successful ACKs, with only two retransmissions. It is worth
mentioning that, with the high number of retransmissions, the results showed that
the energy consumption increased significantly. In the worst case, it increased to
500%. Therefore, it is of the utmost importance to decide alternative strategies
instead of LoORaWAN retransmissions.

2.3.2. LoRa MAC protocols

The implementation of MAC protocols is essential to avoid packet collisions or to
improve the performance of a network. Solutions will be presented with a focus on
improving the performance of the LoRaWAN network, according to the two
approaches of MAC protocols: Reservation-based, where the authors implemented
or simulated methods that require end devices to transmit information in a given
time interval; contention-based, where the studies aimed to combat medium access
through listen-before-talk protocols. It is worth noting that some of the authors
listed took advantage of the existence of the Channel Activity Detection (CAD)
mechanism of LoRa modems. This particularity of LoRa transmitters was designed
to detect preambles transmitted through the same channel and SF.

2.3.2.1. Reservation-based protocols

It is known that the LoRaWAN network uses a medium access control protocol
based on ALOHA, which has limited performance due to the high probability of
collisions. To address these limitations, the authors [62] explored the Slotted-
ALOHA method as a replacement for the pure ALOHA used in the LoRaWAN
network. In this protocol, the channel is divided into time intervals (slots), and each
end device must transmit a message only at the beginning of a slot. Synchronization
of the nodes in the network is essential, and this process is facilitated by the
LoRaWAN stack. The duration of the slots is determined based on the ToA of the
data packets, the temporal overhead of the LoRaWAN protocol, and the need to
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compensate for clock offsets. The results indicated that this method had a significant
impact on reducing energy consumption, doubling the network performance, and
reducing message collisions by a third.

An approach adopted by many research studies has been the TDMA method, which
takes advantage of its ability to reduce collisions, reliability, performance, and energy
efficiency. For example, the work [63] introduced a protocol called Class S
("Slotted"), like S-ALOHA for UL transmissions, but incorporating the Class B
synchronization functionality. This protocol divides time into slots large enough to
accommodate the ToA associated with the largest SF used by any node. This allows
allocating DL and UL messages in slots between each beacon sent by the network.
Simulations showed that as the number of end devices increases, the network
becomes more efficient and energy efficient compared to Class A solutions.
However, this performance requires end devices to ignore some beacons; otherwise,
the energy consumption would significantly exceed that of Class A devices.
Therefore, the authors emphasized the need to develop an intelligent switching
mechanism between the two classes to optimize the overall performance in all
dimensions of the network.

Other authors [64] presented a scheduling algorithm to improve the scalability of the
LoRaWAN network. In this protocol, a LoRaWAN network server schedules the SF
values, frequency channels, and slots for all connections in the network. This
algorithm is activated whenever the GW receives a scheduling request from a device
in the network. The algorithm assigns the device a SF value based on the received
signal power and then selects a channel and a time slot. These choices are made in a
way to allow multiple simultaneous UL connections with the same SF value.
Additionally, the authors developed a group acknowledgment (GACK) message of
UL messages sent in each period, thus protecting DL traffic and improving GW
capacity. All the synchronization required for the operation of this algorithm is
enabled by the Class B functionalities. Simulations of this algorithm revealed a 60%
increase in network capacity compared to the LoRaWAN standard (i.e., ALOHA).
Additionally, they achieved a 90% packet reception rate in a network with
approximately 8000 devices.

2.3.2.2.Contention-Based Protocols and CAD

The authors [65] presented a MAC protocol based on CSMA/CA, with the
RTS/CTS mechanism to control access to the medium. They assumed this type of
protocol, since the synchronized and scheduled approach would be difficult to
execute due to the possibility of long distances between the nodes. They added a wait
to send (WTS) packet to CSMA/CA, which is sent when a node receives an RTS
message while receiving data from another node. The decision was motivated by the
characteristics of LoRa, since higher intensity packets are not affected by interference
trom a lower power packet.
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The CAD mechanism of LoRa modems opened the door for the development of
contention-based protocols. In this sense, tests were carried out to verify the
reliability of CAD for this type of application. As is the case of the study [28], where
the authors demonstrated that CAD is intended only to detect the preamble in
transmissions using the same channel (BW/SF). The results showed that the
preamble of a transmission can be detected with a high probability (97%), while false
positives with a low probability (0.092%), if the data packets have the same SF and
BW parameters. Otherwise, the probability of false positives increases significantly.

The author [66] revealed a considerable probability that the CAD mechanism will
identify not only the preamble, but also the transmission itself. In addition, he
observed an increase in the number of false positives in CAD as the distance between
the transmitting nodes increases. Based on these observations, the author proposed
a LoRa protocol that adopts a modified CSMA method. In this protocol, when a
node wants to transmit data, it repeatedly checks if the channel is free, performing
consecutive CAD checks for a period equivalent to the maximum flight time
(maximum ToA) of a packet. If all CADs do not detect any transmission, the node
considers the channel free and proceeds with its transmission. However, if a CAD
identifies any transmission, the node delays the transmission for a waiting period
(maximum ToA) and, after that period, the process is repeated, until a maximum
number of attempts is reached. The implementation of this protocol proved to be a
more energy-efficient and more viable solution for LoRa networks compared to the
classic CSMA protocol (as defined in the IEEE 802.11 standard).

The authors [67] compared their work to the previous work [66] and presented three
improved CSMA mechanisms that take advantage of CAD. In their first approach
(LoRa-BED), a node that wants to send a message checks the channel's freedom. If
the channel is free, it transmits after a random time between the time interval of 0 to
maximum ToA. On the other hand, if the channel is busy, the node checks the
medium again after a certain delay. This time decreases gradually with each attempt
to check the channel until a minimum limit is reached. In the second approach
(LoRa-BEB), a node always transmits when it "feels" the channel free, that is, the
CAD does not detect any data packet. If the channel is busy, the node delays its
transmission after a random interval of time, where it increases with each attempt.
Finally, the LoRa-BEH method is presented, which is a combination of the two
previous techniques. Based on a simulation platform, the results showed better
performance in all cases compared to the [66] protocol. The LoRa-BEB method is
the solution with the lowest energy consumption and the lowest number of
collisions.

The authors [68] used a set of previous experiments, which demonstrated the ability
of CAD to also detect the payload, to propose some CSMA versions. These
approaches are different from previous studies, since in the protocols presented, the
node fixes itself to a random BW and SF until a message is transmitted. In contrast,
the versions developed by these authors, the node uses previous information to
dynamically select the best channel and SF. As is the case with the LMAC-2
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approach, where nodes can change channels, according to the previous records of
channel saturation (i.e., with the records of the number of collisions between LoRa
signals). Changing the channel can allow the network to perform better and, from
the node's perspective, the possibility that the average number of CAD per
transmission and the corresponding time/energy expenditure is lower, since
occupied channels are avoided. With the same purpose of equalizing the occupation
of LoRa channels, the authors presented a version, called LMAC-3. The difference
between LMAC-2 and LMAC-3 is that historical channel information is transmitted
by the GW beacons (Class B), since they contain the channel load information. The
authors demonstrated greater network reliability and lower energy consumption per
delivered packet, compared to the ALOHA protocol. However, no comparison was
made with existing LoRa CSMA approaches.

2.3.3. Multihop Protocols in LoRa

Ad hoc wireless networks based on LoRa can take advantage of multi-hop
mechanisms, which influence network performance in terms of throughput,
reliability, latency, energy consumption, and coverage. Some works propose
protocols that use relay nodes with the relay functionality, while others aim to
incorporate more complex routing protocols.

2.3.3.1.Routing Protocols

LoRaBlink [28] was one of the first Ad Hoc protocols with multi-hop forwarding,
which operates over the LoRa physical layer and works beyond the LoRaWAN 1.0
specification. It was designed in an IoT framework, where it offers low-latency,
reliable, and energy-efficient bidirectional communications. This protocol has two
phases. The first is the time synchronization between nodes to define medium access
through slots. During this process, the node stores the number of hops that were
necessary for the synchronization message to reach it. In this way, the number of
hops determines the maximum depth that the network can have. Finally, the
transmission of data from the nodes to the GW takes place. The transmission order
is according to the number of hops stored. Therefore, if a node has a lower hop
count compared to a network element with a higher number, the latter will transmit
the message in the next slot. It is worth mentioning the possibility of nodes
transmitting in the same slot with the result that at least one message is decoded by
a receiver with a lower number of hops. In a university context, the authors
implemented six nodes and a GW and showed that 80% of the packets were
delivered reliably.

The authors [6] presented a solution that combines the LoRa technology with the
multi-hop Concurrent Transmission (CT) protocol. This is a type of protocol that
revolutionized IEEE 802.15.4 networks and is based on a flooding forwarding. CT
allows multiple nodes to transmit the same or similar packets at the same time,
instead of trying to avoid collisions between packets. In the work done by the
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authors, they were able to first prove that the CT concept works well in the LoRa
context, given some robustness to collisions between LLoRa packets. However, they
found that the performance of CT increases by 10 to 35% if they add a restricted
random temporal delay. Finally, they tested in an indoor environment, the feasibility
of a LoRa multi-hop network based on CT with the implementation of the temporal
offset (delay). The results confirmed that the protocol increases the coverage of the
LoRa network and achieves a reliable packet delivery rate. However, this rate
decreases as the number of relays per group increases, which limits the scalability of
the network. The authors did not present the energy consumption record but
analysing the operation of the proposed proof of concept, it is a solution that requires
a certain amount of energy, which for WSN can have no practical effects.

In [69] there is a protocol called HBEE, which also takes advantage of the CT type
of communication. The authors used CT to perform a hierarchical and fast network
construction. In addition, they applied an implicit routing exploration (IRE)
mechanism to find the best path and developed a multi-channel and multi-path (static
and dynamic) forwarding for the UL of messages. The results obtained reached a
packet reception rate of 95.7% and 89.8% during the network formation phase and
the normal operation phase, respectively. In addition, they found that it is a protocol
with a positive energy consumption and an improvement in the scalability of the
network.

From the list of Ad Hoc multi-hop protocols over LoRa, there is a type of
communication called linear. It is used to extend the coverage of the LLoRa network
from sequential relay nodes. This linear design is used when the nodes are not
randomly distributed, and therefore it is an option in underground applications, such
as mines and galleries. The study [70] fits into this type of applications, where the
authors developed a simple routing protocol and a synchronization mechanism to
monitor the old underground water distribution systems in Siena, Italy. This protocol
uses a wake-up transmission scheme, i.e., a device receives a synchronization signal
from a neighbouring node so that in the following moments they can receive their
data and retransmit it to the next node in the network. This entire algorithm aims to
minimize energy consumption. The results showed that the proposed solution is
reliable and proved that the synchronization mechanism reduces energy
consumption.

In [71], the authors also considered a linear multi-hop LoRa network. Like the
previous study, they developed a simple routing protocol to increase the coverage of
the LoRa network and added a synchronization mechanism. In this protocol, the
authors added the ability to retransmit, if the neighbouring node does not receive the
sent packet. The study also showed to be an effective solution, where a success rate
above 90% was reached, and above 95% in activating the retransmission
functionality, but resulting in triple the latency.

The authors of [72] presented a cluster-based architecture based on SF to improve
the performance of LoRa Ad Hoc multi-hop networks. The proposed approach
focuses on the Tree-based SF Clustering Algorithm (TSCA), which assigns nodes to
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several subnetworks. The algorithm was designed to ensure the connectivity of each
subnetwork and to present a ToA balance between the subnetworks. This last aspect
is ensured by the Breadth-First Searching (BBFS) and Top-down Breadth First-
Search (TBFS) algorithms. Based on simulations, the authors confirmed a significant
performance improvement compared to SF assignment in a standard LoRaWAN
network (one hop). Finally, the authors implemented practical scenarios, where they
positively verified the feasibility of parallel multichannel communications.

The study [73] presents an adaptation of the Destination-Sequenced Distance Vector
(DSDV) routing protocol to work on LoRaWAN. The proposed solution classifies
nodes into two types: forwarding nodes, which contain routing tables and other
essential information to characterize the other type of node designated as Leaf Node.
According to the authors, DSDV was originally designed for mobile nodes. Thus,
there was a need to simplify the protocol, since the forwarding nodes are physically
static. In addition, it is a solution that requires synchronization mechanisms, which
is done from class B beacons. This solution has a particularity of Leaf Nodes building
a LoRaWAN packet that is attached to the multi-hop frame developed by the
authors. Thus, the packet will appear on the LoRaWAN network server as being sent
by the node that originated it (Leaf Node) and not from the forwarding devices. The
authors tested the solution in linear and bottleneck scenarios. They conclude that the
solution is feasible even for duty cycle limitations.

The authors [74] presented a LoRa-based routing protocol based on a child list,
which is incorporated in the GW, to create routes. In an initial phase, the child list is
empty and to fill it up, a pooling-based approach is used, where the devices listen to
the GW's requests. This step allows the GW to have full knowledge of the network
layout. Therefore, whenever a node asks the GW for the path to another node, the
GW will give it the best guess. The results showed the increase in the packet delivery
rate using the multi-hop approach, compared to the standard LoRaWAN
transmission.

2.3.3.2.Relay Protocols

In contrast to the previous proposals, protocols that implement relay nodes do not
require establishing routes, simply retransmitting received packets to the next
devices. This type of application can be more attractive due to the lower complexity
and memory requirements for devices.

The authors of [75] implemented a relay node to increase the coverage of the
LoRaWAN network, adding a second layer to the network. One of the main pillars
in the development of the relay node was transparency, so that the end devices do
not need to be aware of the existence of the relay node. The authors proposed a
simple message forwarding and an automatic and asymmetric synchronization
mechanism with the rest of the network, to increase the energy efficiency of the
system. The study showed that the addition of relay nodes makes energy
consumption decrease. In addition, they proved that the implementation of the two-
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layer network increases coverage and reliability compared to the standard LoRaWAN
protocol. It should be noted that the work developed fits into applications with low
DR and periodic UL.

Similar to the previous work, the study [76] presents a multi-hop technique with a
relay to increase network coverage and reliability without degrading its capacity. The
authors found that a relay tends to perform unnecessary packet forwarding that
degrades network capacity. Therefore, they developed a system in which the relay
node only transmits packets from the end devices that were not heard by the GW.
The simulation results showed a packet delivery rate of 92%, while a 1-layer
forwarding reached a ratio of 84%.

2.4.CHAPTER CONSIDERATIONS

The state-of-the-art review of this work provided a comprehensive overview of Ad
Hoc wireless networks, highlighting the distinctive aspects that characterize them. In
addition, the intrinsic link between Ad Hoc networks and the performance of
Medium Access Control was emphasized, addressing the challenges inherent in the
diffuse nature of wireless communications. In the second part of this chapter, the
main characteristics and operating modes of the LoRa technology were discussed,
both at the physical layer and the MAC layer. Finally, published articles related to
topics relevant to the development of this project were presented. Regarding the
performance of LoRa, special attention was paid to the communication range in
different environmental conditions and the scalability of LoRaWAN networks. The
remaining works explored multi-hop Ad Hoc protocols with similar characteristics
to the one developed in this study, which will be detailed in the next chapter, with
the aim of highlighting the potential of LoRa technology for Ad Hoc networks.

38



Ad Hoc Wireless Network for Long Range Applications

3. LORA AD HOC PROTOCOL

This chapter presents the purpose and design of the protocol that works integrated
with the LoRaWAN network, designated as Ad Hoc LoRa. Chapter 3.1 shows an
overview of the protocol, listing its network architecture to be applied and the main
reasons for its development. In chapter 3.2, the various mechanisms and strategies
used in the design of the protocol, which make it an Ad Hoc network, are explained.
Chapter 3.3 concludes the development of the Ad Hoc LoRa protocol.

3.1. OVERVIEW

3.1.1. Problem Identification

As highlighted in Chapter 2.2, LoRa technology is characterized by long-range
connections and a robust physical layer. Furthermore, it benefits from a
communication protocol that facilitates the design of data transmission and
reception, due to its star topology. In this architecture, GW collects data directly
from end nodes, even in situations of node mobility. However, the stability of the
LoRa connection may be compromised by any obstructions in the line of sight
between the device and the GW, such as buildings, dense vegetation or rough terrain,
or other types of electromagnetic interference. Furthermore, this type of network
model increases the probability of collisions between LoRa packets, since devices
with further locations from the GW and with unstable connections require the use
of a high SF, resulting in data frames with a long transmission.

Given the possibility of the existence of unstable areas within the range of a GW or
the inability to join the network, a viable solution could be the implementation of
relay nodes. These nodes would receive the data coming from the devices and
forward it to the GW. This would help ensure broader and more stable
communication coverage for LoRa devices.

3.1.2. Network Architecture

The proposed LLoRa network model requires, in a first phase, that all devices are
configured to operate exclusively with the LoRaWAN protocol. As noted in the
previous chapter, despite the significantly wide reach of this LLoRa technology, a
situation may arise where a node, located in an unstable connection area, may not be
able to establish a direct and firm connection with the GW. When this shadow area
is identified, the nodes adopt a two-hop tree topology, with the GW as the starting
point. This topology consists of individual trees, each of which is composed of a
one-hop node that can connect directly to the GW, in addition to a limited number
of two-hop nodes. These two-hop nodes, which previously had unstable or non-
existent connections in LoRaWAN, can establish connections with the GW through
a one-hop node or a relay node, as illustrated in Figure 3.1. In this context, the relay
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node plays a central role in the network architecture, being responsible for
coordinating and ensuring reliable and efficient communications in the two-hop tree
model.

O 777777777 LoRA link
O O 1 Gateway

: e . -
\ Q ‘ O Relay or Master
\ . - O node
‘ Pt - O Two-Hop
-~ O - or Slave node

Figure 3.1 — Proposed network architecture.

Figure 3.1 shows a typical network with several two-hop links. In this example, the
network consists of two GW and 12 end nodes. Seven of the twelve nodes are one-
hop nodes (represented by gray circles). These seven nodes perform have a stable
link to the GW using the LoRaWAN network protocol. On the other hand, the
remaining four nodes (represented by white circles) are in areas of unstable or non-
existent connection, and to establish communication with GW, they use the gray
nodes as intermediaries routing devices. A number of nodes with stable and reliable
LoRaWAN connection act as relays nodes for the nodes that have no connection.

Once the tree is formed, the proposed protocol works the same way for different
trees. It is important to note that another designation used to describe the connection
between the one-hop node and the two-hop node is Master and Slave, respectively.

3.2. PROTOCOL DESIGN

3.2.1. Protocol Structure

The structure of the protocol is composed of three distinct phases: a period of joining
the LoRaWAN network; the Data Operation Period (DOP) and the Network
Construction Period (NCP) (Figure 3.2). During the DOP phase, data from all
devices in the tree is cyclically aggregated, which is then transmitted in UL to a
LoRaWAN base station. In this phase, the transmission of data in DL to the devices
is also handled. In the NCP phase, the nodes form a two-hop network when they
are framed in a scenario that requires such a configuration.
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The time of execution of the NCP phase and the periodicity of the cycles throughout
the DOP is determined by the user. The moments of the NCP phase should be
defined considering the environmental variations in radio frequency interference
over time, in addition to considering energy considerations, since the NCP process
involves an increase in energy consumption. Regarding the frequency of cycles
during the DOP phase, a balance needs to be struck between energy consumption
and the availability of real-time data. Figure 3.2 shows the overall protocol operation
over time.

(O?JtTi?il) DOP NCP DOP NCP
-~ -~
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Y
Asynchronous
TDMA

Figure 3.2 — Ad Hoc Lora protocol structure.

This protocol is characterized by its integration with the LoRaWAN network. It’s
therefore essential to identify nodes that do not have the ability to join the
LoRaWAN network or that have a deficient operation with the GW. The moments
of joining the network and the DOP play the essential role in the pursuit and
achievement of these established objectives. Checking for a node's connection
instability to the LoRaWAN network results in different interpretations of the
structure presented in Figure 3.2. In situations where a device does not have the
ability to properly connect to the LoRaWAN network, it should switch to Slave
mode. In this mode, the DOP phase, which uses asynchronous TDMA, and NCP,
the device acts passively, waiting for instructions coming from a node that plays the
role of Master. This means that the slave is no longer involved in the active
communications of the LoRaWAN network and relies on the Master node to
coordinate its operations and receive the necessary instructions. The Master node, in
turn, is responsible for managing all these phases of the protocol, having all the
necessary conditions and resources to operate fully and efficiently in the LoRaWAN
network. All of this is possible by taking advantage of the ability of the LoRa
technology to switch from LoRaWAN mode to P2P mode, enabling the execution
of the various methods of the protocol. Thus, the Master node plays a central role in
the two-hop tree architecture illustrated in Figure 3.1, ensuring control and
coordination of the operation of the Ad Hoc LoRa protocol thus enabling the
complete integration of all nodes with the LoRaWAN network.
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3.2.2. Physical Layer and Frame Format

The LoRaWAN network and the Ad Hoc protocol use the same radio physical layer
technology, they present however, different transmission mechanisms, as described
in Table 3.1. In the Ad Hoc protocol, the LoRa device, operating in P2P mode, uses
a fixed SF and a fixed transmission power, with the aim of simplifying the
implementation and operation of the system. Increasing the number of symbols in
the preamble of the LoRa plot, indicated in Table 2.1, plays a relevant role in the
performance of the NCP, as will be detailed in chapter 3.2.4.1. On the other hand,
LoRaWAN network devices can use the ADR mechanism. By activating it, the
LoRaWAN network server can optimize the node's data transmission rate by
adjusting the SF and transmission power, which results in better network
performance.

Table 3.1 — LoRa physical layer parameters for the LoRaWAN and Ad Hoc LoRa network.

Parameter LoRaWAN LoRa Ad Hoc
(EU863-870)

SF 7-12 7-12

Transmission Power Variable 14 dBm

BW 125 kHz 125 kHz

Preamble (symbols) 8 Variable

CR 4/5 4/5

In terms of the LoRa packet format, both a device operating in the LoRaWAN
network and Ad Hoc protocol packets use the format defined by Semtech. However,
they differ in payload organization, as shown in Figure 3.3. In the context of
LoRaWAN |[5], the packet includes a one-byte MAC header field (MHDR) at the
start position, which contains relevant information such as the message type and the
LoRaWAN protocol version. The frame header field (FHDR) is used in both UL
packets and DL packets and contains the address of the receiving/sending device,
playing a fundamental role in routing and controlling communication between the
device and the LoRaWAN network. In turn, the port field (FPort) is used to specify
one of the 223 available ports, allowing the type or purpose of the data transmitted
by the devices to be identified. The application payload is inserted into the MAC
trame payload encryption field (FRMPayload). Moreover, the maximum number of
bytes in the payload is 51, as explained in chapter 3.2.4.1. Data integrity in LoRaWAN
is checked through a message integrity check using the MIC (Message Integrity
Check) field.

Regarding the developed Ad Hoc protocol, the payload format is simpler. It presents
a nineteen-byte header that includes information such as the identification of the
sender and receiver, the type of packet (for example, data or network formation
commands) and the length of the payload frame. Depending on the type of packet,
the payload contains a variable or fixed number of bytes of data.
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Preamble Header Header CRC Payload Payload CRC
MAC Payload
LoRaWAN frame structure MHDR MIC
FHDR FPort  FRMPayload
Ad Hoc LoRa frame structure Header Payload

Figure 3.3 — Comparison between the format of the LoRaWAN network and the Ad Hoc
protocol.

3.2.3. LoRaWAN Integration

The Ad Hoc protocol has been proposed to be integrated with LoRaWAN
technology. This protocol focuses on improving areas of unstable connection and
shadowing within the LoRaWAN infrastructure. This makes it possible for devices
with specific limitations to participate in the LoRaWAN network in a controlled
manner and adapted to their capabilities. Therefore, the network joining process and
instability check, which are incorporated into the DOP phase as well as the joining
stage, align with the overall objective of effective integration with the LoRaWAN
network.

3.2.3.1.Period for Joining the LoRaWAN Network

The Ad Hoc protocol was developed with the aim of transparently integrating with
the LoRaWAN network, with the adhesion phase being fundamental for this
integration. However, this initialization moment is only relevant in the case of the
OTAA method, which marks the beginning of the use of LoORaWAN functionalities.
This includes MAC commands, data transmission to cloud platforms and data
reception through UL and DL commands. If the user chooses the ABP activation
method for their application, the protocol continues to be viable, but this
initialization period is not part of the protocol operating architecture. Consequently,
instability checking algorithms will not be applied during this phase, as will be
detailed in the next chapter.

OTAA mode requires the join process to be carried out and this is a more complex
and important aspect because it is the only time that a device needs to receive
information from the network. The join process is also critical because the timing of
the reception windows allows only two opportunities to receive an acknowledgment
of input (join ACK) after the device transmits the join request. Considering the
complexity of this network entry process, the importance of this timing is magnified
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if many devices try to connect to the network in a short period of time. Therefore, a
strategy was developed that allows end devices to gain access to the LoRaWAN
network with the fewest possible number of attempts, also resulting in positive
implications for the energy consumption of these devices.

The strategy adopted in this protocol is based on the use of back-off transmissions,
in which a suggested schedule [77] of 15 seconds, 30 seconds, one minute, five
minutes, 30 minutes and 60 minutes was implemented (repeating after 60 minutes).
This progressive back-off schedule follows a sequence of progressively longer wait
times after each transmission failure. Initially, the back-off is 15 seconds. If the
transmission is unsuccessful, the device waits a random amount of time between 15
seconds and the next maximum back-off interval (30 seconds) before attempting to
retransmit again. The process continues with back-off intervals of one minute, five
minutes, 30 minutes, and 60 minutes, repeating after 60 minutes. With each
retransmission attempt, random waiting allows the device to choose a time within
the maximum back-off interval, which avoids collisions between devices. This
introduction of randomness into the retransmission waiting time ensures that devices
do not retransmit at the same time after back-off, significantly reducing the chances
of collisions and increasing the robustness of the communication.

Therefore, this back-off approach helps to avoid collisions and congestion during a
process that is complex and bandwidth-heavy, such as the join procedure. By
allowing devices to choose random retransmission times, the strategy improves
communication efficiency and reduces transmission ovetlap, which is essential in the
objective of the proposed Ad Hoc protocol, ie., in identifying areas where
LoRaWAN coverage is weak or inconsistent.

3.2.3.2.Stability check

The development of a protocol integrated with LoRaWAN may be a response to
improve network connectivity in environments where shadow zones and unstable
connections occur. Within this context, it is essential that devices that integrate this
protocol can verify whether they have an unstable connection environment. In this
case, this responsibility falls on the nodes that operate in standard mode, that is, the
Masters, since they are the elements that are in direct contact with the LoRaWAN
network. To meet this requirement, two moments play a fundamental role in
evaluating the quality indicators of the connection to the LoRaWAN network: the
network joining phase and the DOP.

The LoRaWAN network joining phase, especially when the OTAA activation mode
is selected, plays an important role in taking advantage of the LoRaWAN
architecture, enabling network integration. As a result, failure at this stage may
compromise the achievement of this objective. Furthermore, the failure of the join
procedure indicates that the device is in an unstable communication zone. Based on
this understanding, a limit was established for the number of attempts for the join
procedure. When this limit is exceeded, the device transitions from Master to Slave.
In this mode, the node stops making new joins and assumes a passive stance in
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relation to a potential Master accessible on the network, according to the algorithm
illustrated in Figure 3.4.

Joining the
LoRaWAN
Network Phase

|

Join procedure]

Y

chs Attempts > 6 >—No

Change the
mode to Slave
Yes
ﬁBack-o&' algorithm|

Figure 3.4 — Verification of stability during the adhesion phase of the LoraWAN network.

The other moment of stability verification is the DOP phase, where the Masters,
regardless of whether they incorporate Slaves or not, carry out periodic data
transmissions on the LoRaWAN UL channel. At this stage, stability analysis is
improved using the MAC Link Check Request (LCR)a command, which is sent
together with UL data transmission, playing a fundamental role in evaluating
connection conditions. The LCR command is a feature of the LoRaWAN protocol,
designed to provide information about the quality of the link between the device and
the GW in the network. By sending an LCR command, the device requests the GW
to perform a communication link quality check. The base station immediately
responds to the device with a MAC Link Check Ans (LCA) command, which
includes two parameters: The Demodulation Margin, representing the signal margin
in dB of the most recent LCR command, indicating the quality level of the received
sighal. A value of zero indicates that the frame was received at the minimum
demodulation threshold (0 dB or no margin), while a higher value, such as 20,
indicates that the frame was received with a 20 dB margin above this threshold. On
the other hand, the Gateway Count parameter reports the number of GWs that
received the most recent LCR command. This provides information about network
coverage and GW redundancy in the area where the device is located. The higher the
GW count value, the greater the robustness and availability of the network in the
region. At the current stage of protocol development, not all this information is used
to assess the stability of the LoRaWAN network. Instead, the method used is based
on the LCA command reception count, allowing the calculation of the ratio between
the number of LCA messages received and the number expected in response. Based
on this ratio, the device can assess possible instability in the region of the LoRaWAN
network in which it is located. If the evaluation is negative, the node changes the
mode to Slave, as illustrated by the algorithm in Figure 3.5. It is worth highlighting
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that the ratio calculation only starts after the transmission of 50 UL messages, to
allow the device to accumulate enough data to make a reliable assessment.

Start of data
operation period
Starting a
cycle
r‘fes
Asynchronous
TDMA No

Yes

Ratio
calculation

Maintaming Master|
mode

Change the mode
to Slave

Figure 3.5 — Stability check during the DOP phase.

It is important to note that frequently performing LCR has the disadvantage of
requiring a little more of the LoRaWAN network resources, which can result in
network overload and a reduction in its capacity for message transmission, in
addition to having negative implications on efficiency. energy of the system.

3.2.4. Network Construction Period

As mentioned in chapter 3.2.1, the role played during this NCP varies according to
the node's operating mode. Devices with stable LoRaWAN connectivity act as
Masters, coordinating this phase of the protocol, while devices in Slave mode
respond to instructions coming from the Master node.

The NCP activation moment is initiated by the Master by transmitting the INIT
command, marking the beginning of the network construction process. The INIT is
a broadcast message (as illustrated in Figure 3.6), sent to all devices in Slave mode,
and serves as the starting point for joining the two-hop tree, allowing Slaves to
connect to a Master. Thus, when Slaves receive the INIT command, this triggers the
transmission of a JOIN message, indicating that the node in Slave mode has the
appropriate conditions to be part of its subnet. However, there are two scenarios in
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which the Slave does not respond to the Master's INIT: first, when it is already
associated with another tree, where the Master of that tree offers better connection
conditions, based on the SNR metric of the INIT message; and second, when it has
already received an ACK_JOIN message from the current Master. This last message
has the purpose of informing the Slave that the Master has received his membership
request. As a result, the Slave does not need to respond to any more INITs during
this NCP period, which reduces message traffic and avoids unnecessary energy
expenditure. After the Master sends the ACK_JOIN, it resends a new INIT message,
allowing other nodes in Slave mode to enter the tree. The first phase of the NCP is
completed when the Master sends three consecutive INITs without receiving JOIN
responses, which indicates that there are no more nodes within the Mastet's reach to
join its subnet. Figure 3.6 presents a brief sequence of the described process, showing

the basic operation and types of communication of the commands used in the first
phase of the NCP.

U ¥ | ) T 1) ¥ (YOO e JOIN
_INIT U ‘ o o dOINT N

; INIT
INIT

ACK_JOIN INIT

4

9

Figure 3.6 — Sequence of the first phase of the NCP. Points a) and d) represent the broadcast
communication of the INIT command; points b) and e) the sending of the JOIN message type;
and point c) the unicast transmission of the ACK_JOIN message.
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In the next phase of the NCP, the Master organizes a list of Slaves that have
requested to join its subnet, based on the SNR metric. It is important to mention
that the Master has a limited capacity to accommodate Slaves in its subnet, and
therefore carefully selects a few of the best nodes to be included in the tree. Once
the devices have been selected, the Master sends individual CON messages to each
Slave, informing them about the time slot to be occupied during the DOP phase.
After sending the CON message, the receiving Slave responds with an ACK_CON
to confirm receipt of the message and, consequently, the allocation of the timeslot.
If the ACK_CON is not received, the Master makes up to three consecutive attempts
to send the CON message to the same Slave. If after this number of attempts there
1s no response, the Master moves on to the next Slave on the list.

This NCP step is essential to ensure that the allocated Slaves receive the necessary
instructions for transmitting and receiving data during the DOP. Furthermore, the
careful selection of Slaves based on the SNR metric makes it possible to optimize
the performance and efficiency of communication in the subnet. In illustrative terms,
Figure 3.7 matches the described process.

N .
h ACK_CON

)
Figure 3.7 — Sequence of the second phase of the NCP. Points a) and c) indicate the sending of
CON messages to the Slaves on the list; and point b) the sending of the ACK_CON command.

Considering the functionality that selects Slaves based on the SNR metric, it is
important to consider the hypothesis that the Masters who established the network
in the first place may lose their Slaves. This occurs when these Slaves choose to
associate with another Master once they notice an improvement in connection
conditions. The protocol corrects this, executing the following NCP phase, where
the first Masters who carried out the construction can reach other Slaves.
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3.2.4.1.Limitation on the number of slaves

The proposed protocol is developed to work in conjunction with LoRaWAN
technology and as mentioned in chapter 3.2.2, the devices take advantage of the ADR
mechanism. This allows LoRaWAN communication to dynamically operate at the
lowest possible data rate, known as DRO [77], which uses an SF12 and a bandwidth
of 125kHz. This situation leads to the worst case in terms of data length in the
payload field, limiting the number of data bytes to 51. As will be discussed in chapter
3.2.5, during the DOP phase, a Master combines the data received from all Slaves in
a single LoRaWAN package. Therefore, it is essential that the number of Slaves
supported by the Master does not exceed the maximum payload allowed by
LoRaWAN. Figure 3.8 illustrates the relationship between the number of Slaves and
the payload size per Slave.

10 L
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0 10 20 20 40 50
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Figure 3.8 — Relationship between the number of Slaves and the corresponding possible payload
size.

In Figure 3.8 it is possible to analyse that the increase in the number of Slaves results
in a decrease in the maximum length of the payload that can be sent. On the other
hand, if there is a need to transmit a greater amount of data, this implies a reduction
in the number of two-hop nodes that can be accommodated in the Master.
Therefore, there needs to be a balance between the number of Slaves that can be
supported and the amount of data they can transmit. It is important to note that, in
the same LoRaWAN package that accommodates data from all nodes in the tree, it
is also necessary to include data from the Master itself. To achieve a balance, based
on the graph in Figure 3.8, the Masters’ data is as important as the Slaves’, since both
have the same importance in terms of data transmission. Taking all these
considerations into account, a maximum limit of two Slaves that the Master can
accommodate was established. This implies that each node in the network is
restricted to transmitting a maximum of 25 bytes.
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3.2.4.2.Mechanism in Packet Collision Moments

During the network construction process, it is possible for simultaneous
transmissions from several nodes to occur, especially when Slave nodes request to
join the tree, as illustrated in Figure 3.6 b. In this case, simultaneous transmissions
can occur because multiple nodes are sending JOIN messages to the Master at the
same time. This situation can result in data collisions, causing lost requests and the
need for retransmissions. These collisions impact the efficiency of the NCP, as the
affected nodes need to wait for a new suitable moment to carry out their
transmissions, that is, wait for a new INIT to be sent from their Master. However,
the scenario may occur where the JOIN transmission is repeatedly lost, resulting in
the inability of Slave nodes to connect to the network during the construction
process, since sending INIT is limited to three attempts at each time of the NCP. All
of this can compromise the adequate formation of the network, resulting in delays
in the joining of new nodes and, consequently, reducing the efficiency of the
protocol.

To overcome the problem of simultaneous transmissions, it was essential that the
protocol presented strategies for controlling access to the medium. To achieve this
goal, a CAD-based packet collision avoidance mechanism was developed. This CAD
functionality is present in the latest LoRa transmitters and is designed to detect the
LoRa frame preamble of other devices on a given radio frequency channel [47].
However, some studies have also revealed CAD's ability to detect payload chirps
with satisfactory performance, as mentioned in chapter 2.3.2.2. This way, it can check
whether the channel is free or busy before starting to transmit a message, avoiding
collisions between packets transmitted by different devices on the same network.

To take advantage of the use of CAD, random delays were introduced, where each
device can choose a transmission moment (w) within a random range but restricted
to the temporal length of the preamble. This range corresponds to the preamble time
of a message with minimum w (w = 0), as illustrated in Figure 3.9. This limitation
was established because CAD was designed to effectively detect only this time
interval. During this random interval, the devices wait for a waiting period r
proportional to the T,p channel activity detection time and the randomly chosen
transmission moment w. This random waiting time r is computed as follows:

r=wxTcap (3-1)

where T¢yp represents the CAD activity time and w is a random number chosen
within a restricted time length of the preamble.
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Figure 3.9 — Mechanism for simultaneous messages.

Figure 3.9 illustrates the random choice of transmission by three nodes, respecting
the random range corresponding to the message preamble time with w = 0. It is
possible to observe that the nodes that started transmitting the message later
compared to node 3 ended up cancelling their transmissions due to the CAD
tunctionality.

Tcap Was chosen as a reference due to the risk of message collisions that could occur
with shorter time intervals. If devices started their transmissions earlier than the time
required for the CAD to detect channel activity, the probability of collisions would
increase. It should be noted that the time required for CAD detection may vary
according to the LoRa modulation configurations used in [47]. The graph below,
illustrates the observed typical CAD detection time, expressed as a multiple of the
LoRa symbol, for a given SF configuration.
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Figure 3.10 — T¢4p as a function of SF [47].
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Based on the analysis of the graphs presented in the previous figure, it was
established that the value of T¢4, would be equal to twice the time per symbol, T,,:

Teap =2 X Tsym 32
Considering equations (2.1) and (2.4), the maximum number of moments (n¢,p) that

the random band (Ty,eqmpie) can accommodate is presented as follows:

(3.3)

Tpreémbulo _ (npreamble + 4-25) * Tsym _ npreamble + 4.25

cap =" 2 X Tyym 2

This ratio represents the maximum number by which w can vary. The ng,, value is
designed depending on the specific application of this protocol. If many slaves are
observed on the network, it may be necessary to increase the value of n¢yp to void
an excess of simultaneous transmissions, which could compromise the time for new
nodes to join. Therefore, adjusting the number of symbols in the preamble (n,rcampie)
is essential to achieve the appropriate value of ngyp, allowing this developed
mechanism to guarantee efficient construction of the tree and reduced risk of
collisions and delays in the network formation process.

3.2.5. Data Operation Period

The DOP represents a specific time interval within the protocol structure (Figure
3.2) in which network nodes can perform data transmission efficiently and reliably.
This phase covers both UL and DL transmissions. Furthermore, when nodes
incorporate the proposed network architecture, the asynchronous TDMA process is
used. Otherwise, the devices simply transmit their data from a UL LoRaWAN
channel. This medium access operation ensures the organization and efficiency of
transmissions from nodes in the network, occurring cyclically.

The implementation of asynchronous TDMA in DOP is based on dividing time into
tixed intervals called timeslots, where each device has a designated time window to
transmit or receive data. However, unlike traditional synchronous TDMA, devices
are not synchronized in a specific time loop. Instead, asynchronous TDMA uses a
wake-up mechanism, in which devices wait for a beacon to begin their data
transmissions. In this dynamic, the Mastet's role is to coordinate access to the
communication channel, sending the beacon to the Slave nodes. The Slave devices,
in turn, receive the activation signal from the Master and transmit the data according
to the timeslot previously sent in the NCP phase. During this TDMA phase, the
Master collects data from the Slave devices, which are later sent, together with the
Master's own data, to an online server through the UL LoRaWAN channel. Figure
3.11 illustrates the structure of the data message used by Slave devices in response to
the beacon. Furthermore, the illustration addresses the possibility that the activation
signal sent by the Master contains DL information previously stored for its Slaves.
This approach allows the Master to simultaneously send data destined for Slaves
(whether unicast or broadcast addresses) together with the beacon, resulting in an
optimization of communications efficiency during the DOP.
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Figure 3.11 — Structure of the activation signal and DL and data messages for UL.

Figure 3.12 exemplifies the operation of asynchronous TDMA using the P2P LoRa
radio. In this scenario, the Master broadcasts an activation beacon with a network
broadcast address to activate all its Slaves. After sending the beacon, the master
opens a reception window in which it accepts all data received from the Slaves
through its P2P LoRa modem. Finally, the Master organizes all the data and forwards
it to a LoRaWAN GW.
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Slave 3 B D PP
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LoRaWAN
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Figure 3.12 — Overview of the asynchronous TDMA process.
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3.2.5.1. Slot allocation

The use of an activation signal, treated as a beacon, allows all slaves of a given Master
to be relatively synchronized with each other. Based on this principle, each Slave
occuplies s/ots according to the number previously assigned in the NCP phase (Ng,,).
The moment a Slave is activated by the Master is captured as Theqcon Using this
information, each node calculates the start of its own time slot as follows:

Tnextsior = Theacon + (TOAMax + Tg) X Nsiot 34

Equation (3.4) describes how Slaves should start transmitting data packets. The
expression ToAyq, + T, represents the slot size, as shown in Figure 3.12. This length
of time accounts for the maximum time in air, ToA 4y, calculated based on equations
(2.3) a (2.7), or from the simulator provided by Semtech[78], and includes a pre-
defined guard interval, T;, of 50ms. The ToApyqtime is the largest possible LoRa
packet, considering the largest number of payload bytes defined, considering Figure
4.8, and the characteristics of the physical layer for the Ad Hoc protocol (Table 3.1).
As far as T, is concerned, it ensures that the time window is wide enough for
transmission and to compensate for any clock synchronization discrepancies.

3.3. FINAL REMARKS

In this chapter, the protocol and its communication mechanisms that qualify it as
Ad Hoc were presented. The design of the protocol had as its main objective to
mitigate the so-called shadow zones, providing devices with insufficient or null
communication in the LoRaWAN network with the ability to adhere to a network
architecture called a two-hop tree, autonomously. This approach enables these
nodes, indirectly, to connect to the LoRaWAN network, taking advantage of the
reliability of the asynchronous TDMA method.
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4. IMPLEMENTATION AND RESULTS

In this chapter, the analysis and evaluation of the protocol developed in the previous
section will be carried out, at the level of communication reliability. Chapter 4.1
shows the characteristics of the hardware used to interpret the Ad Hoc LoRa
protocol and its ability to integrate throughout the entire LoRaWAN stack. In
chapter 4.2, a set of tests is carried out with the devices designed in chapter 4.1,
operating exclusively in the LoRaWAN network, in order to explore and understand
their limitations. On the other hand, chapter 4.3 presents the results of the devices
operating with the Ad Hoc LoRa protocol. These results allow an evaluation of its
reliability compared to the data obtained in the tests in which the developed protocol
was disabled. In chapter 4.4Erro! A origem da referéncia nio foi encontrada., a f
inal summary of the results obtained is presented.

4.1. HARDWARE AND SYSTEM ARCHITECTURE

Interpreting all the features of the Ad Hoc LoRa protocol and evaluating its
performance required specific hardware support. Regarding the implementation of
the LoRaWAN architecture, this need was achieved with a GW called The Things
Outdoor Gateway (TTOG) with the WAPS-232N model, as shown in Figure 4.1.
This GW provided by Browan Communications supports the various network
servers and has the following technical specifications:

Table 4.1 — GW TTOG WAPS-232N technical specifications.

Parameter Description

RF transmission power 0,5 Watts

(up to 27 dBm)

Reception sensitivity Up to -142 dBm

RF transmitter SX1301 with SX1257
LoRaWAN Version 1.0.3
compatibility

Number of channels 16
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Figure 4.1 — Gateway LoRaWAN TTOG WAPS-232N.

Protocol implementation and the various carried out experiments, a simple prototype
was developed based on a Texas Instruments microcontroller, the MSP430FR6047.
This microcontroller is part of the MSP430 family, known for its compact size, low
power consumption and low-level programming. Although the MSP430 family has
some limitations, such as limited internal memory capacity, the MSP430FR6047
proved to be a suitable choice for executing the developed protocol and for the
remaining software (SW) related to the Universal asynchronous receiver/transmitter

(UART) communication interface, as shown in the following technical details in
Table 4.2:

Table 4.2 — MSP430FR6047 technical specifications.

Parameter Description

Power supply voltage 22V =36V

Frequency 16 MHz
FRAM 256 kByte
RAM 8 kByte
Bootloader (BSL) UART
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MSP430FR6047

Figure 4.2 — Prototype developed for the experimental implementations.

The MSP430FR6047 microcontroller is embedded on a printed circuit board (PCB)
(Figure 4.2) that essentially contains four LEDs, buttons, input/output (I/O) pins
and pins to software emulation and debugging through the development tool and
Integrated Drive Electronics (IDE) programming Code Composer Studio (CCS).
Furthermore, this PCB has a Grove connection compatible with the LoRa-E5
module. This Grove device is a LoRa radio module based on the STM32WLE5]C
with an ARM Cortex M4 technology and an SX126X LoRa transmitter. The
connection between the PCB and the module is established through the Grove
connector, where communication is carried out through the UART, and control is
carried out using AT commands. This modem can work with the LoRaWAN
network, but it also can communicate directly with other device using P2P mode.
This aspect is essential for the protocol to be able to integrate with the LoRaWAN
network, given the constant need to switch between these modes of operation. To
power the entire system, a chargeable lithium polymer battery (BAT525 NIMO) with
a capacity of 1100 mAh and a voltage of 3.7 V was used.

This is an Ad Hoc protocol integrated into the LoRaWAN network. As such, the

network developed by the protocol must be capable of incorporating with the
LoRaWAN stack, as shown in Figure 4.3.

o O LoRaWAN
o o Tago(Is)
I NETWORK
e d SERVER
S Y
Two-Hop Tree Network Server Application

Figure 4.3 — Implementation of the network in the entire LoRaWAN stack.
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It is important to note that all data collected by the GW was forwarded to a network
server provided by The Things Network (TTN). TTN plays a fundamental role in
the LoRaWAN network infrastructure, functioning as an intermediary element that
connects devices to the internet and application servers. These application servers
have several functions, including data storage, analysis, visual presentation of data,
notifications, among others. The relationship between the TTN and the application
servers was established through integration with TagolO, which acts as an
application server in the LoRaWAN stack. TagolO offers storage, visualization, and
integration services for LoRaWAN devices, as well as processing power by running
scripts in node.js or python 3.x directly on TagolO. With this configuration it is
possible to observe and calculate several parameters with the aim of evaluating the
performance of the protocol and the typical architecture of the LoRaWAN network.

4.2. TYPICAL LORAWAN ARCHITECTURE - ONE HOP

To understand and evaluate the capabilities and limitations of the LoRaWAN
architecture, mainly in its physical layer, and subsequently for comparison purposes,
a series of practical tests were conducted. In these tests, several nodes were placed in
specific scenarios and operating conditions, which challenged the reliability of
communications in both directions, i.e. UL and DL. Figure 4.4, Figure 4.5 and Figure
4.6 show, respectively, the geographic location of the installed nodes and the distance
to the GW LoRaWAN; as well as the topographic view in which they are inserted.
. " ' o

Figure 4.4 — Location of the end devices and the LoRaWAN GW.
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Figure 4.5 — Details of the scenarios and devices implemented in the experiment: a) end device
1; b) line of sight between the GW and device 2; ¢) end device 3; d) node 5 and its line of sight
to the GW.

59



Politécnico de Coimbra | Instituto Superior de Engenharia de Coimbra

Figure 4.6 — Node 4 scenario implemented in the experiment.

Each node was programmed to send UL with a 2-minute interval over 24 hours,
accounting for a total of 720 transmitted messages. Moreover, the network end
devices tested their performance in different SFs from 7 to 12. The content of each
message consisted of a payload 10 bytes long, and the remaining physical layer
parameters followed the indications in Table 3.1.

To evaluate the reliability of communications in the UL and DL directions, the
percentage of packets received (PPR) metric was used. This metric is calculated as
the proportion between the number of packets received by a device (#Received) and
the number of packets that should have been received (#Expected) within a specific
evaluation period, T, as evidenced by equation (4.1)

#Received 4.2
_ 2 )+ 1000 “2)
Y.r #Expected

PPR

Within this context, the PPR is calculated separately for the UL and DL direction.
The PPR in the DL direction is calculated by the microcontroller and represents the
rate of successful responses to MAC LCR commands. On the other hand, the PPR
in the UL direction is calculated with the help of the TagolO platform, taking
advantage of its processing capacity. This metric represents the proportion of UL
messages successfully received by the GW. The use of TagolO also allowed the
collection of all previous metrics, as well as the SNR and RSSI indicators of the
messages transmitted by the nodes shown in Figure 4.4. All these elements were
recorded in relation to SF variations, as shown in Figure 4.7 to Figure 4.11.
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Figure 4.7 — PPR of the nodes' UL messages as a function of SF.
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Figure 4.8 — PPR of DL messages on the various devices depending on the SF.

Cross-referencing the results obtained in Figure 4.7 and Figure 4.8 and the scenarios
in Figure 4.6 allows some conclusions. One of them is the influence that relief,
vegetation, or infrastructure had on connecting a node to the LoRaWAN network.
For example, in Figure 4.9 b) and d), it is observed that nodes 2 and 5, which have
line of sight to the LoRaWAN base station, achieved a PPR of around 100%
throughout the applied SF. On the other hand, devices 1, 3 and 4 presented lower
PPR in the lower SF due to obstacles, such as vegetation, relief, and infrastructure,
such as the castle in the case of node 1 scenatrio. However, as the SF increased, PPR
also followed the trend. These results confirm that higher SF transmissions provide
better penetration capability, overcoming natural and artificial obstacles. It is worth
noting that the PPR difference between devices 3 and 4, which are in the same area,
differs due to the presence of more hills and denser vegetation in the radio path to
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the GW. Finally, the results in Figure 4.8 showed that success in receiving DL is
more limited for devices located in areas of instability, as evidenced by the behaviour
of nodes 1, 3 and 4. This observation indicates that the device, even if it presents
good UL transmission indicators, may not have the ability to receive DL messages.
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Figure 4.10 — RSSI of UL messages from the various nodes depending on the SF.
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Figure 4.11 — RSSI of UL messages from the various nodes depending on the SF.

Regarding the RSSI and SNR results of UL transmissions, some conclusions were
obtained, although they are not completely clear and definitive. In the case of RSSI,
it can be observed that the values obtained were almost always higher than the
sensitivity of the LoRa modem. As far as your analysis is concerned, device 2 showed
the strongest signal compared to the others. This observation suggests that the signal
may be blocked or attenuated by obstacles in devices with weaker signals. However,
node 5, which has line of sight with the GW, presents RSSI values like those of
devices that do not have this line of sight, justified by the greater distance between
node 5 and the GW. Distance is, therefore, another factor that influences RSSI
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results. Regarding the SNR results, they indicate that devices without line of sight to
the LoRaWAN base station present lower values compared to those that have this
direct vision, as is the case with devices 1, 3 and 4. This suggests that devices with
line of sight, can maintain a more favourable signal-to-noise ratio. However, with
increasing SF values, both metrics did not sow the expected improvement. This
suggests the possibility that other factors, such as variable weather conditions or
possible inappropriate adjustments to the node antennas for the different tests, may
have influenced the results. However, experiences have made it clear that these
metrics do not provide a complete picture for evaluating communications in a
specific scenario. However, they are useful elements, especially the SNR analysis as
it detects the characteristic attenuations of shadow areas.

In this sense, after carrying out these field tests, the most reliable indicator to evaluate
the quality of communications is the PPR metric of DL. messages. This metric not
only allows to clearly identify whether a node is in an unstable connection zone in
the LoRaWAN network, but also determines its ability to receive DL. This is
extremely important for applications that depend on the ability to receive remote
configurations. Therefore, in accordance with the objective of this project, which
aims to develop a protocol for non-mobile applications that require DL reception, it
became evident that the PPR of DL messages is a valuable indicator to allow devices
to autonomously determine whether they are in an unstable connection zone or not.

4.3.LORA AD HOC PROTOCOL - TWO-HOP TREE

To evaluate the performance of the Ad Hoc LoRa protocol and compare it with the
operation of the typical LoRaWAN architecture, the distribution of nodes in the test
area followed the same arrangement as in Figure 4.4, except for node 5, which was
relocated to the upper position of the castle, as illustrated in Figure 4.5 a). During
testing with the protocol, all nodes operated with SF7. Regarding the overall
functioning of the protocol, as shown in Figure 3.2, an interval of 2 minutes was
established for cycles during the DOP phase and an interval of 5 hours for the NCP
phase.

The first step in evaluating the protocol was the network construction phase, in
which its configuration was defined with a value of n¢4p = 8, which was considered
adequate due to the reduced number of slaves foreseen in the test scenario. But
before carrying out the NCP, the prototype followed the structure of the protocol,
where the first moment of operation was the LoRaWAN joining process, since it was
decided to configure the nodes to work with the OTAA activation method. Almost
all nodes managed to join the network, although some faced difficulties, but managed
to join within the maximum number of attempts established (Figure 3.4). The only
exception was node 4, which resulted in the operation mode being changed to Slave.
Subsequently, the DOP phase was executed, during which the stability check
algorithm (Figure 3.5) was applied to determine whether the devices should maintain
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the Master function or change the operating mode to Slave. These settings were
established when the NCP was first started, and Figure 4.12 shows the connections
created after the network construction phase was completed.

Sl

Figure 4.12 — Node localisation and the formation of two-hop trees after the NCP phase.

Figure 4.12 illustrates the result of the NCP, which led to the formation of two two-
hop trees. This means that there were nodes with unstable communication that
connected to a one-hop relay node. An example of this is the transformation of node

1 into Slave, using node 5 as Master.

The second phase of evaluating the Ad Hoc LoRa protocol consisted of verifying
the performance of the DOP, analysing the PPR in the UL transmissions of the
nodes that constituted the two-hop trees. The tests were carried out over two days,
resulting in a total of 1440 messages transmitted in all phases of the DOP, with a
data length of 10 bytes. The results are illustrated in Table 4.3.

Table 4.3 — PPR of UL messages with SF7 operation.

Node Distance (Hop)

PPR (%)

1

2

2

1

99,97 (48,73)
98,06

97,93 (7,12)
97,66 (0)

99,97
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Itis noted that the value in parentheses indicates the PPR when the node transmitted
directly to the GW. The results in the table demonstrate that the formation of the
two-hop tree had a positive impact on the PPR of the Slaves, compared to direct
transmission to the GW. In addition, it is observed that the PPR of the Slaves were
practically like those of their Masters, indicating a good connection between them.
Therefore, the DOP phase seems to have worked as designed. However, a challenge
arises when there is the possibility of interference/collision of messages from other
nodes in the same phase, and how this interference can impact the results is a matter
to be considered.

Another perspective of analysing the results of Table 4.3 involves comparing the
PPR of the UL messages to operate only with LoRaWAN architecture and the PPR
obtained with the operation of the Ad Hoc LoRa protocol, especially about Slave
nodes. Figure 4.11 presents the PPR of the UL transmissions when the transmission
in the two-hop tree was performed with SF7 and when a direct transmission with the
GW was executed with several SF.
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Figure 4.13 — PPR of UL messages from Slave nodes under the LoRaWAN protocol and Ad Hoc
LoRa.

The graph in Figure 4.13 shows that even nodes classified as Slaves that used a higher
SF, such as SF10, had an improvement in lower PPR compared to the percentages
obtained when these nodes operated in the two-hop tree. This suggests that the Ad
Hoc LoRa protocol offers greater reliability in the UL messages received by the GW.
Moreover, although an energy analysis of the protocol has not been performed, there
is a likelihood that transmissions within the two-hop tree will be more energy
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efficient. It is possible to verify this because, as shown in the previous Figure 4.13,
all transmissions of the developed protocol were carried out with the SF with the
lowest energy expenditure, while direct transmissions needed to use SF with higher
energy requirements to achieve the same success rate in receiving packages.

4.4.CHAPTER CONSIDERATIONS

In this chapter, a set of tests was performed to evaluate the performance of the Ad
Hoc LoRa protocol and compare it to the standard operation of LoRaWAN. The
tests conducted highlighted the impact of blocking the line of sight between a base
station and an end device on the appearance of shadow areas. In addition, they
showed the ability of the protocol to fill in small shadow areas in the Penela region.
An increase in the reliability of communications was observed compared to the
typical operation of LoRaWAN, as well as the likelihood that the protocol will reduce
energy consumption compared to the LoRaWAN network.

66



Ad Hoc Wireless Network for Long Range Applications

5. CONCLUSION AND FUTURE WORK

In this chapter, the conclusions and future work of the developed work are
presented, which open new opportunities for research.

5.1. CONCLUSION

The main objective of this project was to develop and analyse an Ad Hoc protocol
integrated with the LoRaWAN network to optimize communication, particularly in
scenarios with connectivity challenges. This protocol was designed for devices with
no mobility capability, which exclusively use the LoRa radio technology for
communication. It was developed with the purpose of improving the reliability of
communication in LoRaWAN networks, adopting a network architecture based on
two-hop trees. In this model, nodes play the role of Master or relay, where they are
responsible for coordinating all phases of the protocol, including tree building and
data flow control (Asynchronous TDMA). On the other hand, there is the Slave role,
which has no direct connection to the LoRaWAN network and only responds to the
various instructions of the best Master chosen by it. The allocation of these roles is
determined by the quality of the connection of each node to the LoRaWAN GW,
giving this protocol an Ad Hoc character, since decisions are made autonomously.

One of the main objectives was to understand the underlying reasons for the
emergence of unstable LoRaWAN connection areas, where packet losses occur
within the range of a GW. The results obtained indicated that the lack of line of sight
with the LoRaWAN base station is the main cause that increases the probability of
there being zones with unstable communication. In addition, these initial tests
allowed to identify the best indicator to detect these areas of communication
instability, being the PPR metric of the DL messages. This metric has proven to be
an effective indicator for assessing the stability of the LoRaWAN network and
identifying areas where communication is facing problems.

In the performance analysis of the Ad Hoc LoRa protocol, tests demonstrated the
ability to mitigate small areas where direct communication with the LoRaWAN base
station was limited. The protocol allowed the formation of two-hop trees, in which
nodes with unstable communication became Slaves, connecting to a Master node.
This resulted in significant improvements in the percentages of successfully received
packets in the UL messages, providing an effective solution for areas with unstable
connectivity. In the comparative analysis between the UL messages transmitted by
the Slave nodes with the Ad Hoc LoRa protocol and the UL messages of these same
nodes operating exclusively in LoRaWAN, it was evident that the Ad Hoc LoRa
protocol offered more reliable communication. Additionally, these results suggested
another important consideration: the likelthood that transmissions under the
protocol's operation may be more energy efficient compared to direct transmissions.
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5.2.FUTURE WORK

The following are some points that should be explored to continuously validate and
improve the developed protocol in the face of some limitations:

Perform tests in simulated scenarios, focusing on the validation of the
protocol at large scale. It is worth remembering that the current
development stage of the protocol aims primarily to solve small areas of
limited connectivity. Therefore, it will be essential to understand how the
increase in the number of devices can impact the different phases of the
protocol and the NCP performance.

Investigate algorithms for interference control. Study adaptive systems that
can automatically adjust parameters in the various phases of the protocol in
response to interference. Consider strategies such as dynamic channel
switching, transmission power adaptation, synchronization mechanisms,
and medium access protocols.

Optimize the NCP. During the analysis, it was hypothesized that the NCP
results could be optimized in terms of the layout of the trees throughout a
scenario. Even though the selection of Slaves and Masters is based on the
SNR metric, there is apartment to investigate other approaches to tree
construction. This could involve considering different metrics, exploring
communication between Masters, or examining other hypotheses that
could lead to a network architecture with even more robust connections.
Implement redundancy and fault tolerance mechanisms to ensure the
continuity of operation. Currently, the protocol can switch the mode of
operation from Master to Slave, but it does not have the ability to return to
the default mode. Therefore, in the case of failures in the Master nodes or
if a Slave has not received any invitation to join a tree, the node is lost from
a communication standpoint.

Optimize energy consumption. There is an aspect in the LoRaWAN
coverage instability verification algorithms that is the constant and unique
resource of the LCR. This functionality, in addition to stealing resources
from the LoRaWAN network, increases energy consumption. To
counteract these aspects, the solution would be to improve the algorithm,
balancing the need for link monitoring with the efficiency of network
resources and device energy. In this context, the determination of when
nodes should operate as Masters or Slaves can be optimized by considering
additional criteria or specific scenarios.

Develop a security mechanism. Explore additional security measures to
protect device communications, especially in the exchange of messages at
the Ad Hoc LoRa protocol level.

Improve protocol control: For the development of the protocol's SW,
sequential programming was used, which, although functional, it may be
advantageous to explore more efficient and flexible alternatives. One
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possibility would be the implementation of a system based on function
pointers, where specific functions are assigned to actions at runtime. This
approach opens the door for the asynchronous execution of tasks,
simplifying the expansion of the protocol and making it easier to
incorporate new features to meet different scenarios.

e Develop Software Development Kits (SDKs). Create custom SDKs to

facilitate the integration and implementation of the Ad Hoc LoRa protocol
in devices with different applications.

These proposals are intended to address the limitations of the current protocol and
to further improve its performance and reliability. They are also aligned with the
overall goal of the project, which is to develop a robust and efficient protocol for
LoRaWAN networks with connectivity challenges.
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EXTENDED ABSTRACT

The Long Range (LoRa) technology has been gaining popularity, becoming one of the most promising
and frequently used technologies among Low Power Wide Area Networks (LPWANSs). Highly
compatible with Internet of Things (IoT) applications, LoRa enables long-range communications, albeit
with low transmission rates and duty cycle constraints. Despite all this enthusiasm, challenges persist in
LoRa networks, especially in terms of coverage, with the occurrence of problematic areas where
communications are inconsistent, often referred to as shadow zones. The reasons are diverse, ranging
from the urban propagation environment, physical obstruction to the network base station, or locations
with significant electromagnetic attenuation, among others. In this context, this work focused on
designing an Ad Hoc protocol integrated with the LoRaWAN network to perfect communication in
unstable scenarios. This protocol was designed for non-mobile devices that rely exclusively on LoRa
technology for communication. The Ad Hoc LoRa approach aims to address small areas with unstable
connectivity by transforming unstable nodes into Slave devices that connect to relay nodes called
Masters, resulting in the formation of two-hop communication trees. The test results reveal the
effectiveness of the Ad Hoc LoRa protocol in optimizing network coverage and improving the success
rates of transmitted messages. Furthermore, the results suggest that the protocol may offer superior
energy efficiency compared to direct transmissions to LoRaWAN base stations.

Index terms: LoRaWAN, Shadow Zones, Ad Hoc, Multihop, Two-Hop Tree
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