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ARTICLE INFO ABSTRACT
Received: 25 Dec 2024 The rapid evolution of cyber threats and the dynamic nature of the threat landscape have necessitated
Accepted: 16 Mar 2025 the development of proactive and predictive defense mechanisms. This research proposes an Al-driven

framework for predictive cyber threat intelligence aimed at enhancing organizational cybersecurity by
identifying and mitigating threats before they materialize. The framework integrates diverse data
sources, including network logs, endpoint data, and threat intelligence feeds, to generate actionable
insights using advanced machine learning algorithms such as anomaly detection, pattern recognition,
and predictive analytics. A continuous feedback loop ensures the adaptability of the framework through
model retraining, anomaly adjustment, and performance monitoring. By leveraging supervised and
unsupervised learning models, the framework addresses both known and unknown threats, providing
scalable, real-time threat detection and risk assessment capabilities. This approach shifts the
cybersecurity paradigm from reactive to proactive, enabling organizations to anticipate and counteract
sophisticated cyber-attacks effectively. The proposed system’s application is demonstrated through
practical scenarios, highlighting its potential to transform decision-making in high-stakes cybersecurity
environments.

Keywords: Cyber Threat Intelligence, Artificial Intelligence, Machine Learning, Anomaly Detection,
Cybersecurity Risk Assessment

INTRODUCTION

The cyber threat landscape is evolving at an unprecedented rate, with increasingly sophisticated tactics,
techniques, and procedures (TTPs) being employed by adversaries. The global shift towards digitization and
interconnected systems has created vulnerabilities that adversaries exploit to target critical infrastructure,
financial institutions, and governments. Traditional cybersecurity defenses, largely reactive in nature, are
insufficient to cope with the dynamic nature of modern cyber threats. To address this, there is a growing need
for predictive cyber threat intelligence (CTI) that can proactively identify and mitigate potential attacks before
they materialize (Dekker & Alevizos, 2024).
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Al-driven approaches are particularly well-suited to this challenge, as they can analyze vast amounts of data
in real-time, detect patterns, and identify emerging threats. Machine learning (ML) models, for example, can be
trained to recognize subtle anomalies that might indicate a potential cyber-attack. However, while the benefits
of Al are significant, its integration into cyber defense presents numerous challenges (Dekker, 2023).

Despite the promise of Al in cybersecurity, integrating Al-driven models into cyber defense strategies is
fraught with difficulties. One major challenge is the need for high-quality data, without which Al models are
prone to inaccuracies, including false positives or missed threats (George & Thampi, 2023). Additionally, the
unpredictability of cyber threats, often arising from "unknown unknowns," makes it difficult to rely solely on
traditional machine learning techniques, which typically require historical data for training. The lack of a
structured framework that fully leverages Al’'s predictive capabilities further exacerbates the problem. As a
result, there is a critical need for predictive cyber threat intelligence that not only identifies known risks but also
anticipates new and emerging threats, enabling organizations to act preemptively (Bokhari et al., 2022).

This paper aims to address the existing gap in cyber defense strategies by developing a theoretical framework
for Al-driven predictive cyber threat intelligence. The primary goal is to create a system that utilizes Al and
machine learning to predict cyber threats before they occur. This framework will integrate real-time data analysis
with predictive models to enable proactive defense mechanisms. Furthermore, the framework will consider both
known unknowns and unknown unknowns, utilizing Al not only to assess existing risks but also to uncover new
vulnerabilities (Giuca et al., 2021). The emphasis will be on developing a flexible, scalable system that can adapt
to an ever-evolving cyber threat landscape.

The primary contributions of this paper are fourfold. First, it introduces a novel methodology for integrating
Al into cyber defense strategies, focusing on predictive capabilities. Second, the paper outlines the development
of a scalable AI framework designed to process large volumes of threat intelligence data, enabling real-time
threat detection and prediction. Third, it emphasizes the role of predictive modeling in mitigating emerging
threats by analyzing patterns and behaviors indicative of potential cyber-attacks (Ahmed et al., 2022). Lastly, the
framework incorporates a system for continuous learning, ensuring that AI models are regularly updated with
new data, improving their accuracy and adaptability in predicting threats.

BACKGROUND AND RELATED WORK

Cyber Threat Intelligence (CTI) plays a pivotal role in cybersecurity by providing decision-makers with
information on potential threats, adversaries, and attack methods. Traditionally, CTI involves collecting,
analyzing, and disseminating data on cyber threats, which enables organizations to improve their security
posture and respond to incidents more effectively. CTI sources include internal security logs, external threat
reports, and open-source intelligence, which are synthesized to identify and address potential vulnerabilities.
This threat-centric approach allows organizations to anticipate adversary tactics, techniques, and procedures
(TTPs) and make informed decisions to mitigate risks (Bang, 2021; Welburn & Strong, 2022; Javaheri et al., 2024].

However, traditional CTI is largely reactive, focusing on responding to known threats rather than predicting
emerging ones. While it excels in providing context about adversaries and their past behaviors, it is limited in its
ability to foresee new attack vectors, particularly in rapidly evolving threat landscapes. This limitation hampers
organizations' ability to proactively defend against novel threats, leaving them vulnerable to attacks that fall
outside the scope of previously observed patterns. Moreover, traditional CTI methods often rely on human
analysts, which introduces the potential for bias, inefficiency, and slower response times in high-pressure
environments (Michel-Villarreal et al., 2023). Therefore, the need for Al-driven predictive CTI that can anticipate
future threats has become increasingly apparent.

Al and Predictive Models in Cybersecurity

Artificial Intelligence (Al) has emerged as a game-changer in cybersecurity, particularly in enhancing the
capabilities of CTI. Al-driven predictive models can analyze vast amounts of data to identify patterns that may
indicate potential cyber threats. Machine learning (ML) models, both supervised and unsupervised, are widely
used for anomaly detection, where deviations from typical system behavior are flagged as potential indicators
of compromise. For example, supervised learning models are trained on labeled datasets of known threats, while
unsupervised models detect novel threats by identifying unusual behaviors that do not match historical data
(Alsowail & Al-Shehari, 2022).
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Predictive analytics, powered by Al, goes beyond anomaly detection by forecasting potential threats based
on historical data, real-time threat intelligence feeds, and behavioral patterns of adversaries. These models enable
organizations to not only detect and respond to ongoing threats but also predict and prevent future attacks. For
instance, AI models can be used to predict ransomware attacks by analyzing network traffic patterns or user
behaviors indicative of a pending compromise (Vanamala et al., 2022). Despite these advancements, challenges
remain. Al models require high-quality data for accurate predictions, and the dynamic nature of cyber threats
often means that models must be continually updated and retrained to stay relevant. Additionally, the potential
for false positives can lead to unnecessary alerts, contributing to "alert fatigue" in security teams (Gaber et al.,
2024).

Uncertainty in Cyber Defense

Uncertainty is an inherent challenge in cyber defense, particularly in the context of threat prediction and risk
analysis. As cyber threats evolve rapidly, decision-makers are often faced with incomplete or ambiguous
information, making it difficult to accurately assess risks and allocate resources effectively. In many cases,
organizations are forced to operate under conditions of uncertainty, where the likelihood and impact of potential
threats cannot be easily quantified. This uncertainty complicates the risk management process, as it becomes
challenging to differentiate between high-probability threats and low-probability, high-impact scenarios (Rizky
et al., 2024).

Inspired by the framework discussed in the uploaded paper, addressing uncertainty in cyber risk analysis
requires a more dynamic approach to decision-making. Traditional risk assessment models often fail to account
for the unpredictable nature of cyber threats, particularly those classified as "unknown unknowns." To address
this gap, modern cybersecurity frameworks increasingly incorporate threat intelligence-driven methodologies
that acknowledge uncertainty as a core element of the risk landscape. This involves considering both known and
unknown risks and adopting flexible, adaptive strategies to mitigate emerging threats (Dhirani et al., 2021). By
leveraging Al and predictive analytics, organizations can reduce the uncertainty associated with cyber threats,
enabling more proactive and informed decision-making.

METHODOLOGY

The proposed Al-driven framework for predictive cyber threat intelligence employs a structured
methodology to ensure comprehensive threat detection and accurate predictive capabilities.

Cyber Threat Intelligence Integration

Integrating Cyber Threat Intelligence (CTI) into the Al-driven framework is essential for improving the
detection and prediction of cyber threats. CTI provides crucial contextual data about adversary tactics,
techniques, and procedures (TTPs), which can be analyzed alongside internal security data. The integration
process begins by ingesting external threat intelligence feeds, which include real-time updates from government
agencies, private cybersecurity firms, and open-source threat repositories. These feeds are combined with
internal data sources such as network logs, endpoint security data, and previous incident reports to create a
comprehensive dataset for analysis.

The Al framework processes this integrated dataset to detect patterns and anomalies that may indicate
potential threats. By feeding this data into machine learning (ML) models, the system can identify emerging
threats and previously unseen attack vectors. The integration of CTI enhances the Al's predictive capabilities by
providing real-time information on the latest attack methods, allowing the system to adjust its detection models
dynamically. This combination of real-time threat intelligence with historical data allows the Al framework to
anticipate attacks more accurately and mitigate threats proactively (Michel-Villarreal et al., 2023).

Data Sourcing and Preprocessing

To ensure accurate threat prediction, the framework integrates multiple sources of cyber threat intelligence
(CTI), combining both internal and external data. Internal data sources include network traffic logs, endpoint
security alerts, and authentication records, while external sources comprise commercial threat intelligence feeds,



4/11 Hasan, K. et al. / RTIC, 5(1), 33122

government security advisories, and open-source intelligence (OSINT). The data collected spans structured
formats such as firewall logs and intrusion detection system (IDS) alerts, as well as unstructured intelligence
reports containing information on emerging adversarial tactics, techniques, and procedures (TTPs). Given the
volume and heterogeneity of the collected data, preprocessing is essential to maintain consistency and improve
machine learning model performance. The preprocessing pipeline begins with data normalization, wherein log
formats are standardized to ensure compatibility across multiple data sources. This is followed by feature
engineering, where critical attributes such as network flow entropy, packet payload characteristics, and user
behavior patterns are extracted. Anomaly labeling is then applied using historical attack data, allowing
supervised learning models to distinguish between normal and malicious activities. Missing data is handled
through imputation techniques, leveraging statistical modeling to fill gaps in incomplete datasets. The resulting
structured dataset forms the foundation for training the AI models, ensuring that only relevant and high-quality
inputs are utilized.

Risk Assessment and Decision-Making Under Uncertainty

The proposed Al-driven framework addresses the inherent uncertainty in cyber risk assessment by
considering both known unknowns and unknown unknowns. In the context of cyber defense, known unknowns
refer to potential threats for which the attack vectors are partially known, but the exact method or timing is
uncertain. Unknown unknowns are threats that emerge without any prior indication, making them difficult to
anticipate using traditional risk assessment methods.

R(E) = ) P(AIE).C(4)
i=1

Where:
R(E) = Expected risk given evidence E
P(4;|E) = Probability of adversarial action 4; given evidence E.

C(4;) = Cost or impact of action 4;.

It will quantify how evidence influences the expected risk, integrating probabilistic modeling with cost
analysis. The framework leverages Al and CTI to mitigate uncertainty in decision-making. By continuously
analyzing vast amounts of real-time data from multiple sources, the Al models can detect potential threats even
in the absence of complete information. The framework uses advanced predictive models to estimate the
likelihood and impact of both known and unknown threats. This capability allows security teams to make
informed decisions under uncertain conditions, enabling them to prioritize resource allocation and implement
appropriate mitigation strategies. Additionally, the framework incorporates adaptive learning, meaning that as
new threats are identified and mitigated, the Al models update their risk assessments, thus continually refining
the decision-making process in response to evolving threats (Alsowail & Al-Shehari, 2022).

Causal Graphs and Predictive Models

To further enhance its predictive capabilities, the framework uses causal graphs to map out potential cyber
threats and their relationships. Causal graphs are graphical representations that depict the cause-and-effect
relationships between different threat factors, vulnerabilities, and system components. These graphs allow the
Al system to model the progression of cyber-attacks, enabling a deeper understanding of how certain actions or
system weaknesses may lead to specific threats. For example, if an Al model detects an anomaly in network
traffic that correlates with a known adversarial TTP, the causal graph can help predict how the attack may
progress. The graph allows the framework to visualize the chain of events that could unfold, providing insights
into potential threat vectors. By combining causal graphs with predictive models, the framework can assess the
likelihood of various attack paths and prioritize defensive measures accordingly. This enhances the overall
accuracy of the threat predictions and helps organizations stay one step ahead of cyber adversaries (Gaber et al.,
2024; Michel-Villarreal et al., 2023).
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PROPOSED AI-DRIVEN FRAMEWORK FOR PREDICTIVE CYBER THREAT
INTELLIGENCE

The proposed Al-driven framework for predictive cyber threat intelligence is designed to enhance the ability
of organizations to detect, anticipate, and respond to emerging cyber threats proactively. By integrating artificial
intelligence (Al) into the core of the threat detection process, the framework addresses the limitations of
traditional cyber threat intelligence (CTI), which primarily focuses on reactive measures. This proactive
approach leverages Al to predict potential threats before they materialize, providing security teams with
actionable insights to mitigate risks more effectively. The framework achieves this by analyzing real-time data
from various sources, identifying patterns, and making predictions based on machine learning (ML) models.
This enables faster decision-making and better resource allocation in defending against sophisticated cyber-
attacks. The framework’s adaptability also allows it to continuously evolve as new threats emerge, ensuring its
relevance in an ever-changing threat landscape (Michel-Villarreal et al., 2023).
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Figure 1. Proposed Framework for Predictive Cyber Threat Intelligence

Components of the Framework

AT Algorithms for Threat Prediction

At the heart of the framework are Al algorithms specifically tailored for threat prediction. These algorithms
are designed to detect patterns, identify anomalies, and predict potential threats based on both historical and
real-time data. Several types of Al algorithms are employed:

A. Anomaly Detection Algorithms: Unsupervised learning algorithms like clustering (e.g., k-means,
DBSCAN) are used to detect deviations from normal behavior. These algorithms analyze baseline
system behaviors and flag any unusual activity that might indicate an ongoing or impending cyber-
attack (Michel-Villarreal et al., 2023).

B. Pattern Recognition Algorithms: Supervised learning algorithms such as decision trees, support
vector machines (SVM), and neural networks are used to identify recurring attack patterns and
predict potential threats. These models are trained on labeled datasets of known attack types to
predict the likelihood of similar attacks occurring in the future (Alsowail & Al-Shehari, 2022).

C. Predictive Analytics Algorithms: Predictive models such as regression analysis and time series
forecasting are used to anticipate future threats by identifying trends and correlations within the
data. These models can forecast threat vectors, allowing organizations to preemptively strengthen
their defenses in areas most likely to be targeted (Manoharan et al., 2024).
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al(t)
Glmpact t) = T

Where,
Grmpact (t) = Gradient of threat impact at time ¢.

I(t)Threat impact as a function of time.

Table 1. Al Algorithm Capabilities

Algorithm Type Use Case Strengths Limitations

k-means Clustering ~ Unsupervised Anomaly detection Simple, effective Sensitive to initial seeds

Random Forest Supervised Phishing and malware Robust to overfitting Computationally
detection intensive

Autoencoders Unsupervised Novel threat detection Captures complex patterns ~ Requires significant data

The Table 1 provides a concise comparison of algorithms, aligning with the text and enhancing the reader’s
understanding of their applications.

Data Sources

The effectiveness of the Al-driven framework is heavily dependent on the quality and diversity of the data it
analyzes. The framework integrates threat data from multiple sources to ensure comprehensive coverage and
accurate threat detection:

A. Network Logs: Data from firewalls, intrusion detection systems (IDS), and network traffic logs
provide valuable insights into network activity. These logs help identify unusual patterns, such as
unauthorized access attempts or data exfiltration (Michel-Villarreal et al., 2023).

B. Endpoint Data: Data from endpoint security tools, such as antivirus software and endpoint detection
and response (EDR) systems, are critical for identifying potential compromises at the device level.
These sources are especially useful in detecting malware and other endpoint-based attacks (Kaur et
al., 2024).

C. Threat Intelligence Feeds: External threat intelligence feeds, including those from government
agencies, cybersecurity firms, and open-source platforms, provide contextual information about
ongoing attacks, new vulnerabilities, and adversarial tactics. These feeds help enhance the
framework's predictive capabilities by offering up-to-date information on emerging threats (Gaber
et al., 2024).

Machine Learning Models

Machine learning models are the core component of the framework’s threat detection and prediction
capabilities. The models are divided into two categories:

A. Supervised Learning Models: These models are trained on labeled datasets, where the system is fed
known attack types and their associated behaviors. By learning from this historical data, the model
can accurately predict future occurrences of similar attacks. Supervised learning techniques like
random forests and gradient boosting are commonly used for detecting phishing attacks, malware,
and ransomware (Alsowail & Al-Shehari, 2022).

B. Unsupervised Learning Models: In cases where the system encounters unknown threats (the
"unknown unknowns"), unsupervised learning models are employed. These models do not rely on
labeled data but instead analyze system behavior to detect outliers and anomalies. Algorithms like
autoencoders and clustering techniques are used to detect previously unseen threats by identifying
patterns that do not match normal behavior (Michel-Villarreal et al., 2023).



Hasan, K. et al. /RTIC, 5(1), 33122 7/11

Feedback Loop

A crucial aspect of the framework is its continuous learning capability. The framework is designed to be
adaptive, meaning it can evolve over time as new data is ingested and new threats are encountered. This is
achieved through a feedback loop that constantly retrains the machine learning models using updated data:

A. Model Retraining: As new threat data becomes available —whether through internal detection
systems or external threat intelligence feeds—the models are retrained to reflect the latest threat
landscape. This retraining process ensures that the models remain effective in predicting both known
and emerging threats (Vanamala et al., 2022).

B. Anomaly Adjustment: When an anomaly is detected and validated as a new threat, the system
updates its baseline behavior patterns to incorporate this new knowledge. This allows the framework
to adjust its detection parameters dynamically, reducing false positives and improving accuracy over
time (Gaber et al., 2024).

C. Performance Monitoring: The framework includes a mechanism for continuously monitoring the
performance of the Al models. This allows for the detection of any potential drift in model accuracy,
ensuring that the system remains reliable and effective in real-world environments. Regular
performance evaluations ensure that the models are not only accurate but also efficient in detecting
and predicting threats (Manoharan et al., 2024).

AI-Driven Scoring Model

To ensure that resources are allocated efficiently, the framework includes an Al-driven scoring model that
ranks and prioritizes threats based on their likelihood and potential impact. The scoring model assigns a
numerical value to each detected threat, taking into account factors such as the severity of the attack, the
criticality of the affected assets, and the likelihood of the threat materializing.

The model works by analyzing both historical and real-time data. For instance, if a particular attack type has
been frequently observed targeting similar organizations, the model assigns it a higher likelihood score. The
potential impact score is determined by assessing the importance of the targeted systems and the potential
damage that could result from a successful attack. For example, an attack on a financial institution’s core systems
would receive a higher impact score than an attack on a non-critical system (Alsowail & Al-Shehari, 2022).

Table 2. Threat Scoring

Threat Type Likelihood Score (0-1) Impact Score (0-1) Priority Score (0-1)
Phishing Attack 0.7 0.8 0.75
Ransomware 0.9 0.9 0.90
Insider Threat 0.6 0.7 0.65

This table (Table 2) demonstrates a practical application of the scoring system, offering a tangible example
for readers to follow. By integrating this scoring system into the AI framework, organizations can prioritize
which threats to address first, ensuring that the most critical and likely attacks are mitigated promptly. The
scoring model also provides a way to track the effectiveness of defensive measures by comparing the predicted
likelihood of an attack to its actual occurrence, thereby continuously improving the system’s ability to predict
and mitigate threats (Vanamala et al., 2022; Gaber et al., 2024).

APPLICATION AND USE CASE

To demonstrate the practical application of the proposed Al-driven framework for predictive cyber threat
intelligence, we consider a hypothetical case study involving a financial institution. Financial institutions are
prime targets for cyber-attacks due to the sensitive nature of their data and the potential for significant financial
damage. In this scenario, the institution is responsible for managing online banking services, which handle
millions of daily transactions, customer data, and secure communications with other banks.
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The financial institution is experiencing an increase in cyber threats, including phishing attempts,
ransomware attacks, and insider threats. Traditional defenses such as firewalls and antivirus software have
proven insufficient in anticipating these advanced threats, leaving the institution vulnerable. To enhance its
cyber defense posture, the institution implements the Al-driven framework for predictive threat intelligence.

The framework integrates real-time data from various sources, including network traffic logs, endpoint
detection systems, and external CTI feeds that provide information about emerging threats targeting financial
institutions. By leveraging Al algorithms for anomaly detection, pattern recognition, and predictive analytics,
the system analyzes this data to identify potential vulnerabilities and detect early warning signs of an attack.
This proactive approach helps the financial institution transition from a reactive to a predictive cybersecurity
model.

Threat Scenarios and Al Predictions

A. Scenario 1: Ransomware Attack Prediction and Mitigation

One of the most significant threats to the financial institution is ransomware, which could lock critical systems
and disrupt online banking services. The Al-driven framework continuously monitors network traffic for
anomalies. By analyzing historical ransomware patterns and external threat intelligence feeds, the Al system
detects an increase in suspicious network activity that matches previously observed behavior associated with
ransomware delivery tactics, such as phishing emails containing malicious attachments.

Table 3. Threat Impact Over Time

Time (t) Impact (I) Gradient of Impact (G_Impact)
1 0.2 0.15
2 0.35 0.18
3 0.53 0.25

It visualizes (Table 3) the changing threat impact over time, complementing the discussion of how
organizations can use this data to prioritize mitigation steps.

The Al framework uses supervised learning models trained on known ransomware attack vectors, such as
specific email subjects, file attachment types, and external IP addresses associated with known ransomware
campaigns. Upon detecting these patterns in real-time, the framework generates a high-risk alert, predicting that
a ransomware attack is likely. The scoring model assigns a high likelihood score to the threat based on past
occurrences in similar institutions and the criticality of the affected systems.

The institution's security team is notified of the potential attack and immediately isolates the suspicious
emails, blocks the associated IP addresses, and patches vulnerable endpoints. By taking these proactive steps,
the financial institution is able to mitigate the ransomware threat before it can encrypt its systems, preventing
significant financial losses and downtime.

B. Scenario 2: Insider Threat Detection

Another critical concern for financial institutions is insider threats, where employees with authorized access
may leak sensitive information or sabotage systems. These threats are particularly challenging to detect because
they originate from trusted individuals. The Al framework addresses this issue by analyzing internal behavior
patterns using unsupervised learning models that detect anomalies in employee actions.

In this case, the Al system notices unusual behavior from a mid-level employee. The employee begins
accessing financial records they do not typically handle, logging in from unusual locations at odd hours, and
transferring large amounts of data to external storage devices. This activity deviates from the employee’s normal
behavior patterns and triggers an anomaly detection alert.

The Al framework uses causal graphs to map out the sequence of suspicious actions and potential
consequences. By visualizing the relationship between the anomalous behavior and its potential outcomes, the
system predicts that the employee may be preparing to exfiltrate sensitive customer data. The scoring model
assigns a high impact score to this insider threat due to the critical nature of the data involved.
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Upon receiving this prediction, the institution's security team restricts the employee’s access to sensitive
systems and begins an internal investigation. By detecting and mitigating the insider threat early, the institution
prevents the potential data breach and avoids the significant reputational and financial damage that would have
followed.

DISCUSSION

The proposed Al-driven framework offers several key advantages for enhancing predictive cyber threat
intelligence. One of the primary benefits is speed. Al algorithms can process vast amounts of data in real-time,
enabling organizations to detect and respond to threats much faster than traditional, manual methods. This
significantly reduces the time between threat identification and mitigation, allowing for a more proactive
approach to cybersecurity. The framework is also highly scalable, making it adaptable to different organizational
sizes and industries. Whether an organization handles a small or large volume of network traffic, the framework
can be adjusted to accommodate varying data loads without sacrificing performance. This scalability ensures
that the framework can be deployed across multiple sectors, from financial institutions to critical infrastructure
(Michel-Villarreal et al., 2023).

Another key advantage is the ability to handle large volumes of data from diverse sources. The integration
of external threat intelligence feeds, network logs, and endpoint data into a centralized system allows for
comprehensive threat analysis. Al models can process and correlate these data streams efficiently, identifying
patterns and predicting threats that may not be apparent through manual analysis. This ability to synthesize
data from multiple sources gives organizations a more complete picture of their threat landscape, enhancing
their ability to make informed decisions (Alsowail & Al-Shehari, 2022).

Limitations and Challenges

Despite its advantages, the proposed framework has several limitations and challenges. One significant
challenge is data availability. The accuracy of Al models is heavily dependent on the quality and quantity of data
they receive. If data sources are incomplete or outdated, the predictive models may produce inaccurate results,
leading to missed threats or false positives. Organizations need to ensure that their data collection methods are
robust and that they have access to high-quality, real-time threat intelligence feeds (Manoharan et al., 2024).

Table 4. Entropy Variation in Anomaly Detection

Time Interval (seconds) Entropy Value (H) Anomaly Detected
0-10 0.45 No
10-20 1.35 Yes
20-30 0.48 No

This table (Table 4) provides empirical support for the explanation of entropy-based anomaly detection,
illustrating how entropy values correspond to detected anomalies over time. False positives are another
challenge that the framework must address. While AI models are designed to detect anomalies and predict
threats, they can sometimes flag benign activities as malicious, leading to unnecessary alerts. This phenomenon,
known as "alert fatigue," can overwhelm security teams and reduce the effectiveness of the system. Reducing
false positives requires continuous model tuning and retraining (Gaber et al., 2024).

Additionally, the framework relies on continuous retraining of machine learning models to stay relevant in
an ever-evolving threat landscape. Cyber threats are constantly changing, and without frequent updates to the
Al'models, the framework may become less effective over time. Organizations need to invest in maintaining and
updating their Al systems to ensure their predictive capabilities remain accurate (Alsowail & Al-Shehari, 2022).
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Comparison with Existing Approaches

Compared to traditional cybersecurity approaches, the Al-driven framework offers several distinct
advantages. Traditional methods often rely on signature-based detection, where threats are identified based on
known patterns or signatures. While effective against known threats, this approach is limited in its ability to
detect emerging or unknown threats (unknown unknowns) (Michel-Villarreal et al., 2023). The proposed Al
framework, by contrast, leverages machine learning to detect previously unseen threats based on behavioral
anomalies, making it far more adaptable to new and evolving threats.

Another key difference is the proactive nature of the Al-driven framework. Traditional cybersecurity
methods are largely reactive, addressing threats only after they have been identified. In contrast, the proposed
framework enables predictive intelligence, allowing organizations to anticipate and prevent attacks before they
occur. This proactive capability represents a significant shift in how cybersecurity is approached, moving away
from defense after the fact to mitigation in advance.

CONCLUSION

This research has introduced a novel Al-driven framework for predictive cyber threat intelligence designed
to enhance proactive cyber defense. The key contributions of this framework include the integration of real-time
threat intelligence feeds, the use of machine learning models for detecting both known and unknown threats,
and the development of a continuous learning system that adapts to evolving threats. By leveraging Al, this
framework enables organizations to predict and mitigate threats before they materialize, significantly improving
their overall cybersecurity posture (Alsowail & Al-Shehari, 2022).

Furthermore, the framework addresses critical challenges in the field, such as the limitations of traditional
signature-based detection methods and the need for faster, more scalable threat detection systems. The research
demonstrates that Al can play a transformative role in cybersecurity, particularly in reducing response times and
enhancing the accuracy of threat detection (Michel-Villarreal et al., 2023).

While the proposed framework represents a significant advancement in predictive cyber threat intelligence,
there are several areas for future research. One promising avenue is improving the accuracy of Al models by
incorporating more advanced machine learning techniques, such as deep learning or reinforcement learning.
These approaches could further enhance the system's ability to detect complex threats with greater precision
(Rizky et al., 2024). Another area for future work is the integration of real-time data feeds into the framework.
By expanding the sources of real-time data, such as cloud environments and IoT devices, the framework could
provide even more comprehensive coverage of the threat landscape. This would enable organizations to detect
and mitigate threats in real time, reducing the likelihood of successful attacks (Gaber et al., 2024). Finally, cross-
organizational collaboration for threat intelligence sharing represents a valuable future direction. By fostering
cooperation between organizations, the framework could benefit from a larger pool of threat intelligence data,
improving its predictive capabilities. Such collaboration would require developing standardized protocols for
sharing data securely while maintaining privacy and confidentiality.
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