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RESUMO

A presente investigagdo, subordinada ao tema “O Papel da Guarda Nacional
Republicana no Combate e Prevengdo do Ciberterrorismo”, tem como objetivo geral
compreender, qual o papel da Guarda Nacional Republicana (GNR) no combate e prevengéo
do ciberterrorismo.

A metodologia empregue foi qualitativa e quantitativa, e de carater dedutivo,
focando-se no papel da GNR e fazendo uma breve comparagdo com a Guardia Civil (GC).
Recorre a analise documental e a inquéritos por entrevista e por questionario, desenvolvendo
uma cadeia de raciocinio do geral para o particular, para chegar a uma conclusao. Os dados
recolhidos reportam-se a 15 entrevistas (inquérito e questionario), sendo que as mesmas se
dividem em quatro a Oficiais das Forcas Armadas (FA), seis a Oficiais da GNR, duas a
Inspetores da Policia Judiciaria (PJ), duas a entidades civis e uma a um Oficial da GC.

Dos resultados, concluimos que da sua forma de atuacdo no ciberespago, a GNR
pauta-se por uma conduta de detecdo, prevengdo e protecdo, 0 que corresponde a uma
deslocacdo da sua missdo e atividades do espaco fisico para o virtual. Nesse sentido, a
monitorizacao das redes sociais e de fontes abertas de informacao, e mesmo, de grupos mais
restritos e da deepweb e darkweb sdo um passo essencial na sua atuacdo de detecédo e
monitorizacao.

No ambito da prevencdo, a GNR desempenha um papel estruturante, por um lado a
nivel da existéncia dos atuais programas de sensibilizacdo e de divulgacdo de
comportamentos, 0s quais podem ainda ser mais divulgados e alargados aos grupos de risco
perante a tematica deste trabalho. Desempenhando ainda um claro e importante papel tanto
na sua prote¢do como da populagéo em geral.

Da breve comparagdo com a GC, resultam as semelhancas a nivel legislativo e as
diferencas em termos organicos fruto dos acontecimentos na histdria espanhola e do modelo

de policias que nos levam a ter algumas reticéncias na comparacao.

Palavras-chave: Ciberterrorismo; GNR; Combate; Prevencéo.




ABSTRACT

The purpose of the present investigation, under the theme "The Role of the Guarda
Nacional Republicana in Combating and Preventing Cyber Terrorism", has as its general
objective to understand exactly the role of the GNR in combating and preventing
cyberterrorism.

The methodology used is a deductive reasoning, focusing on the role of the GNR and
making a brief comparison with the Civil Guard, using documentary analysis and surveys
by interview and questionnaire, developing a chain of reasoning from the general to the
private, to conclude.

The research is made up of three fundamental chapters, which are duly circumscribed
and logically interconnected, developed as follows: in the first chapter (conceptual approach)
we conducted a brief study on the use of cyberspace by terrorists, the phenomenon of
terrorism and the work of the Forces and Security Services confronting these problematics;
In the second one (theoretical framework) we elucidate in detail the methodology adopted,
as well as the methods and materials used; Finally, in the third chapter (empirical approach),
we present, analyse and interpret the results to try to establish a relationship between the first
and third chapters.

We conclude that of its way of acting in the cyberspace, the GNR is guided by a
conduct of detection, prevention and protection, which corresponds to a displacement of its
mission and activities from the physical to the virtual space. In this sense, monitoring social
networks, open sources of information and even narrower groups and deepweb and darkweb
are an essential step in their detection and monitorization.

In the scope of prevention, GNR plays a structural role as they provide awareness
programs and the divulgation of behaviours, which can be further extended to risky groups
correspondent to the problematic of this assignment. They also play a clear and important
role both in their protection and in the general population.

From the brief comparison with the Civil Guard, we can conclude that in terms of
legislation they are similar. However, there are clear differences in organic constructions
that result from the Spanish history and from the police model, which lead us to some
unwillingness in the comparison.

Palavras-chave: Cyberterrorism; GNR; Combat; Prevention.
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